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BCTYII

Po3BuTOK TEXHONOTIM Ta akTUBHA Kibepcoriiamizallis IiTeld 1 MOJOAI OCTaHHIM YacoM
ICTOTHO 3aroCTpuiIM podieMy Kibeppu3uKiB 1 kibepOe3nekn B yKpaiHChbKHUX peaisx.

Jlnst cydacHOT IUTHHH CTAJIO 3BHYHUM OYTH TMOCTIMHO Ha 3B’ SI3KYy 31 CBOIMHU PIIHUMH 1
Jpy3sIMH. BHUKOPHCTOBYBAaTH pPI3HOMAaHITHI MECEH/DKEPH 4YH EJEKTPOHHY TOMITY, MI00
MIATPUMYBATH 3B’ SI30K 3 OJIM3BKUMH, COIIAIbHI MEpeki, mo0 OOMIHIOBATHUCS HOBHHAMH,
Google, mo6 mykartu iHopMmalio; MOOUIBHI irpu, moO mnepedytu dyac. IaTEepHET i1
PI3HOMAaHITHI JOJATKH CTAJIM TaKOIO K HEB1 €MHOIO YaCTUHOIO JKUTTSI AITEH, SIK OJST 9M TKa.
IM yrke Bakko ySBUTH CBOE KHUTTS 6€3 cMapTQOHa.

Konu mMu roBopuMo mpo BCi mepeBaru, siKki MPUBHOCATH Y HAIle KUTTS cMapT(OH 9u
TUTAHIIET 13 IOCTYIIOM JIO IHTEPHETY, TO 4acTo 3a0yBaeMo, IO € ¥ iHIIa CTOpOoHA Ii€l Meaa,
a came kibeppm3uku. lle mepeaycim 3arpo3u, TIOB’si3aHI 3 IHTEPHET-aKTUBHICTIO
KOpHCTyBaiB. | 1X MOXHa pO3TJISLAATH SK MiJ TEXHIYHUM, TaK 1 IMiJ{ ICUXOJOTIYHAM KYyTOM
30py. JlocuTh 9acTo JOpOCIi, Tak caMo SIK 1 JITH, He TPUAUISIOTh HAJIEKHOI yBaru pU3HKaM,
SK1 MOXKYTh 4aTyBaTH Ha HUX B IHTEPHET-CEPEJOBUIII.

Jnis Toro mo® NpoAEMOHCTPYBaTH, HACKIIbKM 1€ aKkTyaldbHa TeMa, IPONOHYEMO
OpONTH HEBENUYKHHA TecT-IpaiiB — TMOMpalioBaTh 13 CcaMOONUTyBaJbHUKOM «Micue
kibep3arpo3 y wmoemy KUATTI». CaMOONMUTYBaIbHUK MICTUTh TIMTAHHS, TIOB si3aHI 3
HalmomumpeHimuMu Kidep3arpo3amMu. Xo4eMO TakoXK 3BEpPHYTH Bally yBary Ha Te, IO 1€
JAJICKO HEe TTOBHUM CIMCOK MOXJIMBHUX KiOep3arpos, a Jiuiie BepXiBka aiicoepra 3J0YMHHOTO
kiOepcBity. Il[o6 kpamie opieHTyBaThucs B Kibep3arpo3ax BipTyaJIbHOTO CBITY, MOXKHA,
BIJIMOBI/IAf0YM HA TIOCTaBJICHI 3amuTaHHs, BIAKpUTH JlomaTok Ne 1 1o 11bOTO MPaKTUKyMY.
(Koxen ommcanuii TaM KiOEppU3UK Ma€ MOPSIAKOBHI HOMEp — i€ 3pO0JICHO Ui 3PY4HOCTI,
11100 BM HE BUTPAYaIH JAPEMHO Yac).

OTxe, Bi3bMIiTh, OyzIb JIaCKa, apKyll Mamnepy Ta pydky i cnpoOyiiTe BiINOBICTH HA Taki
MPOCTI 3aNTUTAHHS:

1. Yu Gauute BM Ha eKpaHi AKiChb KiIOEpPH3UKH, MPO SKI HE 3HAIM J0ci? SKIo Tak, To
3aIUIIITE 1X Y PAIOK (U EKOHOMIT Yacy MOXKHA ITPOCTO 3aIMCATH IXHI MOPSIKOBI HOMEPH).

2. Yu crukanucs BH OCOOHMCTO 3 SIKUM-HEOynb 13 nux KibeppusukiB? MOXKIUBO, BU
CTaJIM JKEPTBOIO JICIKUX 13 HUX ? SIKIIT0 TaK, TO 3 IKUMH came, 3a3Haure ix. | mopaxyiirte, 4u 11e
1-2 xi6eppusuku, un nonaz 10.

3. 31 ckibKOMa KiOeppU3MKaMH 13 I[bOTO TMEPEeNIiKy CTHKAIUCS Ball Apy3i ado WieHH
POAMHY 1 po3noBigany Bam npo ue? (2-6?Moxiuso, 157?)

4. SIKi TyHKTH MOYKHA BUKPECIUTH 3 IHOTO MEPENTIKY K TaKi, KOTpl HE MOXXHA HA3BaTH
kiOepHeOe3mekor? SIKII0 BH BBaXKAETE, 110 BOHU €, OyIb JIacKa, 3aNUIITh iXHI MOPSIKOBI
HOMepH. | aprymeHTyiiTe cBOIO mosuiito. HaBenmiTe moHaiiMeHie 7 apryMeHTiB. SIKmio He
3MOXKETe, TO Ballla MPOMO3MIIS BHIYYHTH LeH KiOeppHu3MK 3 Meperiiky Oyae BBaXKaTHUCS
HEIOLUILHOIO.

5. SIky kiGepHebe3neKky B LIbOMY Iepelliky BU O Ha3BalM HaIKaxXJUBIIIOK 3araiom?
byno 6 no6pe, aK6u BM 3MOTJIM MOSICHUTH — YOMY.

6. Uu € B poMy mepeniky KidepHebesneka, 3 Ko MoO0r0eTecs 3ITKHYTHCS 0COOUCTO
BU, TOMY 1[0 HE 3HAETE, SIK MOBOAUTHCS? AGO Taka, 3 HAC/IIKaMH SKO1 BU HABPS YU 3MOKETE
BIIOpaTHUCA? 3aluIliTh MOPSAKOBUNA HOMEp TOro KiOeppu3WKy, SKOro BH, MO CyTi, Ooirecs
Hallo1Ib1Ie.

7. Yu roBopuiM BU KONU-HEOYIb 31 CBOIMH TITBMH MpO KiOeppuzuku? SKIo Tak, To
skuii Kioeppusuk (i3 IBOro MeperiKy) BH He 3rajaid y CBOIiii po3MoBi? Bimg woro Bu He
3acTepiraiy TUTHHY?



8. Un 006roBOpIoOBaliv BH 3 IUTHHOIO MUTaHHS Oe3neku B iHTepHETI? Uu € y Bac 3amucani
MpaBuIia MO0 TOro, o Bamiil nutuHi HE no3Boneno pobutu B iHTEpHETI?

9. Uu roBOpHIIM BH 31 CBOEIO IUTHHOIO MPO T€, IO KOTO I BOHA MOKE 3BEPHYTHCS B
pasi kibeprebesnekn? OkpiM OaThKiB, IIe Mae OyTu me 2-3J0pOCIuX, SKUM JUTHHA MOXKE
JOBIPSITH 1 3 AKUMH MOKE TIOTOBOPUTHU B pa3i HACTAHHS KPUTHYHOI CUTYaITli.

10.Ywu 3Hae Baria AuTrHA HOMEp TenedoHy KiGeprmomiii?

Sk Oaumte, i THUTAaHHSA JOCUTH MPOCTi, ajie BOHH 3MYIIYIOTh 3aMHUCIUTHCA U
YCBITOMUTH, HACKUTbKHA OJMU3BKO KIOCPPU3HMKHU MiMiOpanucs A0 KOXXHOTO 3 Hac. Y ACSKHX
BUIAJKaX MOYKHA HaBITh CKa3aTH, 10 BOHU CTAJIM YACTHHOI MOBCAKICHHOTO XHUTTS... Ale
YU BiJYyBaeTe BU ceOe 3axuieHuMH Bin HUX? Hackinbku Bu moiHdopmoBaHi? | Hackinbku
Ballla IUTUHA/TITH MiAroToBICHA(-Hi) 10 3yCTpivi 3 pi3HOMAaHITHUMH KiOepHeOe3neKkamu?

JlaGopaTopist Icuxos0rii MacoBOi KOMYHIKaIlii Ta MeIiaoCBITH [HCTUTYTY corianbHOT Ta
nonitnyHoi ncuxonorii HAITH Ykpainu Bxe J0CUTh JaBHO MPAIIO€ HAJl TEMOIO KiOeppH3UKiB
1 kibepbOe3neku mdiTell B 1HTepHET-cepenoBuiii. [IpamiBHukM maboparopii 37iHCHIOIOTH
NOCTIHHMI MOHITOPUHT CHUTYallii, OB’ A3aHUX 13 MOJOADKHUMH KiOeppu3ukamu. 30Kpema,
IPOBEIECHO JABa BCeyKpaiHChki omuryBanHs — y 20181 2020 pokax (Haiigsonoma, 2018;
2021).B onutyBanni 2018poky B3siim yyacts 1439pecnionnentiB (768 niBuat i 671xonens
BikoM Bix 13 10 16 pokiB), 2020poky — 1681pecrnonment (918 aiBuat i 763 xI10MIIi BiKOM Bij
12 no 17 pokiB).

JiTssm Oyno 3ampolOHOBAHO BIiJMOBICTH HA HHM3KY 3allUTaHb, TOB’S3aHUX 3 IXHIM
JOCBiIoM B3aemonii 3 kioeppusukamu (Tadm. 1). Bonn morim obuparu i3 TphOX BapiaHTIB
BIJIMOBIICH OJIMH. «TaKk», <i», <«®Baxko BigmoBictu». Lllo6 monermmtu mnpouenypy Ta
PO3YMiHHS [ITBMHU 3alMTaHb, B ONHTYBaHHI OyJ0 BUKOPHUCTAaHO HAWIMPOCTIIIY MLIKAILY
BIJIITOBIEH.

Tabnuysa 1
Ki6eppusuxu (2018p.)

3 AkuMH HeOe3NeKaMM il Yac BUKOpHCTaHHA iHTepHeTy Bam | UacTka Bianosigei

JTOBOIMJIOCS CTHKATHCS ocobucTo? (y %) (y %)
HaB'sI3yBaHHS HEMOTPIOHOT iHpOpMaITii 59,7
BTPY4YaHHS B poOOTY MPUCTPOIO, 3apaXKEHHS Bipycamu 57,0
HOLIMPEHHs HeMPaBIUBOi iH(popMarlii mpo Bac 21,4
BUKPAJICHHS BalllUX 0COOMCTUX JaHMX a00 BUKOPUCTAHHS BALIUX 19.9
OOJIIKOBUX 3aMKCiB '
KibepIaxpaicTBO — MpOJaX HEICHYIOUHX MOCIYT, IPUMYC 10 15.6
IIOKYIIOK, BUMaraHHs Irpouiei '
3aJISIKyBaHHs, [IOTPO3H 3aBIaTH BaM LLIKOJIHU 14,4
KiOepOyJiHT — 3HYIIIAHHS, 00pa3H, MPUHIKEHHS, ICUXOJIOTTYHHIA 14.0
TEpOp IIPOTH Bac '
CIIJIKYBaHHS 3 HE3HAMOMIISIMU 3 HeOaKaHUMHU HACIIIKaMH, 71

HanpuKiIag HeOe3MeuHi 3ycTpidl 3 HUIMH B PEabHOCTI




3aKJIMKH JIO HACWUJIBCTBA, arpecii, po3MaalOBaHHS HETESPITUMOTO 6.1
CTaBJIEHHA 10 1HIIUX ’
CIIOHYKaHHS JI0 CAaMOYIIIKODKEHHS 5,8

3rifHo 3 pe3ynbTaTaMH JAOCHiPKeHb, mpoBeaeHux 2018poky, ykpaiHCBKI IIKOJIApi
HaW4acTIIe CTUKAIOTHCSA 3 TAKUMHU KiOeppHU3uKaMH, SIK criaM, a0 KOHTEKCTHA peKjama, KOJu
KOpUCTYyBa4aM HaB's3YIOTh HENoTpiOHy iH(opmariro (Maibke 60%); 3HauHO piamie it
CTHKAIOThCS 3 TaKUMH KiOeppuU3HWKaMH, SK MigOypIOBaHHSA 0 CaMOYINKOKEHHS (OIHM3BKO
6%) (muB. Tabma. 1).

Yum crpamnmii cnaM, abo KOHTEKCTHa pekiama? [lo-mepire, 1me MOBiJOMIICHHS, SKi
CTBOPIOIOTH IITYYHE iH(OpMaIliiiHe epeBaHTaXKEHHS CII0XKMBAYiB HE3HAYYIIIOI0, BTOPHHHOIO,
«3aiBoto» iH(popmariero. [lo-mpyre, 1me MOXIMBICT, MPOCYBaHHS TOBApiB 1 TMOCHIYT, SKi
MOXYTh OyTH 30BCiM He TOTPiOHI CIOKMBaueBI 1 fKi JyXe YacTO MOXYTh 30BCIM HE
BIJIMOBIJIaTH BIKY THX, XTO OTpUMYE 1110 iH(popmariito. Hanpukian, e Mmoxke Oytu iHbOpMarris
CEKCYaIIbHOTO YH PEIIrifHOTO 3MICTy; MOXYTb OYTH JHCTH, OCHOBHA MeTa SKHX — KOTOCb
«OUYOpHUTH» 4Yd «@1o0ymutu». [lo-TpeTte, depe3 HaB sA3MuMBY iHGOpPMAIlIO ITH MOXYTh
MOTPANUTH Ha radok KiOep3nmouwmHiiB. Hanpukian, e Moxe OyTu iH(oOpMaIlis mpo Te, 0
KOpPHUCTYBa4 Ma€ OTPUMATH SIKMMOCh YMHOM 3a TOCHUJIAHHSM BENHUKY cymy rpomueid. Ilo-
YeTBepTe, JOCUTh YacTO TaKi MOBIJIOMJICHHS CYMPOBOKYIOTHCS IIKIATUBUMHU MPOTPAMaAMH,
Bipycamu. BiacuHe, kiOeppu3uK, TMOB SI3aHHKM 13 BTPYYaHHSAM y POOOTY OOUYHMCITIOBAILHUX
NPUCTPOIB Ta 3apaXCHHSM TEXHIKM PI3HUMH BipycaMH, Maibke Tak caMo J00pe 3HailoMuii
JITSM, K 1 HaB S37IMBa 1H(POpMAITis.

ko mpeAcTaBUTH OTPUMAaHI BiA AiTeH BIAMOBIAI y BUTISAI YMOBHOTO PEUTHHTY
IHTepHET-PU3UKIB, TO TEpIIl MO3uIlllii B HhOMY OyAyTh TOCIaTH BCE XX TaKU Hebe3nexu,
nog'si3ami 3 Medilinolo cgheporo, — HaB' A3yBaHHS HENMOTPiOHOT iH(opMmarltii (e 3a3HAYar0Th
59,7% mikonsApiB), 1 mexuiuni inmeprem-nebesnexu — BTPYYaHHS B POOOTY MPHCTPOIO,
3apakeHHs Bipycamu Toiio (mosigomuiau 57,1%onuranux).

Hami ¥Wnyte kibepnebe3nexku, [ TEpIIy TO3UIIIO Cepell HUX TOCIIAE€ NOWUDEHHS
Henpaeouesoi iHgopmayii, 3 YAM CTUKAETbCS KOXEH N atuil mimnitok (21,4%), maiixke Ha
TaKOMY X PIBHI OyJe 6uUKpaodeHHs NepcoHAlbHUX OaHuX 1 BUKOPUCTAHHS IHIIMMH JIFOJIbMU
NPUBaTHUX aKayHTIB Bij iMeHi rocronapst (camo3BancTBo) (19,8%).V apyry ymoBHY rpyny
IHTEpHET-PU3UKIB, 3 SKHMU CTHKA€ThCA MalkKe KOXKEH WIOCTHM TiUTITOK, pa3oM 3
KibepOyniHeoM TaKOX MOTPAIUISAIOTH 1€ ABA BUIU: 3aJI5KY8AHHS, TIOTPO3H 3aBAaHHS (Pi3UUHOL
mkoau (15,6%) i waxpaticméo — mpogak SKUXOCh BUTAIaHHWX IIOCIYT, HaB SI3yBaHHS
MOKYIIOK, BUMaHioBaHHs rpoieit (14,3%).

OkpeMo X0YeMO BUJIIJIUTH TaKW 1HTEPHET-PU3HK, K KiOEpOyIIiHT, OCKUIBKH JTOCHUTH
YacTO YKpPAiHChKI MENIA0CBITSHM TMOPYIIYIOTh IO TEMy Ha MIOPIYHUX CTPaTETIYHUX
neneroriyHux Hapagax. Y Kopekci mpo amaminictpatuBHI mpaBomnopymeHHs 2019poxky
3'siBustacs HoBa ctatTts 173-4.hynine (ybkysarnis), O 3yMOBICHO 30UIBIICHHSIM YHCIIa TAKUX
BUITAJIKIB B YKPAiHChKUX IKOJaxX. Y pa3i yMOBHOI ekctpanoisiii orpumanux y 2018pori
JAHUX Ha BCIO T'€HEpaJbHY CYKYIHICTb OTPUMYEMO OPIEHTOBHY KIJIBKICTh MIJUTITKIB, SKi
nepeOyBarOTh MiJ BIJIMBOM HAQJA3BMYAalHO HEOE3MEYHMX 1 JECTPYKTHBHUX  BHJIIB
kiOepOyminry. Tak, Mmoo nepeciayBaHHs, sIKOTO 3a3Ha0Th /,1%onuTanux mitei, 10 rpynu
PHY3HUKY BXOJIUTH MOHAM 7 7 TUCSY MTITKIB; 6,1%1K0IsIpiB, SKUX KIOEPIIPOCTIp CIIOHYKAE 10
HACWJIBbCTBA, — Ii¢ MoHaa 66 Tucsy; a 5,8%yuHiB, SIKUX MiIIITOBXYIOTH Yepe3 IHTEPHET IO
CaMOYIIIKO/KEHb, 3arajioM IO BCiM YKpaiHi KUTbKICHO CTaHOBUTH TMOHaA 63 THcsAdl oci0
rpynu pusuky (HaiinponoBa, [lsren, Bosnecencoka ta iH., 2018).Ha neii yac B YkpaiHi 3a
MIPaBOTIOPYIICHHS, OB’ sI3aH1 3 K10epOymHTroM, epeadadeHo Taki Mipu TOKapaHHSI:

emtpad Bix 5010 200HEONOIATKOBYBAHUX MTOIATKOM MIHIMYMY J0XOy TPOMAJISH;



e rpomajicbki podotu a0 240roauH;

e BuIpaBHi podoTH 110 1 Micsrs.

Skmo OymiHrOM 3aiiMaeThCs HEMOBHOMITHS ocoba BikoM Binm 14 go 16pokis, 10
BIJIMIOBIJAILHOCTI TPUTATYIOTh OaThbKIB YW IHIIMX 0Ci0, sKki iX 3amimfarote (BysiHr
(uekyBanns), Crartsa 173-4, 2018).

TyT BapTo 3a3HAYMTH, MO JAICKO HE KOXKHA JUTHHA IUIMTHCA 3 OaTbKamMu CBOIMH
npoOjeMaMu B IIKOJI, ajie 3a HeTPSMUMH O3HaKaMH iX MOKHa ineHTudikyBaTu. Hanpukian,
KOJIM OAThKH MOMITHJIA Ha TUTI JUTHHH CaJiHA, 3a0UTi MICIls, CHHII, a IUTHHA MPU IHOMY Ha
3aMUTaHHS PO iXHE TOXOKEHHS MOBUMUTH a00 MPUKPHUBAETHCS HEBMIJIOK OpexHew. Y
TUTUHU MOJXKE 3MIHMTHCS TOBEHIHKA — CIIOCTEPIra€ThCsl HaJAMIpHE 3aHETIOKOEHHSI, arpecis,
MJIaKCUBICTh, omip 1 T.1H. — a00, HaBMakW, MUTHHA 3aMUKAEThCI B COOl, JEMOHCTPYE
MPUTHIYCHICTh, aMaTUYHICTh, JCTPECHBHI HACTpoi. TakoX JUTHHA MOXE BiIMOBISTHCS
BIJIBIIyBaTH HaBYAJIbHHI 3aKiaj. ¥ Hel MOXKYTh IpOIagaTd oCOOUCTI pedi, a Ha 3amuTaHHS
0aThKiB MpoO 1€ AUTHUHA Oyze BiAMOBYYBATHCS a00 BUIIPABIOBYBATHUCS, IO BOHU JIECh €, aje
BOHA HE TaM sTa€e, Kyau iX TMokiaia, ado M0 BOHA Jajia iX MOKOPUCTYBATHUCS JPY35IM 1 Ti
CKOpO MOBEPHYTH pedi Ha3ad. B ocoOucTux po3MoBax MOXKYTh MOPYIIYBATUCS TEMHU CYITUIY
(MOKyTh TaKo OyTH 3aITUTH B ICTOPil iHTEpHET-Opay3epa). HacoM AiTH BTIKAIOTh 3 JIOMY.

Byninr moxe HaOyBatu pisHUX ¢GopM — OyTH MCUXONOTiYHMM, (i3uuHuUM abo
ekoHoMiyHUM. KokeH ywacHuWK OymiHroBoi cutyarii morpedye  KBajiikoBaHOI
IICHXOJIOTIYHOT JOTIOMOTH — HE TIJIbKH JKEPTBa, a i arpecop i crocrepiradi (IKAM st CUTYyaIis
TAKOX MOJKE 3aBJaTH MIMOMHHOI TICHXOTPABMH).

Tpetio Tpymy IHTEPHET-PU3UKIB MAHINYAAMUBHO20 GNIUEY YTBOPIOIOTH TPU HAHOUIBIIT
HeOe3neuHi (HOPMU. CRIIKY8aHHA 3 He3HAUOMUMU JH0O0bMu 3 HEOKAHUMHU HACHIAKaMHU
(Hampukiiaa, TPOXaHHSA HaAICHaTH (OTO IHTUMHOTO XapakTepy abo HeOe3neuHi peaybHi
3yctpiui 3 HesHaomisimu) (7,1%); cnonykanns oo nacunbemea, arpecii, miaOyproBaHHS
HETePIUMOro cTaBlieHHs a0 iHmmx (6,1%), niowmoexysanus 0o 3aeédanns cobi wKoOu
(5,8%). Ilpore 11i HIONTO HU3BKI BIACOTKH HE MAlOTh CTBOPIOBATH 1IO31F0 HE3HAYYIIOCTI
TaKHUX 3arpos.

A mpote, 3a maHUMH JlabopaTopii MCHXOJOTii MAacoBOi KOMYHIKallli Ta MeIi1aoCBITH
ICIIIT HAIIH VYxkpaiau, 14,3% niteil BBaXaroTh, L0 IHTEPHET A HUX € aOCOJIIOTHO
Oe3meynuM MicieM, a 26,8% 3ameBHAIOTH, 10 BOHU OCOOMCTO HE CTUKAINUCS 13 YKOOHUMU
HeOe3neKkaMu il 4ac KOPUCTYBaHHS IHTEPHETOM.

A nipote onutyBanHs 2020poky fano BxKe JEMIO 1HITY KapTHHY.

YacroTa 3i1TKHEHb 3 IEIKUMHU KiOeppu3nKaMu, ki fictanu Hu3bKi ouinku y 2018pomi,
3pocia Maibke BABIYi, a HalmommpeHin Kioeppusuku y 2018 pori Tpoxu «BTpaTuin» cBOi
no3wuiii (Tabm. 2).

Tabnuys 2
Ki6eppusuxu (2020p.)

3 AkuMM HeOe3NeKaMM il Yac BUKOpHCTaHHA iHTepHeTy Bam | UacTka Bianosigei

AOBOANJIOCS CTUKATHCS ocoducTo? (y %) (v %)
HaB'sI3yBaHHS HEMOTPIOHOT iHpOpMaITii 42
BTPY4YaHHS B poOOTY MPUCTPOIO, 3apaXKEeHHS Bipycamu 30.5
KiOepOyIiHT — 3HYIIaHHS, 00pa3u, MPUHUKECHHS, ICUXOJIOTTYHUN 23
TEpop MPOTH Bac
NOLIMPEHHS HeMPaBIUBOi iH(popMarlii mpo Bac 17.6




3aJIAKyBaHHS, IOTPO3H 3aBJIAaTH BaM KON 16.7
KibepIaxpaicTBO — MpOJaX HEICHYIOUHX MOCIYT, PUMYC 10 16.4
IIOKYIIOK, BUMaraHHs Ipouiei '
BUKPAJICHHS BalllUX OCOOMCTUX JaHMX a00 BUKOPUCTAHHS BaLIUX 13.3
0OJIIKOBUX 3aMHCiB '
3aKJIMKH J10 HaCUJIbCTBA, arpecii, po3MaaloBaHHS HETEPIUMOTO 111
CTaBJIEHHS JI0 1HIIINX '
CHUIKYBaHHS 3 HE3HAHOMIIIMHU 3 HeOa)KaHUMU HACIIIKaAMH, 8.9
HaIpUKJIa] HeOe3MeyHi 3yCTpidi 3 HUMHU B PEAIbHOCTI '
CTIIOHYKAHHS /10 CAMOYIIKO/KEHHS 8.9

Amnanmizytoun pnani omutyBanb 2018 1 2020pokiB, kepiBHHK Bceykpaincbkoro
EKCIICPUMEHTY 3 YIPOBAPKEHHSI MEJ[Ia0CBITH B 3arajbHOOCBITHI HABYAJIbHI 3aKjIad YKpaiHu
JI. A. HaiinpboHOBa 3BepHyNla yBary Ha Te, 4YacTka KiOepHeOe3nek, IOB si3aHUX 13
CIIOHYKaHHSM J0 HACHWJIbCTBA, arpecii, miAOyprOBaHHSIM /0O HETEPIUMOTO CTABJICHHS JI0
iHImMX, 3pocia BABiYl 1 craHoBuTh ToHan 11%. Yactka KiOeppu3HKiB, 3yMOBJICHHX
HiAMTOBXYBAHHAM 70 CAMOYIIKOKEHHS (CYIMaaibHI irpH Ta 9eICH K1), Hapa3i CTAHOBHUTH
8,9% Haiinponosa, 2021).3 ornsay Ha Le HAYKOBLI [HCTUTYTY cCOIiaibHOI Ta MOJNITHYHOT
ncuxosorii 2021poky 3amouyaTKyBajli HOBHH TMPOEKT, CHPSMOBAaHWW Ha TPEBEHINIO 1
MOCTBEHIIII0 cyiiunanbpaoi noseninku (UyHixina, & Ymepenkona, 2022).

Ane HaWOLIbIIE 3aHETIOKOEHHS BUKJIMKA€E Hapa3l 3pPOCTaHHS YacTKU EIi30/iB,
NoB’ si3aHuX 3 KiOepOyminroM, — Big 14% no 23%. Lle nyxe HeOe3meuHa, HA HANTy AYMKY,
TEHJICHIIisI, Ha Ky 000B'sI3KOBO MOTPIOHO 3BEPHYTH yBary, Hacamrepes y poOoTi 3 OaTbKaMu
(Haiigponosa, 2019).

Sk ke MaroTh JiATH OaThbKMU B CUTYaIlll, KOJH iXHS JUTHHA CTajla )KEPTBOIKO MIKIIHHOTO
OymiHry?

1. Ilepm 3a Bce mocTaBTeCS 1O CHUTYyallii 3 PO3yMIHHSAM 1 CHiBIepexuBaHHsIM. He
noTpiOHO THCHYTH Ha JUTHUHY, KpUYaTH Ha Hel abo cBapuTH ii 3a 3HUKII peul. CrpoOyiite
3aBECTH 3 JUTHUHOIO BIJIBEPTY PO3MOBY 1 MEPEKOHATH ii B TOMY, 110 BU 3aBXAU OyaeTe Ha ii
6o11i, 110 BY 11 0NOpa, AOMOMOra i 3aXUCT y CKIAJHUX CUTYAIlisX.

2. YBaXHO BHCIyXaillTe JWUTHHY, He TiepeOuBaiiTe 1i, He cTaBTe 3abararo
YTOYHIOBAJIBHUX 3amuTaHb. He HamaraiiTecs oapa3y CTaTH «Kaparouor PYKOIO», OCKUTBKH
OJIHMM 13 0aratbOX CTpaxiB JUTHHH, TOB SI3aHUX 13 CUTYaIlito OyIIHTY, € Te, IO B IIKOIY
NpUKAAYTh MaMa/TaTo 1 BIAINTYIOTh TaM CKaHAad, a Micis IbOro ii OyayTh Ime Ouiblie
«rHOOUTH». TOMY CITOYATKy 3anmuTaiTe B AUTHHH, SIKO1 JIIHIT TTOBEIIHKA BOHA JOTPUMYETHCS
110710 KPUBJIHUKIB, YoMy oOpajia caMe TaKy CTpaTeriio, siKi B Li€l cTparerii CuibHi 1 cnalki
CTOPOHH.

3. VY mporueci 0OTOBOPEHHS AUTAYOI MOBEIIHKHU MOCTapaiTecs MoOiIbIIe Ji3HATUCS TIPO

BCl iHIMAEHTH OyJiHTY, SKMX 3a3HaBajla JWTHHA. 3aluTaiiTe, 4d € MarepiajibHi JOKa3H —

MEePENUCKH, TIOCTH B COIIIAIbHUX Mepexax, Bifeo Tomo. CrpoOylTe OTpuMaTH JOCTYN N0
[UX JIOKa3iB.

4. Jlami MOXYyTb OyTH JBa NIISXHW 3ajaro/UKeHHs cutyamii. [lepmmii: BH 31 CBO€IO
JUTHHOIO Pa3oM IIiJ Yac OOTrOBOpPEHHsS OOMIpPKOBYeETE, SIK BOHA MOXE IOBOJMUTHUCS, HI00
«IIepeMOTrTH» CBOiX KpPUBIHUKIB. Po3po0mnsere crparerito, HaBUYaeTe IUTHHY PI3HUX
NICUXOJIOTIYHUX TpuitomMiB 1 MeTtomiB aHtuOyninry (Yamrinceka, 2020). CnpoOyiite



MIATPUMATH CBOIO TUTHUHY HA IIJISAXY JI0 TIOJ0JIaHHS 11i€1 HeOe3MeKH, HaBUITh i1 CIIPaBIATHCS 3
mpo0JIEMOI0 CaMOCTIIHO, alle Mal4Yu 3a CIHHOIO MIATPUMKY 0aThKiB. Takuil mUISIX TOIITBHO
BUKOPUCTOBYBATH, SIKIIO OYJIIHT Ma€ 3€01LIBIIIOT0 TICUXOJOTIUHY Ipupoay. Y pasi pizuuHoro
Y{ €KOHOMIYHOTO OYJIIHTY BapTO MiTH 1HIIUM LUIAXOM 1 3aJy4UTH 10 BUPIIIEHHS MPOoOIeMHU
aZMiHICTpaIil0 KoM, 3a ¢akToM OymiHTYy MNOTpiOHO Oynae 3BEepHYTHCS B moumimito. |
nam’ iTaiiTe — Hi B IKOMY pa3i He 3BHHYBauyiTe CBOIO JUTHHY 1 HE HamaraiTecs caMOCTIiHO
npuOOpKaTH KpUBAHHUKIB. Taki KOH(MIIKTH MarOTh BHPINIyBaTHUCA a00 Ha PiBHI «IUTHHA-
TUTUHA», a00 Ha PIBHI «IOPOCIi-IOPOCTi», ale TOYHO HE Ha PIBHI «IOPOCIi-TITH».

Bapro 3a3nauntH, 1o tak camo, sk 1 B 2018pori, y 2020my BUsIBICHO TpyIy AITEH, SIKi
BBAXKAIOTh, 110 IHTEPHET IJs HHUX € a0CONMIOTHO Oe3meyHuM micuem, — 7,75%miamiTkiB, a
6,08% 3aneBHSIOTE, 1[0 BOHU OCOOWCTO HE CTUKAJIMCS 13 JKOOHUMH HeOe3leKaMW i 4ac
KOPUCTYBaHHS iHTepHETOM. LI rpyma onuTyBaHUX 0COOJIMBO Bpa3jiMBa, OCKUIBKH I1Ie HE Maa
JOCBITYy B3aeMomaii 3 Kibep3zarpo3amu, IO 4YaTylOTh Ha HHX B IHTEpHETI, camMe€ TOMY
KPUTUYHICTh IXHHOTO MUCIIEHHS I[0JI0 TAKOTO POy HeOe3IeK Moxe OyTH 3HMKEHA.

Jnst Toro mo6 chopMyBatu OB WITKY KapTHHY, i 4ac pociimkeHHs 2020poky

JiTsIM OyJO TOCTaBICHO TAaKOX JOJATKOBI 3allMTaHHS OO0 OKPEMHUX BHIIB Kibep3arpos
(tabm. 3).

Tabnuys 3
JlonaTkoBi 3anuTaHHA 1JI BUSIBJIEHHS TUTAYHX Ki0eppHU3HKIB
. YacTka Bignmosigei
YTouHIOBAJIbHI 3aNTUTAHHS (v %)

Uu craBanmu BU Koiu-HeOynp MimenHio mius TPOJIIHTY B 33.1
ColiabHUX Mepekax (IJIs pO3Bard iHIIKX JIFOICH)? '
Yu 6ynu Bu xeptBoto LIIOKTPOJIY — macu 00pa3nuBuX MOCTIB, 297
100 BUKJIMKATH Y Bac THIB, pO34apyBaHHs YH MPUHU3UTH Bac? '
Uu cBapwiinucs BH B COIMEpPEkKAX (CI)HEI?'IMIHF), KOJY B 3amaii
CyMepeykr TOBOPWJIM TE€, 4Yoro O HE CKa3aJiu B CIOKIHHIN 32.4
pO3MOBi?
Yu ctuxanucs Bu 31 CTAJIKIHI'OM — 3anskyBaHHSIM, IOTPO3aMH 292
HACUJILCTBA, TPUXOBAHUM CTEKCHHSIM 1 TIEPECITiTyBaHHSIM ? '
Uu noBoausIocs BaM KOJIHU-HEOy1b poObuTH T€, yoro Bu He X0Tinu 55 4
pOOHTH Yepe3 OHIANH-TIOTPO3H Ta MAHTaX? '
Uwu noTparnisuii BU Koau-HeOy b y cutyaiito XAKIHIY —konu
XTOCh 0€3 BaIoro J103BoJry OpaB IiJ] KOHTPOJIb Ballll MPUCTPOI, 353
OTPUMYBAB JIOCTYM 110 (aiiJIiB, MITTUTYBAB 3a MPUCTPOEM 200 '
KOHTPOJIIOBAB HOro?
Yu crukamucs Bu 3 KETOIIINHI'OM y couianbHUX Mepekax —
00MaHOM JTI0JIel Y CTOCYHKaX MUTSIXOM CTBOPEHHSI (DaNbIITMBUX 370
inenTudikamiii (HanpuKiIam, akayHTiB JIOAEH, IKUX HACTIPaB/Ii HE ’
icHye)?
Ywu O0ymu Bu B cutyamii CJIEMIHI'Y —ninOyproBanus 239
criocrepiraviB g0 kibepOyIiHry, Ae crocTepiradi He Oynu '
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1HimiaTopamu O1iku?

Yu cTHKAIUCS BH 3 THM, 10 Balry ocooucty inpopmaririro (¢hoto,
BiJICO, 3aIKCH) MOIIUPIOBAIIN B COIIAIbHUX MEpeKax 0e3 Baroi 26.1
3roau?

Uu finuiucs BU KOJU-HEOYIb cBOIMU ocoOucTiMu (HOTo/Bizco
(sxi He XOTiK 6 OAYMTH Ha MIKITBHOMY O17100p/Ii) 3 IHIIMMHA
JaroapMu (HAITPUKIIAA, Ha caiiTax 3HAMOMCTB a00 B CIICIiaIbHUX
nporpamax)?

28.6

Yu npocuim Bac Koau-HeOy b HajaicnaT ororpadii/Bigeo
0COOHCTOr0/IHTUMHOTO XapaKTePy JIOIN B MEPEXKi, 3 SKUMH BU 31.1
CHUIKYBQJIUCS JIUIIE B IHTEPHETI?

Uu crukanucs By i3 CEKCTUHI'OM — tekcToBUMU
MOBITOMJICHHSIMH YM KOMEHTapsIMHU Ha BaIlly ajapecy, sSKi MaJiu 50.2
CeKCyalbHUN XapakTep?

Uwm Tparisics BaM B IHTEpHETI HeOakaHl 300paskeHHsI, SIK1

RS 50.4
CYIIPOBO/UKYIOTH CEKCYaJIbHY MIOBEIHKY

Yu cruxanucs su 3 KIBEPI'PYMIHI'OM — konu He3Haiomi
JFO/IM B MEPEXXi HaMaraJincs 3aJly4uTH Bac 1 3alpOCUIIN Ha 39.4
3ycTpiv opiaiin?

Sk 6aunMo, piBEeHb 3ITKHEHHS AITEH 3 PI3HUMH BUJaMHU KiOepHeOe3eK HacTIpaBii 1yKe
BUCOKHUH. X04Ya MiITITKA MOXKYTh 1 HE CIPUIMATHU T€, 3 YUM BOHH CTUKAIOTHCS B IHTEPHETI, SIK
kibeppu3uku. Jlyxe 4acTo BOHU HE YCBIAOMITIOIOTh HEOE3MeKy Ta il HacIiIKH.

Ha sxanp, micns nmoBHOMacmTabHOro BToprueHHs Pociiicbkoi Depepartii Ha TepUTOPIO
VYkpaiau B motomy 2022poKy MOBHOIIHHI MOHITOPUHTH Ta ONMUTYBaHHS IIOAO KiOep3arpos
JTel B IHTEpHETI HE TMPOBOJMIIUCS, X04a MOKEMO CIPOTHO3YBAaTH, IO 3arajibHa KapTUHA i
OKpeMi TEHJICHIIII 3MIHIOIOTHCS. YKpaiHChKI IKOJSAPI B yMOBaX BOEHHOTO 4Yacy MOXYTh
3ITKHYTHCA 13 3HaYHOIO KUIBKICTIO (heiikoBoi iH(popMmarlii, BipyCHUMH KiOepaTakamu, 371aMOM
NEPCOHATBHUX AaKayHTIB Ta KpPaai’kKKol KOHOIACHIIHHUX gaHuX (HAOpUKIad, PO3CHIIKA
eJIEKTPOHHUX JUCTIB 3 TeMoto «Ne 1275Bin 07.04.2022»BiAKpUTTS SKHX MPU3BOIUIO IO
OTPUMAaHHSl XaKepaMH TIOBHOTO KOHTPOJIO HaJX TMEPCOHATPHUMH KOMITIOTEpaMH  Ta
3arpoXKyBasio KPaJi’KKOIO 1 MOIIKOKCHHSIM KOMITIOTEPHUX JaHuX; ab0 EeNeKTPOHHI JTUCTH
i Ha3Bow «BilichkoBi 30umHII P®.htm», BIAKpUTTS AKUX HPU3BOAMUIO IO TOTO, IO
3JIOBMHCHUKH OTPUMYBAJIM BiJJIaJICHUH JOCTYI 10 KOMITOTEpa JKEPTBH), PETHHIOM (KOJIH
JIITH BIIEBHEHI, [0 BEAYTh MEPEMUCKY 31 CBOIMHU OJHOJITKAMH PO OOMOYBaHHSI PiTHUX MICT 1
3HUIICHHS TUX YW 1HIMX OyAiBenb, a HaACIpaBi MUMOBOJII BHUIIAIOTh BOPOTY iH(OpMAIIir0
Ipo KPUTHYHY IHPpPAcTpyKTypy Micta) Tomo. deHoMeHH Kibep3arpo3 BOEHHOTO 4Yacy
noTpeOyroTh TMOOKOTO0 1 JIETaJbHOTO JOCHIKEHHS Uil (OpMyBaHHsS CTparerii
KiOep3axucry.

Tak camo, sSIK TOpOCHi 3acTepiraroTh AITEH MPO HEOE3NMEKy BiJl BIIKPUTOTO BOTHIO YU
TOHKOTO JIbOJy Ha pIYIli B3UMKY, IM TaKOX CIiJl MOSCHUTH, II0 HE MOXKHA HAaJCUIATU
dotorpadii MPUBATHOTO YM IHTUMHOTO XapakTepy, HaBITh JIOISAM, SKHX BOHU BBaXKAIOTh
Onu3pKUMU Jpy3sMu. bo konmu Take QOTO HAICHUIAETHCS KOMYCh, JUTHHA BTpAadyae HaJ HUM
KOHTpOJIb. | BOHA BXKe HISK HE 3MOXKE BIUIMHYTH Ha Te, 4 Oynae Take (OTO MOoKa3aHe 1HIIH
0co0i abo rpymi oci6 6e3 11 no3Boay. Taki poTorpadii MOXKYTh CTaTH MPEAMETOM IIAHTAXKY
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YU TIOMCTH, BOHM MOXYTh CTaTH 3arajbHOJOCTYITHUMH Yepe3 PO3CHIKY abo coIllajabHI
mepexi. CTpax mepen HEBIIOMUM, raHb0OIO, IIIy3yBaHHSAM, OYJIIHIOM 1 MOKapaHHSM MOXe
IITOBXATH JTUTUHY HA KpaiHi MipHu yepe3 OakaHHS YHUKHYTH I[bOTO — Ha CYIIlU/I.

CamMe ToMy MU BBaXXa€MO 3a TOTPiIOHE BBECTH JI0 MIKITLHOI IPOTPAMH HOBUL npeoment —
Kibepbe3nexy, TIATOTYBaTH TaKWM YHWHOM [IITeH MO TPOTUCTOSIHHS KiOeppU3UKaM Yy
nopociomy Bimi. [T yac Takux 3aHATH TUTHHA Ma€ 3700yTH HE TUIbKH 3arajbHi 3HAHHS PO
MOJXKJIMB1 IHTEPHET-3arpo3d — BOHA TAaKOXX Ma€ O3HAWOMHUTHCS 3 OCOOIMBOCTSIMH CXEM Ta
npuiioMiB KiOEp3JMOYMHIIB, HAMpamoBaTH OCOOMCTI TpaBuiIa O€3MEeKH 1 HEYXWIBHO iX
JTOTPUMYBATHCS, CHOPMYBATH HAJICIKHY TICUXOJIOTIYHY CTIHKICTh 1 TOTOBHICTH CITPABJISTUCS 3
HACJIiIKaMH Kibep3arpos.

Y 1bOMy KOHTEKCTI KibepOesneky MOXHA BU3HAUUTH SK HaOIp 3HAHb KOPUCTyBada
IHTepHEeT-MepexXi JUIsSl 3aXUCTY BIACHUX KHUTTEBO BAXIIMBUX 1HTEPECIB Mij yac nepeOyBaHHS B
KiOepIpocTopi, a TAKOK YMIHHS HIBETIOBATH HACIIIKH KiOep3arpos.

3a3HayMMoO, IO TEXHIYHI acreKkTHh KiOepOe3MeKH YacTo pPO3IIAJaloTh Yy HAYKOBIH
JmiTepatypi. Alle TMiIXOoniB, AKI O ONMUCYBaIM TICHXOJOTIYHUN CKJIAAHUK, Hapas3i Opakye.
JlutuHy moTpiOHO HAaBUaTH HE TUIBKH PO3YMITH TEXHIUHI 0cOOIMBOCTI KibepOesmeku, a i
MPaBUJILHO OIIHIOBATH pH3WKH. Hampukian, mopocinuii TOBOPUTH AUTHHI: «B IHTEpHETI HE
MO>KHA TIEPEXOUTH 32 CYMHIBHUMH MOCHJIAHHSMU, aJ[)Ke OHJIAWH-ITPU Ta MPOTpaMu MOXYTh
MICTUTH <«Bipycu» abo GImUHT, TOMY Ui 3aBaHTAaXEHHS TNOTPIOHWUX QailmB  ciif
BUKOPUCTOBYBATH TIJILKH NepeBipeHi odiliiiHi pecypcr». Y BiIOBib YaCTO MOXHA MOYYTH:
«3Hato». OaHaK Taki 3HaAHHS € TEOPETHYHHMH, BOHU HE MIAKPIIUICHI KOAHUM KOHKPETHUM
JIOCBIZIOM YM Bi3yaJIbHOIO iCTOpi€t0, ToMy BU Bce mie Moxere 3HaTH «TPOSHW» un inmmi
BIpYCHI IPOrpaMH, IO MPAIIOIOTh HA IJIAHIIIETaX YU KOMIT I0Tepax.

[Mpunuunu kibepOe3neku MOTPIOHO TMOSCHIOBATH MAITAM HAa KOHKPETHUX MPHUKIaIax.
Tpeba cknacTu 3 MIThMH TUIaH A1 HA BHUMAAOK, SIKIIO BOHHU 31TKHYTHCS 3 KiOepHEOE3NMeKOr
(4iTKO TOSCHUTH TOCTIIOBHICTh IXHIX i Yy CcHUTyamii 3iTKHEHHS 3 TIEIO YU TIEHO
Kibep3arpo30r0 B iHTepHETI). J{iTAM MOTPiOHO PO3MOBICTH, A0 KOTO BOHH MOXYTh 3BEPHYTHCS
no pornomory. Yacom OyBae, 110 JiTH HE XOUyTh 00 COPOMIISTHCS 3BEPTATHUCS IO JOIOMOTY
710 0aTBKIB, TOMY II€ MOKe OyTH Oyab-XTO 3 JOPOCIHX, KOMY AMTHHA HoBipse (Opar, cectpa,
Jiaych, 0adycs, TiTKa, IAAbKO, MIKIIBHUN YUUTEIb, ICKXOJIOT TOII0). TakoX AiTAM MOTPIOHO
PO3IOBICTH MPO KIOEPTOJIIifo 1 3aKOHHU, TTOB’ 13aHi 3 Ki0ep3I0UMHAMH Ta MOKApaHHSIM 32 HUX.

[IporioHOBaHMIT HaBYAIBHUN MMOCIOHWK CHPSIMOBAaHWUN Ha MIiATOTOBKY BYMTENIB IO
pobotu 3a TemMow KiOepOe3nmeku sK y MUPHHUH, Tak 1 y BOEHHMHA 4Yac. BuxopucraHHs
nearoraMy IpeICTaBICHUX TYT MarepiajiB JUisl MATOTOBKU 3aHATH 3 JITbMU 3 O3HAYCHOI
TEMH J1aCTh 3MOTY:

echopMyBaTu y JiTei 3aranbHe YsBIEHHS NpO KiOeppu3uku 1 KiOepHeOe3meKH sK
MHPHOTO, TaK 1 BOEHHOTO KHTTS,

®IIOSICHUTH iM PI3HHULIO MK KiOeppu3ukoM, Kibep3iounHOM, KibepTepopusmMoMm i
KiOepBiitHOIO;

®03HAlOMUTH JiTell 3 OCOOJMBOCTAMHU IOPUAWYHOI CHUCTEMH YKpaiHM B KOHTEKCTI
KibepOe3nexwu;

©3a0e3MeUNTH HAJEKHY IICUXOJIOTIYHY MIATOTOBKY JiTed 10 MIPOTUCTOSHHS
KiOeppHu3HKaM.

[TociOHUK CKIIAQTAEThCS 13 BCTYIY, TEOPETUYHOI YACTHHU 1 II'STH TCUXOJOTIYHHX
NPaKTUKYMIB, @ TAKOX JTOJATKIB 1 CIIUCKY BUKOPHCTAHOI JIITepaTypH.

Y TeopeTWyHI YaCTHHI TPEACTABICHO JABa IMMAPO3IUIH. Y TEpIIOMY PO3KPHUTO
NOHATINHMI anmapaT Kibep3arpo3 i JeTaJbHO PO3MIIAHYTO TaKi MOHATTA, SK-OT: KiOEppPHU3UKH,
iXHI BUJM Ta HACIHIJKH KOXKHOTO 3 HUX, KiOepaTaku 1 KiOCpIHIIMICHTH; KIOEP3I0UYMHHU 1 TXHSA
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BIIMIHHICTh BiJ] 3BUYAHUX 3JI0YMHIB; KiOEpTEpOpU3M, MOTO BHJIOBI OCOOIMBOCTI Ta MPOSIBH,
a TakoX KiOepBiifHa 1 11 BiIMIHHOCTI BiJ iH(opMariitHOi BiitHu. J[pyruil miapo3aun akieHTye
Ha KibepOesmeri 3aramoM (IHIUBIAyalbHUH, OpraHi3aliiHUH/TPYIOBUI 1 AepKaBHUN PiBHI)
Ta 11 IOPUAMYHHUX acleKTax y npuHuuIi. [IpeacraBieHo MOHATTS BOEHHOI KibepOe3neku B ii
KJII0YOBHX MoOMeHTax (Oe3rmeka MOOUTBHHMX MPHCTPOIB, JABOXETalmHa ayTeHTHdIKaIris,
nporpaMHe 3a0e3nedeHHs, Oe3meKa COLIaJbHUX MEpPeX, HempaBAWBI MOBITOMIICHHS, a0o
dbeiku, CyMHIBHI CaiiTH 1 MOCHJIaHHS), @ TAKOK OOIPYHTOBAHO BaKJIMBICTh CIMEHHUX MPaBHII
kibepOe3neku. Okpemy yBary 30CepeKeHO Ha JisUIbHOCTI Kibepmouminii B YKpaiHi K y
BOEHHUI, TaKk 1 B MUpHHI 4ac. HaBeeHO ommc HOPMATHBHUX JOKYMEHTIB, SIKi PErylOIOThH
KibepOe3neky B YKpaiHi i y cBiTi 3araqoM. Takox po3MuCcaHO aJITOPUTM il y TOMY BHIIaJKY,
SKIIO JUTHHA CTaJla )KEPTBOIO KiOEP3JOUMHIISI, 3 BUKOPUCTAHHSIM ICHXOJIOTTYHUX TEXHIK Ta
aBTOPCHKY TexHiKy «Hacminku kibep3nounny i SI».

Hpyra yactuHa TOCIOHMKA MICTUTh I SITh TNPAKTHYHHX 3aHATh, CHPSAMOBAaHUX Ha
3aKpIIUICHHST MaTtepiaily, MpeICTaBICHOrO B TEOpPeTWYHiM wuactuHi. llepmmii mpakTukym
IPYHTYETHCA Ha aBTOPCHKIA Metomuili «JlanmmadTHa Mama TOTEHIIIHHUX Kibep3arpos»,
OCHOBHA M€Ta SIKOT'0 — CTBOPEHHS y CBIZIOMOCTI AiTeH 1i1icHOro 00pasy Kibep3arpos, 3 SKUMH
BOHH MOXKYTbh 3ITKHYTHCS B IHTEPHET-POCTOPi (IK y MUPHMIA, TaK 1 Y BOEHHUH Yac). Jpyruii
NPaKTUKYyM TIpPEACTaBIeHO Yy ¢dopmari TUCKyciiHOro kiy0y abo nebatiB, BiH Mae€ Ha MeTi
JIOTIOMOTTH YYHSIM PO3BHHYTH HAaBHUYKH JIOTIYHOI 1 MOCHIJOBHOI apryMeHTaIlli B mMyOIi9HIX
BUCTYIIaX, YMIHHS CIyXaTd W BiJICTOIOBATH BIIACHY MO3HIII] y B3a€MO/IIi 3 IHITUMHU JIFOJAbMH, a
TaKOXX TIOTJIMOWTH 3HAHHS MO0 TICHUXOJOTIYHUX OCOOJMBOCTEH KiOepcoriamizalii
ocobucrocti abo ocobimBocTeld BoeHHOT KibepOesneku (Ha BuOip). Tperiii mpakTHKyM, Je
BUKOPHCTOBYETHCSI aBTOPChKA METOINKA «TO0TeMHHI KiOepiaK», MOKIMKAHUN JTOTIOMOTTH Y
(dopMyBaHHI CiMEIHHX MpaBWI KibepOe3leKkn Ta alropuTMIB Iii A BCix wieHiB ciM'1 (abo
TPYIOBOTO KOJICKTHBY) B HEOE3MCUHHMX CHUTYallisfiX. TeMOK 4YETBEPTOro MPAKTUKyMYy €
po3BiHuyBaHHs (elikiB (10 OCOOJIMBO aKTyaJlbHO y BO€HHHH 4ac). OCHOBHA HOro Mera —
03HAWOMHUTH JIITEH 13 CXEMOIO CTBOPEHHS (PEHKOBUX IMOBIIOMJICHh T4 HOBHH ITi/I Yac BilHH,
HAaBYMTH iX pO3Mi3HaABaTH Je3iH(POpMaIliio 32 KIFOYOBUMH NOKa3HUKaMu. [T aTuit mpakTukym,
a came CyJIOBi KeicCH, Ma€ O3HAHOMHTH MITeH 3 IOPUAMYHUM KOMIIOHEHTOM KiOepOe3meKwu.
3aBIsSKM OMY MPAKTUKYMY JITH HAaBYATHCS CHIBBITHOCUTH CTaTTi YKpPaiHCHKHX 3aKOHIB 13
peaabHO BUNHEHUMH KiOep3JIOUMHAMH Ta JI3HAIOTHCS, K1 HACTIAKY 1 BaplaHTH MOKapaHHS 3a
Pi3HI BUAM IPABOMOPYILIEHb MOXKYTh O4iKYBaTH KiOEP3IOUHHIIIB.
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1.1.BIJ] KIGEPPU3UKY JIO KIGEPBIVIHU
KIBEPPU3UK

IIlo Take kideppu3nku?

KiGeppu3uk MokHa pO3IIIAZATH MEpeayciM SK 3arpody, IOB’si3aHy 3 IHTEpHET-
AKTHBHICTIO KOPHCTYBauiB, SIK 3 TEXHOJOTIYHUMHM, TAaK 1 MCUXOJIOTIYHUMH ii acleKTaMH, a
TaKOX 30epiraHHsAM MEPCOHATBHUX JaHMUX. 3 MOIJAAy iH(popMaliitHoi 6e3neku Kibeppu3uK —
e BTpaTH, SKUX MOXKE 3a3HATH KOPHUCTYBau IHTEPHET-MEPEXi dYepe3 MOpYIICHHS
KOH(1AEHIIIHOCTI, [iTicHOCTI 200 JOCTYMHOCTI 1H(QOPMAIIHHIX pecypciB UM NMEPCOHATBHHUX
naHuX. Y TONANbIIOMY MOHATTS KiOeppHU3UKYy 1 Kibep3arpo3n Mu OyJeMO BUKOPHUCTOBYBATH
SIK CHHOHIMIYHI.

OmHuM 13 1HCTPYMEHTIB peami3anii Kioeppusuky € kibepamarxa. Ilig UM TOHATTAM
PO3yMitOTh i KiOep3JIOBMUCHUKIB (xakepiB) ab0 MIKI[UIMBUX TPOrpaM, CIPSIMOBAHUX Ha
3aXOIUieHHsT 1H(OpPMAIIHHUX JaHWX BIAJAJICHOTO KOMIIIOTE€pa, OTPUMAHHS ITOBHOTO
KOHTPOJIIO HaJl pecypcamu KOMITIoTepa ab0 Ha BUBEIICHHS CHCTEMH 3 J1ajy (Xakepchka aTaka,
2022).

JIpyroto ¢opmoro peamnizamii KiOeppusukiB € kibepinyuoenmu. llum TepMiHOM
MMO3HAYAIOTh MO0 a00 KUJIbKa HECTPHUSTIUBUX MO HABMHUCHOTO XapakTepy, IO MalTh
O3HaKM Ki0epaTaky Ta CTaHOBIIATH 3arpo3y JUIs OE3MEeKH CUCTEM EJIEKTPOHHUX KOMYHIKaIlii,
CHUCTEM YIMPaBIiHHSI TEXHOJOTIYHUMHU IIPOILIECAMH, CTBOPIOIOTH IMOBIPHICTh TOPYIICHHS
IITATHOTO PEXUMY (QYHKI[IOHYBAaHHS TaKuUX cHCTeM (30Kkpema 3puBy Ta/abo OJIOKYBaHHS
pOOOTH CHCTEMH, HECAHKIIIOHOBAHOTO YIPABIiHHS 1 pecypcamu), CTaBIATH IiJ 3arpo3y
Oesrnexy (3aXWILEHICTh) eNEeKTpOHHUX iH(opMmamiiHux pecypciB ([Ipo ocHoBHI 3acamu
3abe3neueHHs Kibepoesneku Ykpainu, 2017).

€ Ounbm cknagHi GopMu KiOEppU3HKIB, a came Kibepmepopusm 1 Kibepgilina, ane mpo
HUX MU OUIBII AETAJIBHO MOTOBOpHMO Mmi3Hime. KinrouoBuit kpuTepiil moainy Ha 3a3HadyeHi
¢dopmu —MoTHBaLliS KIOEPBTPYUAaHHS Ta MEXaHi3M HOTro BIUIMBY Ha iH(OpMaIliiiHi CHCTEMHU.

Sxi € BUIM KiGeppu3nKiB?

Llinbosi  amaxu — KOAW  KIOEP3JOUYMHIII  OOWMPAIOTh  KOHKPETHY  JKEPTBY
(mromuny/opranizanito), 30uparTh Mpo Hei iHdopMalio, a MoTiM 3/AIHCHIOITh KidepaTaky,
o 0a3yeThcs HAa BHKOPUCTAHHI Ta aHami3i 3i0paHoi iHdopmarii (hiHaHCOBe IIaxpailcTBo,
BUKpaJieHHs 0a3 JaHUX, IPOMHKCIIOBE MMUTYHCTBO, DDOSaTaku, BUMaraHHs).

Heyinvosi amaku — xonu KiOEp3JTOYMHII TPAIIOIOTH BIAMOBIIHO 10 po3po0aeHOT
3JI0YMHHOT CXEMH, CITUPAIOYKCh Ha MiATOTOBIIEHI CKPHUIITH, SIKI BUKOPUCTOBYIOTh Y B3a€EMOJI1
3 ycima skeprBamu. Ilepenbavyae HemepcoHamizoBaHuii miaxin ((ilIuHr, KapauHT, CMC-
IIaXpaicTBO).

Buympiwmni amaxu — xonu KiOEp3JIOYMHII € YaCTHHOIO oprasizamii abo 3apydaroThCs
MiATPUMKOIO KOTOCh, XTO € TPAIliBHUKOM Ili€l opraHizaiii, i Hamaraiocs 3apajud BIAcHOI
BUTOAM OTPUMATH, 3MIHUTH a00 B3HHIIMTH KOHQimeHIiiHy iHpopMamio (BUKpageHHS,
CIIPUSHHS [IJTbOBUM aTaKaM TOIIIO).

3o6Hiwni amaxku — KOJIW KIOEP3JOUYMHINI TOTYIOThCS 10 CKOEHHS KiOEp3J0UYnHY,
30uparoTh iH(pOpMallilo PO OpraHizalilo, Ha SIKy XO4yTh BIALITYBaTH Kibeparaky, aje HE €
YaCTUHOIO I11€1 opraHizallii 1 He MalTh MATPUMKH 11 CIIIBPOOITHUKIB.

SAKuMHM MOKYTH OyTH HACTiAKKN?

Dinancosi empamu (HapuUKIaA, y pe3yibraTi QINIMHIOBOI aTaku, KOJU 3JI0BMHUCHHUKH
OTPHMAaJIH JOCTYITH 1 MaposTi 0 BaIroi 0aHKIBCHKOI KapTKH);
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yacosi empamu (HaPHUKIAA, SKIIO Yepe3 BipycHe OJOKYBaHHS KOMIT IOT€pa BHU HE
3MOJKETE 3pOOUTH MOTPIOHY poOOTY);

penymayivni émpamu (HAPUKIaA, Yepe3 BHUKPAICHHS 1 MOUIMPEHHS MEPCOHAIbHOT
iHpopMmarii);

ncuxonociuni mpasmu (HaPHUKIIaJ, TOTaJbHA HEAOBIpa 0 JIOACH Yepe3 maxpanchKi il
3JIOYHMHIIIB B IHTEPHETI);

3azpo3a sHcummio i 300poé’ 10 modeil (KO KibepaTaka, HaIPHUKIIAL, 3AIMCHIOBATACS Ha
JKapHIO, aepOIIOPT TOLIO);

nopyuienHsl 3aKoHooaecmealkonmpaxmis.

Bapro 3a3HaunTH, 110 ChOTOMHI OyIb-IKUH MOJITUYHUNA a00 BIMCHKOBHM KOH(IIIKT Yy
CBITI 3aBXAM CYIPOBODKYETHCS OpPraHi30BaHUM IPOTHOOPCTBOM B IHTEPHET-MEPEXKi.
Hamnpukian, y 2005pori SInoHiero mpokoTuiaacs XBuiIs KidepaTak, KaTrajai3aTOpoM sIKOi CTaB
BUXI1Jl IIKUTBHOTO MiJpYy4HUKA 3 icTOpii. ¥ LbOMY MiJPYYHUKY CHOTBOPIOBAIHCS ICTOPUYHI
moxii, mo BinOyBamucs B Kwurtai mpotrsrom 1930-194(pokie XX cr. Y HbOMY, 30Kpema,
3aMOBYYBAJIUCSl BOEHHI 3JIOYMHH SITIOHCHKUX BIHCBHK i Yac iHTEPBEHIlli. Y CIHCKY CaWTIB,
10 3a3HAJIM XaKEPChKHUX aTakK, OyJu STMOHCHKI MIHICTEPCTBA T4 YCTAHOBU, CAUTH HAWO1IBHIIIMX
AMOHCHKUX KOpHopauid Ta caiitu, npucBsiyeni Jlpyriii cBitoBiil BiitHi. Jlo peui, KuTaicbki
XaKepHu MPOJEMOHCTPYBaTH BUCOKHI PIBEHb OPTaHI30BAHOCTI Ta CHHXPOHHOCTI IiJl Yac ITi€i
MacoBOi aTaku. 3 OTJIsAy Ha HasBHICTh y Kurtai nep:kaBHOTO KOHTPOIIIO 32 IHTEPHETOM MO>KHA

MPUITYCTUTH, IO IO aTaky OyJao CaHKI[iOHOBaHO aep:kaBoio ([I3roHa3i0K, & JI3FOHI3IOK,
2013).

KIBEP3JIOYMH

[TommpenHss HOBUX iH(OpPMAIIHUX TEXHONOTiH, B OCHOBI SIKUX JICKHUTHh IIUPOKE
BUKOPHUCTAHHS KOMIT IOTEPHOT TEXHIKM Ta 3aco0iB KOMYHIKaiii, cGpopMyBajlo €IWHUN
CBITOBUH 1H(QOpPMALIHHUI MPOCTIp, N1€ KOXKEH MOXKE OTpUMATH AOCTYH 10 OyIb-sKOi
iHopmariii 3 pi3HUX KYTOUYKIB IUIAHETH, TUCTAHIIMHO KepyBaTh Oi3HECOM, 3JiHCHIOBATH
VIpaBIiHHA BIACHUMHU aKTHBaMH, YKJIaJaTH Yroau ©e3 O0COOMCTOro KOHTAKTy TOMIO.
Boanouac indopmariiiauii mpocTip CTaB MicIieM 1 0e3mocepeiHbO IHCTPYMEHTOM 3JIOUHHY.
BinHuHI 370YMHIIO HE MOTPIOHO TOMEPEAHBO «OOPOONATH KIIEHTa» 1 MAaTH OCOOMCTUI
KOHTaKT 3 MOTEHI[IHHOIO KEPTBOI. [ 0OJIOBHMM 1HCTPYMEHTOM 3JIOYMHY CTa€ KOMII IOTEp 13
JOCTYIOM A0 iH(OpPMAIIfHO-KOMYHIKAIIIHHIX CUCTEM, 1€ 3a JOMOMOTOK KOMIT FOTEPHUX
BIpYCiB Ta IHIIMX MPOTH3AKOHHUX TEXHIYHHMX 3aCO0IB 3JI0YMHEIh OTPUMYE JOCTYI N0 0a3
JnaHuX, 0AHKIBCHKUX PaxXyHKiB, aBTOMAaTU30BAaHUX CHCTEM YIpaBiiHHS. Tak, KpaaiKKu JTaHUX
IaTHKHUX KapT (0aHKIBCHKHMX paxyHKIB) ab0 JTaHHX JOCTYIY 0 CHCTEMH IHTEpHET-OaHKIHTY
3 METOI0 3aBOJOIHHS KOIUTaMM KJII€HTIB OaHKy, BHKpPAJCHHS NEPCOHAIBHUX JaHUX Ta
KOMeEpIIiiHOI iH(opMallii 3 mMpUBaTHUX KOMI FOTEPiB 200 cepBepiB, YMHUCHE TOIIKOKEHHS
pobotu iHpopMaIiiHUX crucTeM a0o 3aco0iB KOMYHIKAIIH 1 3aBJaHHS 30MTKIB KOMIaHIsAM,
DDoS ataku Ha iHTEpHET-pEeCYpCH — 1€ JAJICKO HEe MOBHHM MEPEIiK TaKuX 3arpo3, siki Hece 13
co00r0 OypXJIMBHA PO3BUTOK CYYacHUX 1H(POpPMAIINHUX TEXHOJIOTiH, 1, BIAMOBITHO,
BUOKPEMJIFOETBCSI B Take MOHATTSA, 5K KiOep3mouwnHicts (Tumosorist neramizamii
(BimMUBaHHS) JTOXO/IB, OJICPKAHUX 3IIOUMHHUM 1uIsixoMm, 2013).

1o Take KiGep3a0unH?

Kibepsnouunnicmo (Cybercrime) —ie 3I0YMHHICTB, y BIpTyaJbHOMY IIPOCTOpI 3a
JI0TIOMOT 010 1H(pOpPMAaLIHHUX TEXHOJIOTIH. A Kibep3i0ouun — 1€ CYCIIbHO HeOe3neyHe TisTHHS,
0 CKOIOETHCSI B KiOEPIPOCTOpPi 3a JOMOMOTOI0 KOMITHOTEPHHX TEXHOJOTIH 1 TJIOOAIbHHUX
mepex ([Ipo ocHOBHI 3acanu 3a0e3neucHHs KibepOe3neku Ykpainu, 2017).
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Kibep3nounnHnicte HaOyBae Bce OUTBIIOTO CBITOBOIO MacmiTady, HOBITHI TEXHOJOTIT
MEePETBOPIOIOTh PEAbHUX 3JI0YHMHINB HAa AaHOHIMHHUX, a JIETKICTh IIBHAKOTO 30aradeHHs
MTPOBOKYE TOSIBY BCE HOBHUX 1 HOBUX BHUJIIB KIOEP3JIOUMHHOT TISITEHOCTI.

CaMe TOHATTS Kibep310uuHHICMbs MOKHA BU3HAUUTHU SIK MPOTHUIPABHI Jii ocodu abo
rpymu oci6 y kibeprHetnaromy npocropi (babenko, & Mokisk, 2018).

SAxumu OyBawTh Kibep3j0unHmn?

23 mucronana 2001 poky B bynanemi (Yropuuna) O0yno yknageHo Kowneenyito Paou
E€sponu npo 3nouunnicme y kibepnpocmopi (mam — Byodanewmcvka xoneenyis). Lls
KOHBEHIisI € (YHAAMEHTOM sl pO3poOJeHHS 3aKoHOJaBCTBa y cdepi OopoTbH 3
KiOep3iouMHaMu K 1 KOXKHOI KpaiHM OKpeMo, TakK 1 I 3arajJbHOCBITOBOTO
3aKOHOJABCTBa. BoHa Takox kinacugikye kiOep3nounHu. OcCkinbku Hapaszi € Oararo
PI3HOBH/IIB TaKHUX 3JIOYMHIB, 1X JIJIS 3pyYHOCTI MOKHA MOIIJTUTH HA TPYIIH.

Y nepwy epyny BUAUIEHO 3J0YMHH TPOTH KOH(DIACHIIHHOCTI, MITICHOCTI Ta
JOCTYITHOCTI KOMIT FOTEPHHUX JaHHX 1 CHCTEM, 30KpeMa HE3aKOHHHUH IOCTYI, HE3aKOHHE
MEPEXOTICHHS, BTPYYaHHS B J]aH1, BTPyYaHHS B CUCTEMY TOIIO.

Jlo Opyeoi’ epynu BimHECEHO 3JIOYMHH, IOB’sA3aHI 3 BHKOPHCTAHHSIM KOMII IOTEpa SIK
3aco0y CKO€HHS 3JI0YMHIB, a caMme sIK 3aco0y MaHinmynaoBaHHS iH(opmarieto. Y miid rpymi,
30KpeMa, KOMIT IOTEpHE [axXpaicTBO 1 KOMII FOTEPHE MiAPOOICHHS.

Tpemio epyny CKJIagalOTh 3J0YMHH, IIOB A3aHI 3 KOHTEHTOM (3MICTOM JaHHX,
PO3MIIIICHUX Y KOMII IOTEPHHUX Mepeskax). HaimommpeHimmM MprKIaqoM IuX Ki0ep31ounHiB
€ 3JI0YMHH, [I0B sI3aHi 3 JUTIYOI0 TTOPHOTpadi€ro.

Y uemeepmiti epyni — 370YMHH, TIOB s3aHiI 3 TOPYIICHHSM aBTOPCHKOTrO MpaBa i
CYMIXKHHX TIpaB.

IT ssmy epyny 3104nHIB 00’ €IHAHO B OKpeMHi MPOTOKOJ. Lle, 30KpeMa, akTH pacusmy i
kceHo(oOi1, BUNHEHI 3a TOMOMOTOI0 KOMIT FOTEPHHUX MEPEK.

€ me oaHa Kareropis 37I04YHMHIB, He BKMoueHa n0 Koupenmii Pagm €Bporu (BoHa
HaOysla TOMIMPeHHS BXe micis yxBaieHHs Koneenmii). Imerbes mpo identity theft —
BUKpAJCHHS, TEpellaBaHHS Ta BUKOPUCTAHHS IMEPCOHANBHUX JAaHUX 3 METOI CKOEHHS
snounHiB (Homokonos, & Tponuna, 2013).

3a 00 €KTOM MOCSATaHHS BHALISIOTH TaKi IPYIH KiOEp3I0UYHHIB:

1) 310YMHM TPOTH KOH(QIACHIIHHOCTI, MUTICHOCTI Ta MOCTYIHOCTI KOMIT FOTEPHHX
JaHUX 1 KOMIT FOTEPHUX MEPEK;

2) eKOHOMIYHI KiOep3I0YHHY;

3) Kibep3I0YMHN TIPOTH OCOOUCTHX TPaB i HEAOTOPKAHHOCTI MPUBATHOI chepH;

4) xiOep3IOYMHH TPOTH CYCIIBHUX 1 ICPKABHHUX 1HTEPECIB.

Bognouac € Benmka KibKicTh KiOep3JI0YMHIB, 110 3a31Xal0Th Ha JIEKUTbKA 00’ €KTIB.

Yum Kidep3.104MH BiIpi3HAETHCSA Bil 3BUYAIHOIO 37104MHY?

[To-nepue, 31ilicCHEHHS KiOEP3JIOUMHY BUMAarae BiJl 3JIOYMHIIIB HAsIBHOCTI CHEI[iaTbHUX
TEeXHIYHUX 3HaHb. KpiM TOro, Xakepcbka CyOKynbTypa, y CepeloBHUINl sSKOi (HOpMyeThCs
OUTHIIICTh KIOEP3JIOUMHINIB, CTUMYIIOE IHTCICKTYyaJIbHUM PO3BUTOK. AJle Ha BIIMIHY Bif
IHIINX 1HTENEKTYyaJIbHUX KPUMiHAJIBHUX MPABONOPYIICHb KiOEP3I0UMHU JOCTYIHI JUIs JIIOeH
MEePECIYHUX COIIATbHUX 1 BIKOBHX MOJKJIMBOCTEH, JOCHUTh MAaTH JOCTYN IO IHTEPHETY 1
KOMII  I0TEP.

[To-npyre, OuTbmIICTE KIOEP37O0YMHIB AHOHIMHI 1 HENEpCcOHI(iKOBaHI — MeEXaHI3MH
imenTudikamii rmodanbHOI Mepexi 1al0Th 3JII0YMHITIO 3MOTY 3/ CHIOBATH omeparllii aHOHIMHO
abo BumaBatH cebe 3a iHIIYy 0co0y, 3MiHIOBaTH OlorpadiuHi JaH1 a00 CoIllalbHUN CTaTyC.

[To-Tpete, kiGep3mOouMHM BigOYBAIOTHCS BIJIAJICHO. 3JIOUMHI 1 KEPTBY MOXKYTh
PO3IIIATH B JECITKA IO THUCAYl KITOMETPIB, ajie BIMUYTTSA IIUX MEX HIBEIIOE 1HTEPHET-
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Mepexa. ToMmy kibep3nourH He BUMarae (hi3MIHOT0 30JIMKEHHS J)KEPTBU 1 Cy0’ €KTa 3JI0YHUHY B
MOMEHT YYUHEHHS TaKOoTO.

[To-ueTBepre, KiOep3nmoumHu uacto naTeHtHi (Bix nar. latentis — mpuxoBanwi,
HeBuauMUH). JKepTBH KiOCP3JIOUYHMHIIB YaCTO HE 3asBJISIOTH Y MOJIIIF0, OCKIIBKH 30UTKH BiJ
KiOep3ounHy iM 37al0ThCSl MEHIIMM 3JI0M, HDK Yac, BHUTpPAaYeHUH Ha TMPOLEIYpPY
po3cigyBaHHs, fKa HE TapaHTye TMPHUTATHEHHS IO BIAMOBIIAIBHOCTI BHHHOTO YU
KOMITeHcarlii 30UTKiB. TakoX )KEPTBU MOKYTh HE 3asBIIATH B MOJIIII0, OCKIJILKH KiOEepP3JI0UYUH
MOKe OyTH TOB'sI3aHM 13 BHKPAJCHHAM MEPCOHAIBHOI iH(popMarii i HOro OnmpuIiIioHEHHS
MOJKE 3aBJIaTH penyTamiiaux 30utkiB (J[3roHa310K, & JI3r0Ha310K, 2013).

Yepe3 aHOHIMHICT, LIMPOTY MOKPUTTS Ta JIATCHTHICTh IIAHCIB OyTH BUSBICHUM Y
KiOep3ounHI HabaraTo MeHIe, HiK y rpabikHuKa 0aHKy. | HaBiTH y pasi 3aTpuUMaHHS Y
HBOTO MEHIIE MHIAHCIB OYTH NPUTATHYTUM J0 KPHUMIHAJIBHOI BiAMOBIJAIBHOCTI, OCKIJIBKH
3aKOHOJIaBCTBO MO0 KiOEP3JIIOUMHIIIB yCE II1€ € HEJJOCKOHAIHM.

KIBEPTEPOPU3M

1o Take kibepTepopusm?

[Mig xibepmepopuzmom (KOMI' FOTEPHUM TEPOPU3MOM) PO3YMIIOTh YMHUCHY, MOJTITUYHO
BMOTHMBOBaHY aTaKky Ha iHQopmMmalliio, ska 0OpoOJSIETHCS KOMIIIOTEPOM, KOMITIOTEPHY
CUCTEMY 1 MEpexi, 110 CTBOPIOE HEOE3MEKY IS KUTTS 1 30POB'S JI0JIei a00 HaCTaHHS 1HIINX
TSOKKUX HACIIJIKIB, SKIIO Taki Jii OyJ0 CKOEHO 3 METOI MOPYIIEHHS CYCHiIbHOI Oe3MeKH,
3aJIIKYBaHHsI HACEJICHHS, MPOBOKYBaHHS BilicbkoBoro koHGumikty ([Twmumuyk, & JI3p00aHb,
2011).

[Timi xiGepTepopusMy 30iratoTbes 3 MUIIMUA 1| MOTHBAMH 3I1MCHEHHS BCIX BIJOMUX BUJIIB
TEPOPUCTUYHHUX I, a caMe. MOPYIIEHHS CYCIUIBHOI 1 JEepKaBHOI O€3MEKH; 3aJISIKyBaHHS
HACEJICHHS; MPOBOKYBAaHHS BIHCHKOBOTO KOH(IIKTY; YCKIaJHEHHS MDKHApPOJHUX BiJTHOCHH;
BIUIMB Ha yXBallCHHS pilleHb abo 3miiicHeHHs (HE3mifiCHEHHS) i opraHaMu Jep:KaBHOI
BIIJIM Ta MICIEBOTO CAMOBPSAYBAaHHS, MOCAJIOBUMHU 0COOAMH LIUX OPTaHiB, 00’ € HAHHIMHU
rpOMaJsiH, IOPUAWYHMMH 0co0aMH; TPUBEPTAHHS YyBaru TPOMAACHKOCTI JIO TIEBHUX
MOJIITUYHUX, PETITIHHAX Ta IHITUX TOTJISIIB.

Kibeprepopusm nependadae iHpopMaIliitHi aTaku Ha OOYMCITIOBAIbHI IIEHTPH, HECHTPU
VIOpaBIiHHSA BINCHKOBUMH MEpeXaMH W MEIUYHUMHU 3aKiajgamu, OaHKIBCbKI Ta iHII
(dhiHaHCOBI Mepexi, 3acO0M MepeaBaHHs JaHUX 3a JOMOMOTOI0 KOMIT IOTEpHUX Mepex. Bin
MOXe€ 3JIHCHIOBATUCS 3 METOI0 CaboTaxy (YpsIOBHX YCTAHOB), 3alOMISIHHS €KOHOMIYHHX
30uTKiB (BEJIMKHM MPOMKCIOBHM KOPIOpaIisM), Ae30praHisaiiii mpami 3 MOTCHIIHHOO
MOJIMBICTIO cMepTel. [Hdopmariiiina aTaka Ha KOMI' FOTepHY 1H(POpPMaIlit0, 0OUNCITIOBATIBHI
CHUCTEMH, amaparypy s TepelaBaHHs JaHWX, I1HIII CKIAQJHUKA 1H(OpMaIiiHOi
1HOPACTPYKTYpH, L0 3AIHCHIOETHCS TEPOPUCTUYHHUMHU YIPYHOBaHHAMH a00 OKpeMHUMH
oco0aMH, € OCHOBHOI KiOeprepopu3my. Taka aTaka mae 3MOTy NPOHHUKAaTH B CHCTEMY,
NEPEeXOIUTIOBATH YIIPaBIIiHHSA a00 MpUTHidyBaTH 3aco0u iH(popMaliiiHoro oOMiHy B Mepexi,
YMHUTH i gecTpykTruBHi BiumBH (byty3oB, & Titynina, 2007).

Axux ¢popm mMoxe HAOyBaTH KidepTepopuzm?

Hocnigauns 3 npobinem tepopusmy B. II. XKypaBiaboBa BBaxkae, 1o KidepTepopusm
MPOSIBIISIETHCS Y IBOX (hopMax:

mepuia — e KOMIT IOTepHI €KOHOMIYHI 3JI0YMHHM, SKi BUMHSIOTHCS 3a JOIOMOTOIO
crerianicTiB-xakepiB. Cepen TakKux 3JI0YHHIB!

eMaxiHallii Ta MaHINMyJIIOBaHHS CHCTEMaMd OOpoOKM JaHuX (HECaHKI[IOHOBaHUM
nepekas rpoliei Ta iX BUKOPUCTAHHS);
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® [IITMTYHCTBO (IPOHUKHEHHS 0 KOH(IACHIIIHHNX KaHAIIB 3B’ 13Ky J€PyKaBHUX OpPraHiB
UL OTPUMaHHs iH(pOpMallii, IIMUTYHCTBO 3 METOIO OTpUMaHHS iH(OpMAIi 00 3aKPUTHUX
TEXHOJIOTIH);

e Bepcis (3aBAaHHS IIKOIM TEXHIYHOMY Ta MPOTrpaMHOMY 3a0e3le4YeHHIO Yepe3
BIpYCH, sIKi MOPYIIYIOTh (DYHKIIIOHYBAaHHS JE€P/KaBHUX OPraHiB Ta iHIKX YCTAHOB);

®HC3aKOHHE  KOPHCTYBaHHS  KOMII FOTEPHUMH  TociayramMd  (HECaHKI[IOHOBAaHE
BUKOPHCTAHHS MPOrpaMm, KyIiBJIs KOIITOM iHIIUX TOIIO);

apyra Gpopma — po3roJIoIIeHHs TAEMHHIII, TOOTO HE3aKOHHE OTPUMaHHs KOMEpLiHHOT Ta
KoHbiaeHiiHOI iHGopMalii (el 370YMH HEPO3PHUBHO OB’ SI3AHHIA 13 3II0YHHAMHU TIEPIIOTO
BUY). Inerncs mpo:

® HCCAHKIIIOHOBaHE OTpUMaHHsA 1HGOpMaIli [ HEMUIbOBOTO 1i  BHKOPHUCTAHHS
ocobamu, SIKi He MAIOTh JJIS I[LOTO BiATIOBITHOTO JOCTYIY;

® HE3aKOHHE 30MpaHHs 1 mepexoByBaHHs iH(popMaIlii;

®IIOpYIICHHS TMPaBWJ KOPHUCTYBaHHsA KOH(]ineHHidHOW iHpopmarieo (Kypasibos,
Pomantok, & Kosanenko, 2003).

YumMm KibepTepopu3M BiIpi3HIETHCA Bil 3BHYAIHOTO TePOpPU3IMY ?

TakTka 1 mnpuiiomMH, IO BHUKOPUCTOBYIOTHCS JMJII BYHHEHHS [HOTO 3JIOYHHY,
BIIPI3HSIOTHCS BiJI TAKTUKH 1 MPUMOMIB YUMHEHHS KJIACHYHUX KOMIT FOTEPHHUX 3JI0YMHIB TUM,
0 KOMIT IOTEPHUI TEPOPUCTUYHHI aKT IMOBUHEH MaTh HeOe3NMeyHi HACTiIKH, CTaTh
ITUPOKOBIJIOMUM HACEJICHHIO W MaTH BEIUKHHA CyCIUIBHUN pe3oHaHc. Bin komm rOTEpHHX
37I0YMHIB KiOEPTEPOPH3M BiIPI3HAETHCSA HACAMIIEPE]] CBOIMH IIUJIIMHU, BIACTUBUMHU TEPOPUZMY
3arajoMm: i 3aBIM MarOTh MYOJIYHUA XapakTep 1 COpsIMOBaHI Ha BIUIMB, IO 31HCHIOETHCS
IIOI0 OKPEeMHX OcCi0, CyCHiIbCTBAa 4M Biagu. Bix TpamuuiiiHOro Tepopusmy (MOJITHKH
3aJIIKyBaHHs, IPUTHIYEHHS CYIPOTHBHHUKIB YYMHEHHSAM aKTiB HACHIIbCTBA) BiH BiAPI3HIETHCS
3aco0aMu 3/1IMCHEHHS, @ TAKOXK CBOEI0 aHOHIMHICTIO 1 3HEOCOOJIEHICTIO.

30UTKY BiJl TEPOPUCTUYHOI OTEpaIlii CYTTEBO 301IBIIYIOTHCS B pa3i 3alydeHHs 3ac00iB
MacoBoi iH(opmamii (BapiaHT, IO BXKE NPAKTHUKYEThCS B INIOOATBHOMY iH(OpMamiiHOMY
cycminbeti). Pome 3MI B Takomy pa3i MOXKYTh BHKOHYBaTH TejeOaueHHS Ta IHTEPHET.
VYHachiIok LIbOTO pIBEHb BIUIUBY TEPOPUCTUYHOI orepauii cyTrTeBo 3poctae. OTXe, y
TEPOPHUCTIB 3’ ABJISIETHCS TOTEHIIITHA MOXKJIMBICTh BIUTMBATH HA 3MICT 1H(GOpMAIIil TPO TEPaKT,
BUKOPHUCTOBYIOUM KOHTpPOJIbOBaHI kepena iHdopmanii, mix’ exnani go 3MI Lo ponb
MOKYTh BUKOHYBAaTH PO3pO0JIeHI B MEpeKi iHTepHET-caliTh (1100 JieramizyBaT iHdopMailiro,
otimiitni 3MI mocunaroThess Ha Taki cait). ToMmy HeraTWBHI HAacHiKH TEPOPHUCTUYHOI
orepariii Moa0 CHCTEMH, Ha Ky 3IIHCHIOETBCSA aTaka, 3Ha4yHO 3pocTaioTh (byry3oB, &
Titynina, 2007).

KIBEPBIMHA

IIlo Take kidepBiiiHa?

Pigapn A. Kimapk y kam3i «Kibepsiiina» (anri. Cyber Warfarg BusnauyuB 1ie mOHSATTS
K «1ii OJIHi€T HAIIOHAIBHOI JEpKaBH 3 MPOHUKHEHHS B KOMMIOTEpH ab0 Mepexi 1HIIOi
HaI[lOHAIBHOT JIepKaBy JUTs 3aBIaHHs 30UTKIB abo pyiinyBanus» (Clarke, & Knake, 2011).

OCHOBHI puCH KiOEpBOEH, IO BiIPI3HAIOTH iX BiJ IHITUX TUIIIB BiliCBKOBHX JIii:

® BHICOKUI PIB€Hh AHOHIMHOCTI;

® HCBU3HAUCHUH Yac NOYaTKy;

® HETIOMITHICTB CITI/IIB BTpYYaHHS;

® HCBHUPAKCHICTh TAKUX BU3HAUCHB, K <PPOHT», <THII»;

® 1J100aJIbHE OXOILICHHS,

® HEIIOMITHICTh aTaK JUIsl 3BUYaAHUX KOPUCTYBAYiB;
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Hapaszi 3aranpHe ympaBiiHHS TioOanbHOIO Mepexero I[nrepHer 3miiicHioe |ICANN
(Internet Corporation for Assigned Names and NusibeperyiroBaHHs Bi0OyBaeThCs B
nmapagurmi «oauH cBIT — oauH [HTepHeT». 3a Takoro miaxoxy ICANN 3amepeuye mpaBo
JIepKaB PETYIOBATH 1 HECTU BIAMOBINANBHICTh 3a IMEBHHM CETMEHT IIOOANBHOI MEpexi
IaTepuer. le-pakro [HTEpHET Ta iHII MepeXi MalOTh HaJaHAIIOHATBLHUN XapakTep, a 00HOBI
aii B KiOepmpocTopi CIpsIMOBaHI Ha IMEBHI HalllOHAJBHI JAep)kKaBU 1 iXHI cTpykTypu. Hapasi
CKJIajacsl CUTYyallis, KOJW HE MOXYTh JISATH HIisIKI FOPUAMYHI TOTODKYBaJIbHI MEXaHI3MHU
npo¢TaKTUKK Ta 3amobiraHHs kidepsiitHam. OTxke, KibepBiiiHH € 0c00IMBO HEOE3MEUHUMH,
TOMY IO JIETKO PO3B’ A3YIOTHCH 1 MpakTHuHO He peryiooThes (Topoerko, 202%h).

KiGepBiiiHn HampsiMy TOB’s3aHi 3 KiOeplumioHaxeM, KiOEp3MOYMHHICTIO 1
KiOepTepopru3MoM.

€ TakoX TOHATT iH(QOpMAIiiiHOI BifiHHM, $Ke, YTIM, HE TOTOXXHE TOHATTIO
«KiOepBiliHa».

IIlo Take indopmaniiina Biiina?

Ingpopmayitina sitina — 11e MixaAEpKaBHE TPOTUOOPCTBO B iH(OpMaLiiTHOMY TPOCTOPI 3
METOIO0 3aBAaHHS 30MTKIB 1H(GOPMAIIHHUM CHUCTEMaM, MIAPUBY MOJITHYHOI Ta COILIAIBHOI
CUCTeMH, a TaKOXX MacOBaHOI IICHXOJIOTIYHOI OOpOOKM HacelneHHS mis Aectadimizarii
CYCIIUJIBCTBA 1 JiepkaBH. [HCTpyMeHTaMu 1H(QOpMaIiifHOT BIHHU € HacaMIiepe ] MCUXOJIOTIYHUH
BIUIMB, Jne3iHdopmanis, PRxammanii ta cnemianeHi iH(opmamniiiHi omepauii (['opOenko,
202%).

binbm wiTkuit moxin MK iHGOpMauiiHUMHM BiliHaMM 1 KiOepBiiHaMH O3HAYUBCS
npuOM3HO 15 pokiB TOMY y 3B’ 513Ky 3 PEBOJIIOIIHHUMH 3MiHAMHU B KiOEPTEXHOJIOT1SX.

Y yomy pizHuus Mixk iHdopmauiiiHoIo BiiiHOI0 i KiGepBiiiHOI0?

Indopmartiiiai 1 kiGepBiiHU BiIpi3HAIOTHCS 00 €kTaMu 1 3acobamu Aii. IHdopmartiiiai
BIfHM € KOHTCHTHHMMH BiliHaMH, W0 MaOTh Ha METI 3MiHYy MacoBOi, TPYyIOBOi Ta
1H/IMBITyaIbHOT CBIIOMOCTI, HaB’ I3yBaHHsI BIIACHOI BOJII IPOTUBHUKY Ta MEPENPOrpaMyBaHHS
roro moseminku. [lix ywac indopmariiiiHoi BiiiHM ¥#ae OopoTh0a 3a CBIIOMICTH, IIHHOCTI,
NepeKOHaHHs, MAOJOHU MOBEAIHKM TomIo. [HpopManiliHi BIfHH BUHUKIIN TUCSYONITTS TOMY,
a ITHTEepHET MiAHSB X HAa HOBHM PiBEeHb IHTEHCUBHOCTI, MAaCIITAOHOCTI Ta €()eKTUBHOCTI.

OO0’ exTamMu BIUIMBY 1H(OpPMAaLIWHUX BIMH € PI3HOMaHITHI Cy0 €KTH — BiJl HEBEJIHMKHX
TpyI TPOMAJISTH 70 IUTMX HApOJIB 1 HAIlIH, HACEJICHHS Jep)KaB. 3aCO00M BIUTHBY € CIICIIAIBHO
iITOTOBJICHI CEMAaHTHYHI TTOBIJIOMJICHHSI Y BUTJISIAI TEKCTIB, BIIEO Ta aynioMaTepiaiB.

KiGepBiithu — e minecnpsMoBaHUi ASCTPYKTUBHUHN BIUTUB 1HGOpPMAIITHUX MOTOKIB y
BUTJISIZII TIPOTPaMHHUX KOJIB Ha MaTepiayibHI 00 €KTM Ta iXHI CHCTEMH, iX pyHHYBaHHS,
nopyuieHHs1 (yHKIIOHYBaHHS a00 MEepeXOIUICHHS KepyBaHHS HUMH.

OO0’ exTaMu BIUTUBY KiOEpBIHU € BUPOOHHUYI CTPYKTYPH, IHPPACTPYKTYPH COLIATIBHOTO,
BICPKOBOrO Ta (DIHAHCOBOTO TIPU3HAYEHHS, pPOOOTH30BaHI 1 BHCOKOABTOMATHU30BaHI
BUPOOHUYI i TeXHOJIOT14HI JiHii. OCHOBHMIA THIT 3ac00iB OOMOBOTO BIUIMBY B KiOepBiliHAX —
NEBHUM TpOTrpaMHUN KOJ, SKUH mopymye poOOTy, BHUBOAUTH 3 poOOYOro cra"y abo
3a0e3medyye TMepeXOIUICHHS KEpPyBaHHS PIZHOTO pOAYy MarepiaJlbHUMH 00 €KTaMu Ta
MepekaMy, 1110 MAIOTh B OCHAILCHHI €JIeKTPOHHI CHCTEMH KepyBaHHS.
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[adopmartiiini BiiHY 1 KIOEPBIHHM — 1€ 1Ba PI3HOBUIM BiifH, SIKi 3/1€01IBIIOTO BEAYTHCS
yepe3 KOMIT IOTepHI Mepexi: riioOanbHy Mepexy IHTepHeT, 3aKpuTi Jep’kaBHi, BIHCHKOBI,
KOPIOPATHUBHI 1 MpUBATHI MEPEkKi. Y KOXKHOTO 13 IUX JBOX THUIIIB BiifH CBOi 1HCTpyMEHTapii,
METOJIM, CTparerii 1 TaKTHKU BEJICHHS i, 3aKOHOMIPHOCTI ecKajamii, MOXJIHBOCTI
3anmobiranns Tomo (I'opoenko, 2021b; Ranger, 2017).

1.2.KIBEPBE3IIEKA 1 KIGEPKYJIbTYPA

OnuH 13 KIIIOYOBUX aCMEKTIB JKUTTA JIOJWHU B iH(MOpMaIliiiHy 100y — kibepOe3mneka.
CwMmapr¢onu, comianbHi Mepexi Ta 1HIII OHJAWH-CEpBICHM HECyTh Ha co0i «dH(opMariitHmii
B1IOMTOK» KOPUCTYBaya 1, BIAMOBIIHO, MICTITh Oarato ocoducToi iHpopMmariii. [HKomM HaBITh
OinpIIe, HIX AYMArOTh JIIOJU. 32 TaKOi YMOBHU OOJIIKOBI 3allMCH Ha OHJIAHH-CEpBEpax MOXYTb
OyTH 3HAYHO BPA3JIMBIIIIUMU TS aTaK 3JIOBMUCHUKIB, HIK JIFOJWHA B PeaIbHOMY KHUTTi. Tomy
BCSL €NEKTPOHHA iH(popMallis, CepBICH 1 MPHUCTPOi MOTPEOYIOTh 3aXUCTy M JOTPUMAHHS
neBHUX npaBui 0e3neku (bapanosa, 2014).

3akoH Ykpainu «IIpo ocHOBHI 3acaay 3a0e3neueHHs KibepOesneku YKpaiHu» BU3HAUAE
KibepOesneKky SIK 3aXUIIEHICTh XUTTEBO BAXKIWMBHUX I1HTEPECIB JIIOJAMHH 1 TPOMAJSIHUHA,
CYCHUIBCTBA 1 JEpKaBU IiJ] 4ac BHUKOPHCTaHHS KiOepmpocTopy, 1o 3a0e3neuye CcTaiui
PO3BHUTOK 1H(GOPMAIIIHHOTO CyCHUIbCTBA 1 IU(PPOBOrO KOMYHIKATHUBHOTO CEPEIOBHIIA,
CBO€YACHE BUSBIICHHA i HEHTpasi3alilo pealbHUX 1 MOTEHIINHUX 3arpo3 AepkaBHiil Oe3meri
B KibeprpocTopi, 3amobiranus muM 3arpo3am (["asizoa, 2022).

KiGepGe3neka Moke  peani3oByBaTHUCS Ha  PI3HUX  PIBHAX.  JEp)KaBHOMY,
rpymnoBoMy/opranizamiiiHomMy (IIKiJbHI 200 TPYIOBI KOJECKTHBH) Ta 1HIUBIIyaIbHOMY.

IHAUBIAYAJIbBHA BE3IIEKA

Jlnst 3abe3medyeHHsT 1HAUBITyaIbHOI O€3IMeKu B KiOeprmpocTopi, TOOTO 100 HE cTaTh
KEPTBOIO KiOEp3JIOYHMHLIB, MOTPIOHO HE JIMIIEe TOTPUMYBATUCS 3arajlbHOBIIOMHX MPAaBUI, a
e W po3poOHUTH Taki, Kl OynyTh MPUUHITHUMU IS KOKHOI JUTHHH. OCKUIBKH Y KOXKHOI
JIUTUHU € CBiMl XapakTep 1 sl KOTOCh <«OK» — cCllyXaTHcs OaTbKiB, a XTOCh MOXe
BJIAIIITOBYBaTH OYHT Ha Oy/b-fKEe «HE MOKHa», HaBITh HE 3ayMYIOUHCh MPO HEOOXITHICTH
Takoi 3a00pOHM 3apaau KUTTSH, MCHUXOJOTiyHOiI Ta (izuunHoi Oesmeku. Tomy MU paaumo
OOrOBOpUTH 3 JITBbMH TMpaBHWJIa 3arajbHOi O€3MeKH Ta BUPOOWTH IIOHAWMEHINE I STh
TOJIOBHHX, SIKI MAIOTh JISITH B Oy/Ib-SIKUX CUTYAIlisX, HE3BAKAI0UX HA OOCTaBUHH.

Jlopocimum ciig mam’ siTaTd, Mo Mpo KioepOe3mneKy MOTpiOHO MOYMHATH TOBOPUTH 3
JUTHHOIO 3 TOTO BiKY, KOJHM BOHA JIICTA€ JOCTYI IO Ta/DKETiB. Y KOTOCh JUTHHA BXKE y JBa
POKH aKTHBHO KOPHUCTYETHCS IUIAHIIETOM YM OAaTbKIBCBKUM CMapT(GOHOM, a sl KOTOCh
J0pora y cBIT 0€3MEeXHOTO IHTEPHETY PO3MOYMHAETHCS B CIM POKiB, KOJM TUTHHA #ze N0
IIKOJIH 1 6aThKH, Oa)Kar0uM MOCTIHHO OYTH 3 HEIO Ha 3B’ A3KY, TapyIOTh TaKeT.

Jlns MajeHbKMX JiTell mpaBuia ciMeHHOi KiOepOe3nmekn MOXyTh OyTH HOCHUTH
npoctuMu. ['010BHE, 1100 AUTHHA pO3yMiJia 3araibHy JOTiKy. Hanmpuxmnan:

e[ a/uKeT € JUIIe MPHUCTPOEM, HA IHIIOMY KIHIl SKOTO — JIOAMHA, 1 TH 3aBXKIU
CHIJIKYEIICS 3 JIIOJbMH, HE 3 MPUCTPOSMH, Xo04a i 3 iXHBOIO JOMOMOTo. Tomy He 3a0yBait
OyTH YeMHUM 1 BBIWJIMBUM — TaK, HIOM CIUIKYyeIcs 3 KUMOCh ocoOucTo. Takox mam’ arait, mo
Ha 1HIIOMY OOIll €KpaHa MO)Ke€ OyTH XTO 3aBTOJHO, HaBiTh SKIIO TOOI MHUIIE XTOCh, XTO
3IA€ThCs 3HaHOMUM abo 13 3HaloMoro akayHTa. Ha »amnb, y COLIaNbHHUX Mepekax HEeMae
nmoABiHOT ayTteHTHdikarii, mo0 3aexau 1 Ha Bci 100BigcoTKiB OyTH BIEBHEHUM, IO
CHUIKY€NICS 13 CBOIM 3HAHOMUM.
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oKonmy TH pO3MINIyEN IIOCh B IHTEPHETI YW BIANPABISIENI Yy TOBIIOMIJICHHI, IIs
iHpopMallis aBTOMAaTUYHO NepecTae OyTH TBO€IO. | He TUBYIiCs, SKIO BUMAIKOBO Ji3HAELICS,
110 TBOE ocobucte Goro Oaums (-1a) He TiTbKK Halikpamui (-a) apyr (moapyra), a i Horo (ii)
cectpa/Opar, Mama, 3HalioMHi 3Haiiomoro i T.iH. Ha »anb, O/lHI€I 3 HaWaKTyaabHIIINX
npoOsieM Mepexi [HTepHeT € KOH(IIeHIIHHICTh TaHUX.

eVce, 0O TH OTPUMAB, aje€ HE OUIKYBaB OTPUMATH, MAa€ BUKIMKATH Mino3py. Tebe
MOXYTb OoOMaHyTH. ToMmy Kpaiie He pearyBaTH Ha TIIO3piiIl JIMCTH, HE BiJKpUBATH
He3po3yMisi ¢aitnu. beskomToBHMi cHp — JMIe B MUMIONOBII. ['pomni Takox i3 HeOa He
MajarTh. TOMY SKIIO XTOCh TOO1 MPOMOHYE TPOIIi abo SKyCh APIOHHUIIO MPOCTO TaK, OYyIb
nacka, He Bequcs Ha ne! Skmo B Tebe € moTpeda B rpolmiax, Kpamie CKaxu mpo Ie JOPOCIUM,
SIKAM JTOBIPSIEII.

o flkmo Tu cymHiBaenics B sKich iH(dopmarii abo nisx y mepexi [HTepHer, kparue
MIPOKOHCYIBTYHCS 13 TIOPOCTUM, SIKOMY JTOBIPSIEII.

eV 3B'3Ky 3 BOEHHOIO CHTYAlli€l0 B HAIIill KpaiHi € MEBHI CaiiTh 1 JOMEHH, SKI Hapasi
3a00pOHEHI, OCKUTBKM BOHM CTAHOBIIATH HEOE3MEKy ISl HAIloi KpaiHWu, TOMY HE MOXKHA
HATHCKATHU KJIaBilli a00 MepeXOoUTH 3a TIOCUIAHHSIMH Ha CAaliTH 3 IOMEHOM «.ru»/«pd» 1 .Su.

Jlnst  OimbIn  mopociuxX AiTeH TpaBuiaa MOXYTh OyTH JEHIO0 PO3MIUPEHUMHU 1
MPEJICTABICHIUMH B OLIBIII CXeMaTUIHOMY BUTIIsAL. Hampukan:

eHe moBimomisaii Hikomy (0co0MHMBO He3HAWOMIIM y Mepexi [HTepHET) 0coOHCTY
iHpopMallilo: JOMAIIHIO ajpecy, HOMEp IOMAIIHBOro TenedoHy, podouy aapecy OaTbKiB,
iXHiil HOMEp TenedoHy, Ha3By Ta aapecy MKOIH. Takox 1o iH(OopMaIlito Kpalie He TOCTUTH
B COLIAJBHUX MEpEeXkax, OCKIJIBKM HEI0 MOXYTh CKOPUCTATUCS KiOep3nouuHLi. Y pasi
MOTpeOU TH MOJKEIII 3aITUTaTH y OaThKIB J03BOJTY HA PO3TOJIOMIEHHS Takoi 1H(pOpMaIIii.

o SIKI110 TH panToOM HaTpanuil B iHTEPHETI Ha SKYCh iH(opMaIliio, sika Te0e 30eHTeKHUTh
uyr/abo BUKJIMYE B TeOE BHYTPIIIHE 3aHEITOKOEHHS, 03Py, MOTOBOPH TIPO II€ 3 JOPOCIUMH,
SIKUM JIOBIPSIETLL.

e Hikosm He MOromKyiuTecss Ha 3ycTpid 3 KUMOCH, i3 KHM TH MO3HaliOMHBCH (-1ach) B
iHTepHeTi, 0e3 M0IaTKOBOTO CTpaxyBaHHS Yy BHIJISLAL jJopocioro mopsia. Kpame Ha Taki
3yCTpidl CIOYaTKy 3amuTaTh J03BUI y OaTekiB. [lepmia 3ycTpid 3 IHTEpHET-APYTOM Mae
BiIOYTHUCS B JIIOJJHOMY MICIIi, Y JIEHHUH Yac i B MPUCYTHOCTI KOTOCh 13 3HAMOMUX TOPOCIHUX.
He 0608’ s13k0B0, 1106 mopociuii TpuMaB Tebe 32 pyKy, — MpocTo 100 OyB /1ech MOpyd 1 Mir
nepeKkoHarTucs, o B Tebe Bce 100pe 1 Ha 3ycTpiu crpaBiai NPUHIIOB TBIK IPYyr-oJHOJITOK, a
HE SIKUUCH 3JIOYNHELD.

eHe nancumait ¢ororpadii ym iHmy iHpopmaunio mpo ceGe JIOAIM, 3 KUM TH HE
3Haiiomuii (-ma) ocobucro. OcCoOIUBO 1€ TMPaBUIO CTOCYETHCS IHTHMHHX (abo
HAIBOTOJICHUX, HANMpPHKIAA Yy KymaabHUKy) (oTorpadiii. Takoxk HIKOAH, 3a KOTHHX
00CTaBHH, YMOBIISIHb UM THCKY 3 OOKY 1HIIIO1 JIFOJUHH HE OTOJIIOHN CBOE Ti10 a00 HOro 4YacTuHy
Ha BeOKamepy.

e He Binnosinail Ha rpyOoIIi YM TOTPO3H B IHTEPHET-MEPEXki. SIKIIO TH OTPUMAEIT TaKi
JUCTH abo0 TOBIIOMJICHHS, TO CKa)XH PO 1€ JOPOCIHM 1 pa3oM MOpajbTecs, SK Kpalie
BIJIMIOBICTH Ha rpy0icTh, MO0 M’SKO 3BECTH KOH(POHTAILIIO HA HYJb. SIKIIO TH OTPUMYENI
CITAM-nucTa 9¥ JJUCTH 3 TOTPO3aMH, TO 000B’ I3KOBO MOBIAOM TIPO 1€ JopociuX. PazoMm Bu
MOJKETE€ 3BEpHYTHCS 10 KOMIIAHil, fKa HaJae TOCIYTH IHTEpHETY, 100 3a0JOKyBaTH
OTPUMAaHHS TaKUX JHUCTIB, ab0 g0 KiOepmoumimii s IOPUAMYHOTO BPETYIIOBaHHS IIi€l
po0IeMH.

eHe noBipsii CBOI Mmapoyi HIKOMY, HaBITh HaWOMmK4uM napy3sM. [lam’staid, mo
eJIEKTPOHHI TNpHUCTpoi 30epiraroTh 3HAYHY KUIBKICTh THepcoHanbHOi iH(opmarii. Ll
iHdopmariis Mae OyTH 3axXUIICHOI0. BUKOPHCTOBYH CKIaaHI Tapodii s 3aXHCTy TenedoHa,
IUTAHIIIETa YM HOYTOyKa. MOXel MpoCTO BiBEPHYTHUCS BiJl IHIIUX JFOJECH, KO BBOJUII
napoJib. BijicToroit cBoe npaBo Ha KOH()1ICHIIHHICTB.
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e He poOu He3aKOHHUX Jii B IHTEPHETI, OCKUTLKH HaBITh JIJIsSI HETIOBHOJITHIX 3JIOUYMHIIIB
nepeadayeHo pi3Hi BUAM OKapaHb.

e YHUKall aMOpallbHUX CalTiB (HaBiTh SIKIIO Jpy3l Mia0YpIOIOTh TBOKO I[iKaBiCTh),
OCKUJTBKM Ha HUX, KpiM 3a00pOHEHOr0 KOHTAKTy, YacTO MOKHA IIJXONUTH Pi3HOMaHITHI
BipyCH.

Taki cimeliHi npaBujia BUXOBYIOTh Y AUTUHH KiOEPKYIbTYpY, HaBUAIOTh, IK BOHA M€
MOBOJUTHCS B MEpeXi [HTepHET; 0 BOHA MOXKe, a 9oro He Moxe pooutu. Tak camo fK y
CIMEHOMY KOJi MOTPIOHO MPHUAUIATH Yac MUTAHHAM KYyJIbTYpPH 1 JOTPUMAHHIO TPaBUII
MTOBEIIHKH, TaK CaMO IIi ACTICKTH KHUTTS MAIOTh IMAKPITUTFOBATUCS 1 B 3aKJIaflaX OCBITH.

I'PYIHOBA/OPTAHIBAIIIMHA BE3IIEKA
(KibepOe3meka B 3aKi1agax OCBITH)

Opranizaniiina 6e3neka, abo Oe3neka B TPYAOBUX KOJEKTHBAX YU OE3MOCEPEIHBO Y
BaIlIOMY 3aKJaJl OCBITH, BaXJIWBAa 1 CKJIAaJHA pI4, OCKUILKM BOHA Ma€ IEHTPaTi30BaHO
CTBOPHUTHU Ta BIIPOBAIMTHU 3arajibHi /Ul BCIX YYaCHHKIB IpOIECy MpaBuia KibepOesmeku. A
TaKOX CTE)KUTH 32 iX BUKOHAHHSM 1 3’ ICOBYBATH NIPUYHHHU Ta HACIIIKH 1X HEJOTPHUMAHHSI.

VY cknanHi Uit YKpaiHu 9acu BBa)KA€EMO BKpail MOTPIOHUM MPHUALIATH OCOOIMBY yBary
3axojaM KiOepOe3nekn B 3aKiajgax OCBITH. YYAaCHHKH OCBITHHOTO TIPOIECY MaloTh OyTH
NoTepe/KeHI po HeOEe3NeKH, 3 IKUMH BOHH MOXYTh 3ITKHYTUCS B Mepexi [HTepHeT, —1 He
TUIBKH TIPO Ti, 110 OyJIM MOIMMPEHI B MUPHUN Yac, a ¥l TIpo Ti, 1[0 BUHUKIIA Pa30M 3 BOEHHOIO
arpeciero 3 60oky Pocilicekoi @enepariii. Mu MokeMO TOBOPHUTH TIPO T€, MO 3’ IBUIUCS HOBI,
BOEHHI, KiOep3arpo3u: TpaHncpopMyBaaucs, HarpukKiIaa, Gopmu kidepiiaxpaicTBa, 3HAYHOIO
MipOIO 3pOciia IXHS IHTeHCUBHICTb.

Y KO)XKHOMY OCBITHROMY 3aKJIaJll CbOT'OJIHI IIOBHHHI OYTH 1HCTPYKIIIT MIOA0 TOTO, 5K 1 Ha
SKi TEMH MOJKHA CITIJIKYBaTHCS 13 CTOPOHHIMH OCO0aMH IOAO MEPCOHATBHUX [AaHUX, SKY
iH(opMaIlifo MOKHAa HalaBaTH CIIYO1 TEXHIYHOI MIATPUMKH, SIK 1 Ky 1H(OpMaIli0o MOXKe
MOBIIOMUTH YYaCHUK OCBITHBOTO IPOLIECY CTOPOHHIM oco0aMm 1 mpalriBHMKaMm MacMmenia.
VY3aranpHUBIIM HAWBAKIIWBIII MIIXOAU O JTOTPUMAHHS 3aXOJliB KiOepOe3meKku B 3akjaaax
ocBith, Banepiii bukoB 3 Koieramu CcKiIanyd Tepenik NpaBuUi Ui 3aXHUCTy CYO' €KTiB
OCBITHBOTO TIPOIIECY.

1. Ipusnaueni 0ns kopucmyeaua o61IiKO8I OAHI € GIACHICMIO 3AKIAOY OCGIMU.
VYciM mpaiiBHUKaM y JI€Hb IPUHOMY Ha poOOTY Ma€e OyTH pO3'SCHEHO, IO Ti JIOTIHU 1 Tapodi,
sKi IM BUJaIM, HC MOKHA BUKOPHCTOBYBATH B IHIIMX IUIAX (Ha BeOcaiTax, JUisi 0COOUCTOT
MOIITH TOIIO), TIEpeaaBaTH TPETIM ocobaM abo iHIIKMM MpaliBHUKaM, SKi He MaroTh Ha 1€
npaBa.

2. Ilompibno nposooumu ecmynui i pecynsapHi 3auamms JJis TPAIIBHUKIB Ta
VUHIB, CHPAMOBAHI HA NIOBUWEHHS PIBHS 3HAHb 3 IHOPpMAYTHOT Oe3nexu.
3. 00606'sa3x08UMU MaOMb Oymu pe2iamenm 3 Oe3neku, d maKodc IHCmpyKyii, 10

SKMX KOPHUCTYBad 3aBXAM MIr OM MaTu JOCTyN. B iHCTpyKuisix MaioTh OyTu ommcaHi il
YYaCHHUKIB OCBITHBOTO TIPOIIECY B pa3i BUHMKHEHHS Ti€l Y 1HIIOI CUTYaITli.

4. Komm'roTepu KOpUCTYBAUIB 3a62#cOU NOGUHHI Mamu aKxmyaibHe aHmMugipycHe
npozcpamue 3a0e3neyents.
5. VY KopnopaTuBHIN Mepexi 3aKiagy ocBiTH abo 00'€THAHHS OCBITHIX 3aKialiB

HeOOXIOHO BUKOPUCHOBY8AMU CUCEMU BUSBNIEHHS AMAK Ma 3an00ieaHHs MAKuM amaxam.
[ToTpiOHO TakoXX BHUKOPUCTOBYBaTH CHCTEMH 3aloOiraHHs BUTOKY KOH(iICHIIHHOT
iHdopmartii. Yce 11e 7acTh 3MOTY 3HM3UTH PU3UK BUHUKHEHHS (DIIIMHTOBUX aTaK.

6. Tlompibno 6ymu nunbHUM w000 pecypcy, AKull 3anumye KOHQIOeHYitiHi OaHi.
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7. Hixonu ne cnio siokpuseamu émicm dooamxkie abo nepexooumu 3a NOCUIAHHIAM,
He eusuugwiu 6cix Oemaneti. YacTo agpeca BIANpPaBHUKA MICTHTh MOMWIKH B Ha3BaX, a
MOCHJIaHHS MaroTh Henpaaonoaiouuii Burisa (bukos, bypos, & Jlemenriescrka, 2019).

[IpoTsiroM ocTaHHIX KIJTBKOX POKIB B YKpaiHi Tema Oe3MeKH MiTei B iHTepHeTI Halyla
HeaOusAKO1 aKTyaJIlbHOCTI, 1110, BiATIOBIIHO, CTBOPIOE TOMUT HA SIKICHI PeCypcH JJIsl HAaBYaHHS i
3100yBaHHS JOJATKOBUX 3HaHb 3 TeMH KiOepOesneku. Hampukiaa, onmaitH-kypc «OCHOBHU
kibepOesneku st mkoispiB», cropernii CRDF Globale Ykpaini y cniBnpari 3 'O «Cwmapt
Ocgita» i Technomatix;caiit «OnnstHaiA: Mosi Oe3leyHa BeOKpaiHa» 3 MaTepianaMu s
niTel, 6aThKiB | BuMTeNiB; Onor «Xakep, M0 OLKUTHY», IKUN BEAE EKCIepT i3 KibepOe3neku
Bonomumup Ctupan; cepian mns OatekiB «besmneka mgiteit B iHTepHeTi» 2020poky Bin
MinicrepcTBa ocBiTH 1 Hayku YKpaiHu Tomo. Ha Hamry n1yMKy, He3BaXkaroud Ha HasBHICTb
MarepiaigiB y BIIKPUTOMY JTOCTYIT, 3aKJIaay OCBITH MPUAUISIIOTh yC€ 1€ HEIOCTaTHLO yBaru
TeMaTuIll Kidep3arpo3 i kibepOesneku. L{imkom odeBHIHOIO € Hapa3i morpeba HE TUIBKH B
rypTkax 4u (akyJIbTaTUBHHUX 3aHATTAX, a 1 B AKICHIM HaBYAJIBHIM Mporpami JUIsl CEPeIHbOI 1
crapinoi mkosu 3 TeMu «KibepOesmneka».

JAEP/KABHA BE3IIEKA

JltogcTBO HUHI JXKMBE B €MOXYy 1H(OPMAIIHOTO CyCHiIbCTBA, KOMU iH(OpMAaLiiHI
TEXHOJIOTI] 1 TEIEKOMYHIKAI[iHI CHCTEMH OXOIUTIOIOTH YC1 CepH KUTTETISITLHOCTI JIFOANHH,
Jep>kaBU. AJle Take MOBCIOJJHE MPOPOCTAHHS TEIEKOMYHIKAI1 1 T7100aIbHOT KOMI' FOTepH3allii
B JIIOJICBKE JKUTTSI MOXKE TIPHU3BECTH JI0 CEPHO3HMUX HaCHiAKiB. Ha kainb, xepTBaMu XakepiB 1
KiOep3JOYMHIIIB MOXKYTh CTaBaTH HE JIUIIIE JIIOH, a 1 1Tl JepiKaBy.

VY 2014 pomi Pociiiceka @enepartiisi po3B’ si3ajia TPOTH YKPaAiHU 2iOpudHy GitiHy, KOJIA
KpaiHa-arpecop MOXeE 3alUIIaTHCS MyONiYHO HENPUYETHOI J0 TaKoro KOHQIIKTY 1
MPOBOJUTH TIPUXOBaHI BIWCHKOBI omepariii. ['iOpunHa BiliHa sBIse COOOK SK BEICHHS
BOEHHHX Jil T TPUKPUTTSIM HE3aKOHHUX (He(opManbHUX) 30pOWHHMX (OPMYBaHb, TaK i
OJITHOYACHE BHKOPHMCTAHHS MIMPOKOTO CIEKTpa MOJITHYHUX, CKOHOMIUHHMX (CHEPreTHYHUX 1
TOPrOBEJIbHO-EKOHOMIYHHX), @ TAKOXK I1H(pOPMAIIfHO-IpOaranAnCTChbkuX 3axoniB. ITix gac
miei BiiHM Pocis mocTiitHO mpoBoauia KiOEpHETUYHI orepallii mpoTH 00’ €KTiB KPUTHYHOI
1HPACTPYKTYpH, IPUBATHOTO CEKTOPY, a TAKOX 1H(HOpMAIiiHO-TeTeKOMYHIKAIIIHHUX CUCTEM
30poitnux cun Ykpainu. OgHUM 3 OCTaHHIX NMPHUKIIAIIB MPOBEACHHS MPOCTOi, aje BOAHOUYAC
mMpoxkoMacTabHoi po3BiAyBasbHOI KibOeporepallii, COpsMOBaHOI Ha NPUBATHUN CEKTOP,
moxe 6yt BugDrop. Ii meroro 6ymo oTpuMaHHS BiJIaneHOro TOCTYIY O MePCOHANBHHUX
KOMIT FOTEpiB, HOYTOYKiB, cMapT(}OHIB, TJIAHIICTIB Ta 1HIIUX Ta/PKETIB MPAIliBHUKIB PI3HUX
CTPYKTYp, YHACHIZIOK YOrO IMEPCOHAJbHI JaHi Ta Mapojii MpaliBHUKIB 00  €KTIB KPUTHYHOL
iH(ppacTpykTypH, 3aco0iB MacoBoi iHopmarlii ¥ HAYKOBHUX YCTAaHOB BHUKpajgaducs i
3aBaHTaXyBasucsa Ha (ainoooMinauk Dropbox. loctym no komn'lOTEpiB 3II0BMUCHHKH
OTPUMYBAJIH, PO3CUIIAIOYN KOPUCTyBadyaM (DIMTUHTOBI €JIEKTPOHHI JUCTH, Y SKUX 3aKIMKaIN
BigkpuTu Qaiin Microsoft Word, mo mictuB mkigmmBuii Makpoc. Tak, OJHHM HaTHCKOM
KJIaBIIIl JIIOJJMHA MOJKE TOCTAaBHUTH ITiJl HEOE3MEeKy He JIMIIe CBOI JaHi, a W JaHi, 5Kl B pasi
BTpaTH HECYTh BEJIMKY HeOe3NeKy uisi aepkaBu 3araioM (MiHicTepcTBO 000poHH YKpaiHH,
2018).

A B motomy 2022 poky Pociiicekka ®enepariisi 3aBrana BKe BIIKPUTOrO yAapy IO
TepuTopii YKpaiHu, Mo TepeBeno 30porHui KOHGIIKT y HOBY (a3y. 3a mux oOCTaBUH
METOAM 3J0YMHHUX Kibeporepauiii TpanchopMyBamucs i HaOynu HEHMOBIPHUX MacHITa0iB.
[Tepmn 3a Bce 11€ CTOCYETHCS PO3CHIIAHHS Ha E€JIEKTPOHHI aJpecH 1 Yepe3 COoIialbHI Mepexi
iHpopManii nmponaraHAMCTCHKOrO Xapakrepy, (peHKoBUX HOBUH JUIS NMPOCYBAHHS BUTIIHUX
JUTsl BOpOTa HapaTUBIB Ta Jie30pieHTAaIlli HaceleHHs. Takoxk 1me Moxe OyTH XaKepChbKUN 3J1aM
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MPUBATHUX CTOPIHOK a0 cepBepiB 06a3 maHuX it 30MpaHHs MiHHOI 1H(OopMarltii Ta 11 3aMiHK
Ha iHQOpMaLilo, KOPUCHY CYNPOTHBHIM CTOpOHI. Y 1boMy pa3i jAe3iHopmaiis Ta
BHUKPAJICHHS JaHWUX, HAMPHUKJIAJ BIJIOMOCTEH 00 00’ €KTiB KPUTHYHOI 1HOPACTPYKTYpH YU
NepecyBaHHs YKpaiHChKUX BIHCHKOBHX y pallOHaxX BeACHHS OOMOBHX [iil, MOXKYTh IPU3BECTH
no moAackkux BTpaT. Kibepatakm Ha 00 €KTH KPUTHYHOI 1HOPACTPYKTYpH — II€ aTakk Ha
KOMIT IOT€pH 1 CHCTEMH, IO 3a0e3MeuyloTh JKUTTENISUIBHICTH MICT, a caMe. CHCTEMH
BOJIOTIOCTAYaHHs, €JICKTPOINOCTaYaHHs, TpaHCcmopTy Tomo. Komm Taki kiGepartaku micTayiu
BiJCi4 3 OOKy YKpaiHCBKHX CIIELialiCTiB 3 KibepOe3neku, BOPOr MOYaB LIJIECIPIMOBaHE
OomMOapayBaHHs, pakeTHI oOcTpiinu. Takoxk 1€ MOXKYTh OyTH IliJIeCIpsIMOBaHi aTaku Ha 0a3u
JaHWX 4Yd cepBepu abo BTpy4yaHHA B poOOTy oOnagHaHHA, IO 3a0e3rneuye, HaNpHUKIAL,
poOOTY KOMYHIKAI[IHHUX BIACHKOBUX CHUCTEM. Y TaKUX BHIMAJKaX BTPAYAETHCS 3B’ 30K, a
3HAYUTh 1 MOKJIMBICTB YHpaBIiHHS HisiMu migpo3niniB (MinicrepcTBOo oOopoHU YKpaiHH,
2018).

BaxxnuBo mam’ sitaTH, 1m0 mif 9ac BiliHU kibepOesmeni moTpiOHO MPHUALISATH OCOOIUBY
yBary, OCKITBKH BOpOr Oy/ne BHKOPHUCTOBYBAaTH Oyab-sIKY MOXJIHMBICTH JJI OTPUMAaHHS
iHpopmanii Ta 3amofiHHA WKOAU. ToMy 60€¢HHY KibepOe3neky MOXKHA 3BECTH [0
BI/IMOBITAJIHOTO CTaBJIEHHS KOXKHOTO TPOMAJIITHMHA KpaiHW J0 30epiraHHsS TAaEMHUII Bij
BOpOra, TOOTO HEMONIMPEHHS B COMIAIbHUX MEpeKax, 4yaTax, CIeliaJbHUX J0JaTKax, Ha
dbopymax 1 kaHamax iHdopmarllii, MOB’s3aHOT 3 BINCBKOBUMHU 00 €KTaMH, 00 €KTaMHu
KPUTUYHOI 1HPPACTPYKTYpH, IEPECYBAHHSAM 1 AUCIOKAIIEIO BIMCHK, MEPCOHATILHUMH JaHUMHU
BIMCHKOBOCTYKOOBIIIB 1 iXHiX cimel. Ile Takox mmibHE 30epiraHHs ocoOucToi 1H(opMarrii,
SIKIIIO BOHA MOK€ CTAHOBUTH 3arpo3y HAIlIOHATBHIN Oe3Melli, a TaK0K MUTTEBE pearyBaHHS Ta
MOBIIOMJICHHSI y BIAMOBIAHI JEpXKaBHI OpPraHM MPO MiJA03pUII aKTHBHOCTI, OCOOWMCTOCTI,
HiArOTOBKY JUBEPCiii Ta cripoOu XaKepChbKHUX aTakK.

3ocepenbMo BiATaK yBary Ha JCSIKUX KIFOUOBUX MOMEHTAaX BOEHHOI KiOepOesmeKH.

besnexa mobinvnux npucmpois.

CwmaptdoH a1 1opoCIioi JIIOAMHHU, — I POOOYHI IHCTPYMEHT, Ha IKOMY € JOCTYIH JI0
0aHKIBCHKMX MOOLTPHUX JOJIATKiB, pOOOYMX JOKYMEHTIB Ta Marok, ¢ororpadiid, mepernrucox
TOIIO. A Tij yac BIHM 11, OKPIM yChOTO, II¢ i HOBUHHHMM MOPTAJI, 3B’ SI30K 13 OMM3bKUMHU. |
BiH MOTpeOye 3aXUCTy HE MEHIIE, HIX OQIilliliHI JOKYMEHTH, OCKUIBKU COJNJIATH OKYMAIiifHO1
apMii MOXyTh BUKOPHUCTOBYBATH MPHUBATHY 1H(MOPMAIlII0 YKPATHCHKUX TPOMAJISTH MPOTH HUX
ke camux. Hampukian, 3arapOHMKH Ha OKYIMOBAaHUX YKPATHCBKHX TEPHUTOPISIX MOXKYTh
nepeBipsATH MOOUTbHI TenedOHU MHBIIBHUX, IMyKatouun ¢ortorpadii 3 mNaTPiOTHUHOIO
CHMBOJTIKOIO, TTEPEBIPATH, UM HE € JIF0JIMHA YIaCHUKOM MPOYKpaiHChKHUX rpyn y Facebookin
Telegramkanasnax, TakoX MOXYTh YHTATH TMEPENUCKY 3 OJU3BKUMHU Ta JPY3IMHU B Hadil
3HANTH T0Ka3W aHTUPOCIMCHKOT TTO3UITIT.

[lle omuiero 3arpo30r0 MOXKYTh OyTH (HeHKOBI JOJATKH, SIKI MOIIUPIOIOTHCS 3a3BHYail
yepe3 pekiiaMy B irpax i Ha CyMHIBHHUX CalTax 3 METOI BHKpPAJCHHS BalllUX OCOOMCTHX
nanux. Hananmi mepcoHanbHi AaHi YKpaiHCBKUX TpOMajsH MOXXYTh OyTHM BHUKOPHUCTaHi JJs
ciydinry (Spoofing— 1ie curyarrist, KOJd OJHA JIFOJUHA UM [IPOrpama YCIiIHO MacKye€TbCs
i IHIIO0 HUIAXOM (hambcudikallil JaHuX ), MEPEMUCKH 3 OJM3bKUMH Ta APY3SIMU, OTPUMAaHHS
Bi HHUX iH(OpMaIlii Mpo KI0UoBl 00’ €KTH 1HOPACTPYKTYPH IXHIX PITHUX MICT, ¢hoTorpadii
JHCTIOKalii yKpaiHChKUX BIHCHK 4M OyAb-KO1 iH(pOpMaLlii, KOPUCHOI IJIs1 BOPOTa.

o pobumu i sk ybesneuumu ceoi mobineni Oesavicu (Indopmariiina Oe3meka
ykpainuis, 2022)

® BCTAHOBITH HAJIIWHUIA MMapoJib OJI0KyBaHHS Ha cMapTQOH1 a0 TIAHIIIETI.
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Hanpukian, un mam’ staere Bu ¢pa3y ['amnera «To Be Or Not To Be»Pobumo maposb
2bOn2b i BcraBmsemo, ne mpwmiigerscs, mam’sATHY nary i cumBon — 1192b0On2b91a6o
2b0n2b1991!

JJis CKITaIHOTO TIAapOJIsl MOKHA TaKOXK CKOpUCTATHCS naTamu HapokeHHs 1 PIO Bammx
npysiB (aje ve 6au3pkuX poauuis!). Hanpukiias, Harn apysi:

[TaBnenko IBan Pomanosuu, 1964,

I'yiyn Iletpo FOpiiioBuu, 1975.

Bcerasmsiemo cumBoi (Hanpukian, Shift+406yne $) it orpumyemo PIR64$GpY75.

e 11 KoprcTyBadiB ANdroid: BCTaHOBITh MapoJjib Ha BiAKPUTTA qoaatkiB PlayMapker i
GooglePlay.BukopucroByiite abo BOymoBaHy (yHKIII0, a00 JD0JATOK 3 TAKOK (YHKIIEH.
Jlns kopucrysauiB Apple — Touch ID;

©3aBaHTAXYIHTE JOAATKH TUIHKH MEPEBIPEHHX 1 BIIOMHUX pO3POOHUKIB;

® yHHKaiTe Iia e1HaHHs 10 HeBigomux mepex Wi-Fi;

® He TIepexo/IbTe 32 CYMHIBHUMU TIOCHJIAHHSAMH HaBITh 31 cMapT(oHa;

® HQTIIHICT, KOJHOTO 3 MECEH/DKEPIB HE JIOBEJEHA. bITbII-MEHII HaIIHHUMHA
BBaxkaeThcs Telegrami Signal;

®1apoJIi MarOTh OYTH PI3HUMU JJIsI KOKHOTO pecypcey. SKIo ckpi3b Oyae BCTAaHOBICHO
OJTHAKOBHI TapOJib, TO, 3JIAMABIIN OJMH CAlT, BOPOTU OTPUMYIOTH JOCTYI O PEIITH BaIlllUX
akaynTiB (Indopmariiina 6e3meka ykpainiis, 2022).

Jlsoxemanna aymenmudhixayis

JIBoxeranHa ayTeHTH(iKallisi BaXJIMBa HE JIMIIE Yy BOEHHUH, a W y MHpHHH dac,
OCKIJTBKH 3aBJSIKM I TIPOLIEypl KOPHUCTYBadl Pi3HUX BHIIB MOCIYT MOXYTh YOE3MEUUTH
cebe Bin KiOep3mounHHOCTI. OTKe, ABOXETAMHA ayTeHTU(DIKAIlis — 1€ MiATBEPKEHHS BXOIY
B 1HTEpHET-OAHKIHT, PI3HOMaHITHI aKayHT, OCOOHMCTI KaOiHETH 3a OMOMOror TeiedoHa
(momatkoBoro m3BiHKa Ha Bam HoMep abo CMC i3 KOAOM-MIATBEPKEHHSIM). SIKIO Iis
GyHKIS yBIMKHEHA, TO II€ CEPHO3HO YCKJIAAHIOE, a I1HKOJM W YHEMOXJIHMBIIIOE IS
Ki0€3JI0UMHIIIB OTPUMAHHS JOCTYIY J0 MEPCOHATBHUX AaHUX KOPUCTYBaya, OCKUIBKU IS
BXOAy TOTpiOHE JOMAaTKOBE MIATBEP/KCHHSI dYepe3 J0CTyn A0 TeiaedOHHOTO HoMepa
KopucTyBava. binbmicte OankiB 0e3 1€l (yHKIII B3aramxi He NpaIioloTh. J[BoxeTtamHy
ayrerrudikamiro HEOBXIJITHO yBimkuytn i B GOOgleakaynrax. SIKIIO BH KOPHUCTYETECS
tenedonoM Ha cuctemi Android, To GoogleakayHT —11e i € Bam TeneoH 3 yciMa JJaHUMHU Ha
HBOMY.

VYBIMKHYTH 1BO(GAKTOPHY ayTeHTHU(]IKAIIiIO JIETKO!

[TorpibHo BimkpuTH cTopiHky google accountHa mawxeni Hapirarii oOpaTd BKJIaaKy
«besmeka». Y posmim «Bxig B akaynt Google»obparu «/[BoxeramHa ayTeHTHbIKaIisa» >
[Toyaru. Jlani moeranHO BUKOHATH 3aIPOIIOHOBAHY MPOTPaMoI0 IHCTPYKIIIO.

Te x came ciig 3poouTH i 3 akayaTom FaceBookuu inimoi coriansHOT Mepexi, IKOI0 BU
KOPHUCTYETECH.

Posrimsaemo npukian FaceBookiBoxeramHoi ayreHTH(IKaITii.

[TorpiOHO mepeiiTn Ha cropinky https://www.facebook.com/settingsHarucuytu
po3nin «besmeka i aBTOpW3aIlisA» > IBOXETAIllHA IMepeBipka > pemaryBatu. OOpatu MeETOn
(sms, nomatok, xirou Oesmeku). Haiimpoctimmii — vepe3 SMS. 30epertd HajlamTyBaHHS
(Tadopmariiina 6e3meka ykpainiis, 2022).

Ilpozpamne 3abe3neuenus

[Tporpamue 3a0e3nedyeHHs] — Ba)KJIMBA JJaHKA B €KCIUTyaTallii KOMII'IoTepa, ToMy OyabTe
BUMOTJIMBHMH, HE KOPUCTYHTECh MipaTChKUMH OE3KOIITOBHUMH BEPCiSIMH, @ BUKOPUCTOBYIITE
noume JineHsiiiHi nporpamu. lle gomomarae po3poOHMKaM yIOCKOHAIIOBATH TMPOTPaMHE
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3a0e3nedyeHHs, Ja€ 3Mory 3abe3nedyBaTH TEXHIYHY MIATPUMKY Ta OHOBIIIOBATH CBOi
IPOAYKTH, POOHUTH iX 3pYUHIIIUMH Ta O€3MeUHIITHIMH.

He BukOpuCTOBYWTE aHTUBIPYCH, IPOTPaMH, COIIMEPEKi, OyXraaTepchKi IpOrpamH,
CHCTEMH YHOpaBiiHHS Oi3HecoM 4YM Tmpolecamu, po3podbseHi B Pociiicekiit ®Denepariii!
Ockinbku @enepanbaa Cinyx6a besneku Pociiicekoi denepariii Moxe OTpUMAaTH TOCTYII 110
Oyab-SKUX OOJNIKOBHX 3aIMCIB POCIMCHKOTO MPOTpamMHOro 3abe3rneueHHs. | He Ba)IIUBO,
JiIeH31iHe 1Ie TporpaMHe 3a0e3MedyeHHsT YW Hi, OCKUIBKM IIiJ] 3arpo3oi0 Oyne Baia
KoH(iaeHiitHicTh. Oco0NMBO 1€ aKTyalbHO B INepiof BiliHH 1 Ha iHpopMauiiHOMY (POHTI
00pOTHOM.

BukopucroByroun mporpamse 3a0e3neueHHs BOpOra, BH:

® pU3UKYETE KOH(DIICHIIMHICTIO BIacHOT iH(hOopMaIii;

O [1i ITPUMYETE 3arapOHUKA.

€ Oezmu 3pa3kiB OLIBII HAAIWHOTO MPOTPAMHOTO 3a0€3MeUYeHHs, HDK MpoTrpaMHe
3abe3neueHHs arpecopal

besnexa coyianvrux mepedxc

ComianbHi Mepexi y XXl cromitri — me Oe3MexHe pkepeno iHdopmarii mpo
kopuctyBadiB (Bin iHopmarii npo Miciie pobotu i 10 iHGOpMAIli MPo 0COOUCTE KHUTTH).
Kpim Toro, me mpuBatHa abo poboya mepenucka, siKy KOPUCTyBadi HEOOEpPEkKHO BEIYTh,
1HKOJIM PO3KPHBAIOYH, CaMi TOTO He Oa)Karouu, KOPIOPATUBHI TAEMHHUIII.

Y 2013 pomi I1. TypoB (TBOpers i 3acHOBHUK coiMepexi «BKoHTakTi») BiAMOBUBCS
HagaBatu DenepanbHiil cayx06i 6e3nexku Pociiicekoi Denepaittii 0coOHCTI JaH1 KOPUCTYBAUiB
CTBOPEHOI HUM COIIaJIbHOT MEPEXi 1 ToMy OyB 3BUTbHEHUH 13 BiacHOi kommaHii. Bin 3a3HaB
TUCKY Ta TOHIHb 3 OOKY CHJIOBHX CTPYKTYp, TOX 3MyIlIeHHI OyB emirpyBaru. Lle mpukman
TOTO, SIK Yepe3 OTPUMAHHS JIOCTYIY 0 OCOOHMCTHX JaHUX KOPHCTYBAuiB CHUJIOBI CTPYKTYpPH
MOXYTh CTEXKHTH 3a JIOJIbMH, 30MpaTH Ha HUX JOChE€ 1 JOKasu (HANpHUKIAA, IIOJ0
AHTUPOCIHCHKOT TO3MIIIT, SIKI TIOTIM OYyIyTh TPEACTaBICHI B cyi). Takok MU HE MOKEMO OyTH
BIICBHEHUMH, IIO 1HII COIIMEPEXi 1 PO3POOHUKM MPOrpaMHOTO 3a0E3MEUCHHS TaK CaMo
BiTMOBWJIMCS CITIBITPAIIIOBATH 13 CHJIOBUMH cTpykTypamu P®. OTOX mocrae MUTaHHS TPO
0e3neKy COoIiaJbHUX MEPEX 1 TOr0o KOHTEHTY, SKMW MOCTATh KopucTyBadi. OcoOnMBO 1€
B)KJIMBO y BOEHHHM miepion!

Lo ne modHcHa nocmumu  coyianbHUx mepexicax?

®H0oTO 1 BiJIeO MICIIEBOCTI, 7€ BiIOYBCsSI 0OCTpLI a00 /i€ BIaB CHapSI;

®Bi/IC0 3 paKETaMH, 110 JIETATh, MOMEHTH BIIy4aHHS CHapsIiB;

® TOUHI aJIPEeCH 1 KOOPAMHATH MiCIlb OOMOBUX JIiH;

®Bineo 1 oTo 3 po3Mi3HABATILHUMH 3HAKaMH. TaOJWYKW 3 Ha3BaMU BYJIHIlb, CTAHIIHN
METpO, aBTOOYCHHX 3YMHHOK, Mara3uHiB i CylepMapKeTiB, 3aBOJIB 1 MiANPHEMCTB;, HOMEPH
aBToO;

e poboty ykpaircekoi [1T10;

®RBieo 1 POTO BIyUaHHS PAKET;

o 0yab-sKi JTaHl Mpo 1ii Ta MepeMilleHHs] YKpaiHChKUX BIHCBHK, a TaKOX IMpPO OCHOBHI
BIMCBKOBI 00’ €KTH;

e HerepeBipeHy 1iH(popMaIliio Ipo MOTEPIINX YU 3aru0InX;

o Oyb-saKy iH(DOpMaIlito, sika He BeprudikoBaHa JEPKaBOIO 1 HE TOXOAUTH 3 O(IIIHHUX
IDKEpen,;

®KaTerOpUYHO 3a00pPOHEHO CTPIMHUTH B TpsAMoMy edipi pakeTHHH oOcTpin 1
OomOapayBanHsi (SIK TOBOJAMTHCS B COLIAIBHUX MepeXkax WiJ Yac BIfHU: IO HE BapTO
pooutn, 2022);

® poTO yKpaiHCHKHMX BIMICHKOBHUX BEIMKHM IUIAHOM 3 BIAKPUTHMH OOJMYUSMH, @ TAKOXK
3aXHCHUKIB Ha ITO3ULISAX;
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eindopmallirto mpo 00'€KTH KPUTUYHOI IHPPACTPYKTYpH YKPAiHCBKUX MiCT (3KOIHOT
iHopMarii mpo Taxi mignpruemcraal).

Kpim Toro, Bopor HamaraeThcst moMmMproBaTH (HENKH, Mmoo aeMopati3yBaTH yKpaiHIliB, a
TaKOXX PO3BigaTH iH(pOpMaIiio JUIsI KOPUTYBaHHS BOTHIO. CaMe TOMY HaJ3BHYAHO Ba)KIMBO
nepeBipsATH 1HPOpPMAIIiio, SKa 10 BaC HAIXOIUTh. BUKOPUCTOBYHTE 1 MOCTITH 1HGOpPMAIIiIO
nuie 3 oiniiHUX JKepet, o 3M031 po3BiHUYHTE (eiiKku.

Takox MOkHa POOUTH TMOCTH B COIIAIBHUX MEpeXkax, MOBIJOMIISIOYM PO BOEHHI
snounHn Pociiicekoi @eneparii. CBiT Mae 3HaTu npaBny. Yepes KuIbKa JHIB MICHsA aTakH
MOXHa TyOJiKyBaTH B iHTepHETI (oTO abo BiJE€OAOKA3M 3JI0YMHIB OKYITAHTIB. 3pYyHHOBaHI
00'€KTH apXiTeKTypH, OYAWHKH, MOCTpaxnanux (00auy4s NOTPIOHO <BalbJIOpIOBATH» —
CTaBTECS 3 MOBAror J0 OCOOMCTOrO KUTTA iHIMX jrojaei!). Vi 3HIMKH MICIIEBOCTI MarOTh
OyTH BEJIIMKUM ILIAHOM, 1100 BOpOT HE 3MIr Bu3HauuTh Jokamio (IHpopmamiiiHa Oe3meka
ykpainiis, 2022).

SIkmo 1e He Oyne 3arpoXKyBaTH JKUTTIO YKPAiHCBKMX TIpOMajsiH, MOXHA HaaaTu
iHdopmariro npo micrenepeOyBanns okynanti, /IPI" un gucnokariito BOpo)koi TEXHIKH 3a
nonoMoroto yat-6ora B Telegram@evorog_bot

I maitBaxxnuBimie: QUIBTpyTEe Ipy3iB y comMmepekax. He momamaiiTe THX Jroaeu, 3
SAKMMH BU HE 3Haiiomi ocobucto. IlepernsHpre CIUCOK YK€ HasBHUX APY3IB W «OUUCTITH»
HOTO Bi <«MEPTBUX AYII», <HE3HAWOMIIIB», JIIOJACH 3 MPOPOCIHCHKOIO TO3HUIIEI0 TOIIO.
[Tam’ sTaiiTe, moO cepen BallUX <«IPY3iB» Yy COLIaNbHIA Mepexi, 3 KUM BH JIaBHO HeE
CHIIKyBajaucs abo0 He 3HaloMi OCOOMCTO, MOXE NPHYAITHCS BOPOXKHN dYar-00T abo
cry(iHTOBUI UM 311aMaHM aKayHT.

Henpasousi nogioomnenus, abo ghetixu

®eitkn — mipoOKa 4u iMITaIliss HOBUH, sIKa HE BUTPUMYE JKOIHUX, HABITh MTOBEPXOBHX,
NEepeBIPOK Ha BIAMOBIAHICTH, MPOTE Ma€ MOTYKHUH BIUIMB Ha CBIIOMICTh 3HAYHOI KiIBKOCTI
JIIOJIEN.

Hapasi ykpaincbke iH(opmaliliHe moje TepernoBHEHEe «BKUAAMH» Je3iHpopmamii i
delikamu, SKi MPOAYKYIOTH POCIHCHKi MPOMAaraHANCTH. IXHA MeTa — MOCIATH MaHIKy cepej
HaceneHHs. ToMmy BapTo MOBipsATH juiie o]iliiHUM 1 MepeBipeHUM JKepenaM iHdopMmariii.
JlocuTh 4acTo yKpaiHChKi CITO’KMBavi YUTAIOTh HOBHHU Yepe3 TeJerpaM-KaHal, ajie X TaKoxK
noTpiOHO MepeBipsATH, 1 HaBITh JOJATKOBO, 3 ODIMIHHUX JHKEpes Ta CalTIB ypsIOBUX YCTAaHOB
(Tadopmariiina 6e3meka ykpainiis, 2022).

Uwuraroun eMOIIiifHI 3aroJIoBKM Ha HOBHHHHX caiTax abo B mocTax, MOTPIOHO mepI 3a
BCE TEPEBIPUTH TOCHJIAHHS Ha JpKEpeno 1HdopMallii, SKI0 BOHO €, MEPETISHYTH TOMEH
caiity, mo0O BiH 00OB's13k0BO OyB ykpaiHChkuM. [lam’sitaiiTe, mo ¢deldkun maiixke 3aBXKId
mokytoui. Hanpuknan: «Pakernuii ynap mo omepHomy teatpy B Opecill! JlepubaciBchkoi
oinpmre Hemal!! Omecutr MacoBO OiKaTh 10 YKPUTTIB Ta XOBAIOTHCS B METPO!»

Lo pooumu?

o J[oBipsiite mue oiiiHUM 1 IepeBIpEHUM JKEpesiaM iHpopMaIlii.

o KpuTHuHO OIiHIONTE OTpUMaHy 1H(POPMAaLil0, OCOOIMBO AKILO BOHA Ma€ MIOKYIOUHN
xapakTep. | He BagaiiTe B MaHIKy Ta BiT4ai.

e He ninyiiTecs nepeBipsATy iHHOPMAIIiO, IO HATXOAUTD.

e He nepenaBaiiTe iHIIMM HeTiepeBipeHy iHPoOpMaIliro, He MOMUPIOUTE YyTKH.

CymHisHI caumu i NOCUNAHHSL

OnuH 3 HAHMOMMpEHIMKMX BUAIB KibepiuaxpaiicTBa — Ie CalTU-KIOHHU. IX CTBOPIOIOTH
JUTsl PO3TIOBCIOKEHHS (PeiikiB a00 BUKpaAeHHS qaHuX. Lle Moke OyTH caliT HOBUH, YPSIZIOBHX
CTPYKTYp, BIIOMHUX IHTEpHET-Mara3uHiB Towo. Sk npukinaj, peanbHuii cait Ciayx0u 6e3nexku
VYkpainu — https://ssu.gov.uakaiit-kion — https://ssu.gov.ua.kiev.ua/.

28



CyMmHiBHI TNOCHIaHHS — Ilé OCHOBHA 30pos Bopora B iH(opwmariiiHOMy momi. Ix
CTBOPIOIOTH JJISi BHUKPAJCHHS MApOJIiB, JOCTYIIB, BUKPUBICHHS iH(OpMAaIii, 3HHUIICHHS
iHdopmarrii Ta nmpuctpoiB. Ha Taki mocuimaHHs MOKHA HATPAIUTH BCIOJU — Y MECEHKEpax,
COLIIaTbHUX MEPEKax, Ha eIEKTPOHHIH MomTi a00 B CMC-TIOB1IOMJICHHSIX.

Lo poobumu?

ByapTe MakcuManbHO MUIIBHI Ta YBAXKHI 10 KOKHOT IPIOHMIII:

® [y)Ke YBRKHO BHBUANTE KOXKHE TTOCUIIAHHS,

eriepeBipsAiiTe aBTEHTUYHICTh CAalTIB, BiACTeXyiTe nmpaBuibHicTh URL-anpec pecypci
B IHTEpHETi, OCOOJMBO CEpBICIB OaHKIBCHKMX YCTaHOB, aJK€ 4Yepe3 HETOYHOCTI MOXKHA
MOTpanuTH Ha (heHKOBUI pecypc;

®HC BiJIKPUBAWTE IMiA03pUIl JIUCTH, IO MPUXOAATH Ha BAllly €IEKTPOHHY TOIITY, 1 HE
MEePEexXoAbTe 32 HE3PO3YMIUTUMU MOCHIAHHSMH BiJl HE3HAMOMUX BaM aJpecaTiB, OCKIIbKU II€
MO>K€E MPU3BECTHU JI0 3aBAaHTAKEHHS BIPYCHUX IPOTPaM Ha Balll KOMIT FOTEp YU CMapTQOH,

© 00MipKOBYITE OTpUMaHy iH(opMaIliio i JociayxaiTecs A0 BIacHUX CyMHiBiB! Skiro
TaKi CyMHIBU BUHHKAIOTh — HE KOPUCTYUTECH IIUM PECYPCOM;

®B iHTEpHETI HE MepexoJbTe 3a CYMHIBHUMHM MOCUJIAHHAMH, aJKe B pEKJIaMi OHJIAiH-
irop Ta JIOAATKIB MOXYTh OyTH «Bipycu» a0o0 (IIMHT, TOMY /I 3aBaHTAKECHHSI TTOTPIOHUX
(aiiniB BUKOPUCTOBYITE JIMIIIE TIEpeBipeHi oilliiiHi pecypcH;

®iHOMI Opay3ep MOXKe MOBIIOMIISTH, IO CAalT HE € Oe3NMeYHHUM — HE ITHOPYHTE Taki
nosigomiieHHs ([Hpopmariitna Oe3neka ykpainmis, 2022).

Kpim Toro, BapTo 3HaTH, 0 B YKpaiHi (QYHKIIOHY€E CIEIiaIbHUI Aep>KaBHUM Oprax,
KWW Ha JIepKaBHOMY piBHI 3a0e3mnedye mpodiTakTUKy, KOHTPOJIb Ta PO3KPHUTTS 3JI0YMHIB Y
kiOepripoctopi, — Kibepnoniyis. 1, He3Bakatouu Ha Te, U0 KiOeproilis Mae He TaKy i TOBTY
icTopito B YKpaiHi, Y 4YacH BOEHHOTO MPOTHUCTOSHHS 3 Poci€lo BOHa BHKOHYE OAHY 3
npoBiAHUX (GYHKLIA y OpoTHAil pociiichkiil arpecii. Y meprm >k JHI BiHHM yKpaiHCbKa
KiOeprominis odiiiHO 3BepHYyNacs 10 HarOubmux cBiToBUX |T-kommaniii, VPN-cepsicis,
KOMIIaHii 3 po3poO0JieHHS MPOrpaMHOro 3a0e3NedeHHs, aHTUBIPYCiB, KOMIAHIA 3 HaJaHHSI
MOCITYT E€JIEKTPOHHOI KOMEPIIii 13 3aKJIMKOM TPHUIUHUTH criBnpaii 3 PO. 3okpema, Oyio
Hajgicnano moHay 3503BepHeHb, y miAcyMKy Onmsbko 20% kommaHiii BigpearyBanu Ha
BTOPTHEHHS, TMPUIMHUBIIKA TIOBHICTIO a00 YacTKOBO OOMEXHUBIIM CBOIO MisSJIbHICTh Ha
teputopii Pociiicekoi ®exnepanii (Kidepmominis 3akiaukana 30 mixxkaHapogaux VPN-cepsicis
MPUITHHUTH criBpairo 3 Pd, 2022).

dyHIaMEHT, Ha SIKOMY IMOOYJIOBAaHO CydacHy KiOepromimiro, 3akiajgeHo 27 JTUIHS
2009poky, komm Oyl0 3acHOBAHO 8i0Jil OopomvOU 3 Kibep310YuHHICMIO Y CKIamdl
JenapramenTy 00poThOM 13 370YMHAMHM, TIOB' sI3aHUMH 3 TOPTIBJICIO JIOAbMH, MiHicTepcTBa
BHYTpilIHIX cnpaB Ykpainu. Hampuxinmi 2012poky y ckiaai KpUMiHaIbHOT MiTimii
MiHnicTepcTBa BHYTPINIHIX CHOpaB  YKpPaiHW BHOKPEMJICHO CaMOCTIHHUNA CTPYKTYypHUU
niapo3ain — YmpasniHHs 60poTsou 3 Kibep3nounHHicTIO. A 133x0BTHS 2015p0oKy cTBOpEeHO
HOBY KiOEpTOJIiIiio K CTPYKTYpHUM miapo3/aii HarioHanpHOT mosmiii.

Merta (GyHKIL1IOHYBaHHS KiGepromiii B VYkpaini —  BHUKOpHUCTaHHSA
BHCOKOKBaJi(hikoBaHUX (DaxiBI[iB Y MPOTHII KIOEP3TOUMHHOCTI, 3a]Ty4eHHS X B €KCIEPTHHX,
OTEepaTHUBHUX Ta CIIMYUX MiJPO3JiJaxX MO IS PO3KPUTTS 3JIOYMHIB 3 BUKOPHUCTAHHSIM
HOBITHIX T€XHOJIOT1H.

OcHoOBHI 3aBIaHHS KiOEPITOTIIIii:

1) peamnizariist Aep>KaBHOI MOMITHKA Y cepl MIpOTUIIT KiOep3JI0OUYMHHOCTI,

2) 3aBuacHe iH(OpPMYBaHHS HACEIEHHS MPO MOSIBY HOBITHIX KiOEp3JI0UMHIB,;

3) ympoBaJuKEHHS MPOTPAMHUX 3aCc001B JJIsl CUCTEMATH3aIlll Ta aHAi3y 1Hhopmartii
npo KibepiHIMAEHTH, Kibep3arpo3u Ta Kibep3I04HnHY,
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4) pearyBaHHsS Ha 3allUTH 3aKOPJAOHHHX TMApTHEPIB, MO0 HAAXOIATh KaHaJaMU
HarionanbHoi 11i71071000B01 Mepei KOHTAaKTHUX MYHKTIB;

5) yuacte y miaBumeHH1 KBamidikaiii mpamiBHUKIB MOMTIIIi MOA0 3aCTOCYBaHHS
KOMIT'FOTEPHHUX TEXHOJIOT1H y IPOTH T 37I0YMHHOCTI,

6) ywacTh y MDKHApOJIHHUX OTMEpAIisX Ta CIIBOpAIs B PEKHMI PEAIbHOTO dacy.
3abe3nedeHHs isIIbHOCTI MEpeXi KOHTAaKTHUX MyHKTIB Mk 90 KkpaiHamu cBity;

7) mpotunia kidep3nounHaMm y cepi BAKOPUCTAHHS TUIATI)KHUX CHCTEM.

UYepe3 noBHOMacmiTabHe BoeHHe BToprHeHHs Pocii 24 mororo 2022 poky 3’ siBHIMCS
HOBI HanpsiMH poOOTH KiOepmoiii:

®IIPOTUIS TPOPOCIHCHKUM XaKEPChbKUM YIPYNOBaHHSM, SIKi OCHOBHUMH IUISIMHU
obuparoTh iHGOpPMAaIIiiTtHI peCypCcH JAepKaBHUX OpraHiB YKpaiHu,

e3ano6iranus macosuM J[JIOC-arakam Ha IpUBAaTHUH 1 IepKaBHUN CEKTOPH,

®BISIBIICHHS Ta pearyBaHHS Ha aHTUYKPATHCHKY IMporaranay B Mepexi [HTepHer, mo
KOOPJIUHYETHCS MAKOHTpoIsHUME Pocii 3MI, a Takoxk 60TamMu B COIIaTbHIX MEPEkKax;

®TIOMIYK Ta iAeHTU(IKAIA KOJAOOPaHTIB W 1HIIMX 3J0YMHINB Cepel BIMCHKOBUX YH
iHIMX 0ci0, ski miarpumytoTh BiiiHy (KiGepromimis BHKpHIa KUSHMHA Ha ITiATPUMIL
«pycckoro mupa», 2022);

®pO3pO0JICHHS CUCTEM 1 MEXaH13MiB JUI IIBUJIKOTO Ta MOBHOTO 30MpaHHs iH(opMariii 3
BIIKPUTHX JKEPEIT PO BIICHKOBHUX UM HAMaHIIIB HE3aKOHHUX 30pOMHHMX (HOPMYyBaHb.

[TpoTsrom ocTaHHIX MICSIIiB:

e po3pobieHo tenerpam-6or «StopRussia» (@stopdrugsbot — https://t.me/stasihat
https://t.me/stoprussiachanjetio npuiiMae MOBiIOMICHHS BiJl TPOMaIsH MO0 OJIOKYBaHHS
THUX YM 1HIIUX KaHAJIB, K1 BEIyTh MiAPUBHY Me1apoOOTy MpOTH YKpaiHu;

ecTBOpeHO TenerpamM-6or «Hapomuuit mecHuk» (@ukraine_avanger_bot skuii
apxiBoBano 1 uepsus 2022p. y Wayback Machine)iio 36upaB moBiJoMICHHS TIPO «BOPOKi
MITKH», {QYX TEXHIKH/>)KUBOT CHIIN», HEPO3ipBaHi CHAPSIINY», «MapOICPiB»;

epo3pobieno cepsic «Russian black book» _ (https://t.me/BlackBookRussia
apxiBoBano 1 uepBHs 2022p. y Wayback Machine)ans nonaBanHs Ta HakOIMYCHHs
iHdopmariii mpo BIHCEKOBHX Ta TPaBOOXOpOoHIlB Pociiickkoi denpepartii, iXHIO 0coOHUCTY
y4acTh y BiiHI Ha TepuTOpii YKpaiHH, a TaKoX MyOJiYHY MIATPUMKY BIHHHM UMM 0COOaMHU.
Ile#i cepBic HarOBHIOBAIHW 1H(POPMAITi€I0 BOJIOHTEPH;

®CTBOPEHO IHCTPYMEHT /Js aHaji3y Ta aBTOMAaTH30BAaHOI TEpeBipKH JIOAeH 1
TPAHCIIOPTHHUX 3ac001B Ha OJIOKMOCTAX 13 QYHKIISIMH TOIIYKY, CEpe/l 1HIIOT0, 1 32 O0IHIYsIM
(s oYKy 3JIOUMHILIB, 1E3€PTUPIB, KOITAOOPAHTIB);

epo3pobieno BebOpecypc DefenseUa _(https://www.defenseua.cpmfhst pociiicbkux
BIMCHKOBOCTY)KOOBIIIB, Ha sIKHW 3BepHYynocs moHan 4600ci0, ski XOoTuM TepelTH Ha Oik
VYkpainu y BiiiHi a00 BctynuTH 110 1aB 3CY,

®CTBOPEHO TUIaTGOopMy JIsi JOKYMEHTAIlli BOEHHHX 3JIOYMHIB BIHCHKOBOCIY>KOOBIIIB
Pociiicekoi denepaunii B Ykpaini (https://warcrimes.gov.ugformio.

Takox (¢axiBmi KiGeprmodimii MpamoTh Ha iAeHTU(IKAIIEI0 Ta 30epexeHHIM
M (POBUX J0KA3iB, OTPUMAHUX ITiJ] 9aC JOCTIKEHHS TEXHIYHUX KOMIT IOTEPHHUX 1 MOOITEHUX
npuctpoiB (MoOiIbHI Temedonu, cMapTGoHHU, HOCIT iH(OpMAaIlii, KOMIT I0TEpH, IUIAHIIETH
TOWIO), SIKi BUKOPUCTOBYBAJIM IS 3[1HICHEHHS 3JI0UMHIB, ITOB’ I3aHKX 13 BiifHOIO, 200 sKi Oyiu
Yy BOJIOJIIHHI POCIHCHKMX OKYMaHTiB. [I[poBOANTRCS 1X AeTaNbHUIA TEXHIYHHMI aHaJi3 Ta aHawi3
HAsSBHOTO 1 BUJAJICHOTO KOHTEHTY: (OTO-, BiIC0300paKEHb 1 METaIaHUX JI0 HUX, KOHTAKTIB 1
3B'SI3KIB TOMIO, IO JA€ 3MOTY BHUSBHUTH CIIJM OINEPATHBHO 3Hadymioi iH(opmarii mms
MOJAIBIIOTO JONYyYEHHS 11 70 MarepiajiB KPUMIHAIbHUX NPOBAPKEHB, PO3MOYATUX MPOTH
BilficbkoBOCTYKOOBIIB P®d. Taka iH}opmallis € OCHOBOIO sl MPOBEACHHS TOIIYKY B
mKepenax i 0asax (OaHkax) gaHuX, HasBHUX y Bigkputomy i Darkneteermenti mepexi
Iareprer, Ta 30aradeHHs JOJATKOBUMH JaHUMH, SIK, HANPUKIA[, 3BaHHSA 1 MOCAIH
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BIMICHKOBOCTYKOOBIIIB P®D, 001iKOBI /1aHi BIHCHKOBUX KBUTKIB, HAJICKHICTh JJO THX UM THIITHX
BIICBKOBHX YaCTHH TOLLO.

3a MiATPUMKH iHO3EMHHUX MApTHEPIB 3acTOCOBYEThCs TexHousoris Clearview Al Bin
HbIO-Mlopkchkoro moctavanbHuka (Clearview Al, 2022),3a momomorowo sKoi Ha OCHOBI
HEUPOMEPEK 3AIMCHIOETHCS pO3Mi3HABaHHS OOJMWY pOCichbKuX 3arapOHuKiB. [Iporpamue
3a0e3neueHHs 37JaTHEe 3HAXOIUTH B IHTEPHETI 300pakeHHs 13 3aIaHUMU OOJIMYYSIMHE, IO Ja€
3MOTY BXXHBATH BCIX BIAMOBIIHUX 3aXOdIB II0JI0 iAeHTU(IKAIllT BIHCEKOBOCTYKO00BIIIB PD 1
BUSIBJICHHS iXHIX 3JIOYMHIB Ha TepUTOPil YKpaiHu.

BaxxnuBum HanpsiMoM poOOTH € TaKOXK JOCIIKEHHS CYITyTHUKOBUX 3HIMKIB, IO pa30M
13 MepeNiueHuMH BUIIIE 3aX0aMH JTAI0Th 3MOTY JIOJIATKOBO BUSIBIATH Ta (PIKCyBaTH YHIKaIbHI
(dakTH Ha MATBEP/DKEHHS 3JIOYMHHOI JISJIBHOCTI 3arapOHMKIB 13 TPHUB SI3KOK 10
T€OKOOPIUHAT MiCllb YUMHEHHS 3JI0YHHIB.

Takox KiOepmodiiis BIAMOBIIHO 1O CBOIX MOXIHMBOCTEH 1 CHUIBHUX BIHCHKOBHX
IUPEKTUB 3AIHCHIOE 1H(GOpPMALIMHUN CYNpPOTUB, BOJOHTEPCHKY MAiSIBHICTD, TEXHIYHUH
CYNPOBIJl BiTHOBJIECHHS TUMYAacCOBO OKYIOBAaHHUX TEPUTOPIH, a TaKOXK 3abe3neuye Oe3meKy i
po3ciigyBaHHs aTak Ha Jep)kKaBHI iH(poOpMaliiHi pecypcu YKpaiHH, IO CTaJId MIiIICHHIO
MIPOPOCINCHKUX XaKEPCHKHUX TPYII, TOIIO.

AJITOPUTM I JJIsSA )KEPTBU KIGEP3JIOYNHY

[IpaBuna kibepOe3mneku, Mpo SAKI MU MHCAIA BUIIE, AOOpE AIIOTH SK MpOodiTaKTHYHI
3ax0/d, aje Mo poOWTH, SKIIO KibepOe3meKky BikKe MOPYIICHO 1 KOPUCTYBad CTHKAETHCS 3
kibep3mounnnictio face-to-face?

YV pasi nioospu, mo Bac XO4yTh BBECTHM B OMaHy, Ha caiiTi kiGepmodimii B po3xaiii
«STOP FRAUD>MoxHa niepeBipuTr HOMEp TenneoHy, 0aHKIBChKY KapTKy YW MOCUJIaHHS Ha
CYMHIBHUH caiiT. MoXIKBO, IiZ03pini 0codu Bxke € B 0a3i maxpais.

Ao dnc eu 6ce-maxu cmanu Hepmeoro Kibepnouunys, HalumepIe — He IiJiaBaiTecs
naHiii. OCKIIBKY B Takid CUTYyaIlil JOCUTh YaCTO HETaTHBHI €MOIIil «3allKaIIOITh», MepIIe,
10 Ma€ 3pOOUTH KEepTBa KiOEP3JI0UMHY, 1€ 3aCIIOKOITUCS, «B3ATH ceOe B pyku». [ mporo
MO’KHA BUKOHATH OJIHY 3 HaBEJICHUX HUXKYEC BIIPAB.

JMuxanus 4-7-8

[TpuTHCHITH SI3MK Ha MiJHEOIHHS, IPSAMO 3a MepeAHIMU 3y0aMu (Tak MOTPiOHO TpUMATH
fioro mporsroM yciei BmpaBu). Bnuxaiite uepe3 Hic mpoTsAromM 4 ceKyHA. 3aTpuMaiiTe
JIUXaHHS Ha 7 CeKyHI. Buauxaiite depe3 poT mpoTsarom 8 ceKyHJ, BUIAIOUH T 9ac BUIUXY
MPUPOTHUN 3BYK, HIOM BU 3aJyBacTe CBIUKY. YBary CiiJl 30cepeiKyBaTH Ha paxyBaHHI 1
cBoemy nuxanHi. [ToBroputn BnpaBy 5-10pa3iB, ak OKK HE BiTUy€Te BHYTPIITHIN CIIOKIHN.

Huxanus no keaopamy

Hamamroiite ©Ha apkymii mamepy Benukuid kBajapar. Jlami moTpiOHO auxatH,
«IIPOIUIMBAIOYU» TIOTJISAOM IO KOXHiM Horo cropodi: Ha 4 paxyHku — BauxHytd (l-ma
CTOpOHA), Ha 4 paXyHKH — BUAMXHYTH (2-ra cTOpOoHA), Ha 4 paXyHKH — BUAMXHYTH (3-Ts
CTOpoHa), Ha 4 paxyHKH — 3aTpumatd juxaHHsi (4-ra cropoHa). Takoxk MoOXHa
BUKOPHCTOBYBATH JJIsi BHKOHAHHs Ifi€el BmpaBu cxoxky cxemy (puc.1l). OO00B’ SI3K0BOIO
YMOBOIO BHUKOHAaHHS IIi€i BIPaBH € 30CEPEKCHHS yBarM Ha MiAPaxyHKY 1 JWXaHHI.
[ToBTopuTH 5-10pa3iB, MOKK HE BIAUYETE BHYTPIIIHIA CITOKIH.

M s306e nanpyoicennsilpenaxcayis

VY cTpecoBiii cuTyarlii TiJI0 4acTO HAAMIPHO HAMPYKYETHCS, a M’ 31 3aTUCKAIOThCS. JIJis
TOro 100 MOBEpHYTH cOO1 €MOIiifHy piBHOBAry, MOXXHa TaKOX IpAIIOBATH <«depe3 TiIo»,
MTOCJTIZIOBHO HAMPYXKYIOUH 1 pO3ciadisitoun M’ si3u. Tak, crovyarky moTpioOHO BITIYTH 1 CHIIBHO
HAMPYXHUTH TJIedi. TpUMaTu HampyKEHUMHU TPOTATOM 5 CeKyH, MICIs MbOTO PO3CIA0HTH.
3aJIMIIUTH TIIO B CTaHI CITOKOIO Ha S CEKYHJ 1 CHJIILHO HAINPYKUTH Kynauku. [lopaxyBatu m0
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5 —1 3HOBY po3cinabuTH Tijo. Jlami i Hanpy>KyBaTH CIAHMIN: MOpaxyBaTH 0 S-TH, a OTIM
3HOBY po3cinabutu Tio. [loBroputu npoueaypy 31 cTonamu i HadbIsIMH HIT.

[Ticns Toro sik Oynme 3HATO MEPIINii eMOIIMHUE 3ama, MOTPIOHO CKIIACTH BiMOBIIHUAN
wiad Oid. Jns 1poro MoKHAa CKOPHUCTATHUCS MUTAHHSAMHU 3 HABEACHOI HUXKYE aBTOPCHKOI
TeXHIKU «Hacnioku Kibepsnouuny i A».

1. 3 sxoro npobnemoro s 3iTkHyBes? (OnmcaTu AeTaibHO)

2. SIkuM# MOXKYTh OyTH JJIT MCHE HETaTHBHI Hacmiaku i€l mpobmemu? ([IepepaxysaTu
HE MCHIIIE HIXK 5 HACIIiIKIB)

3. Slkwuii 13 HEraTUBHUX HACIAKIB MPOOJIEMH JITKa€ MEHE HalOLIbIIe 1 YoMy?

4. IIlo KOHKpPETHO s MOXY 3pOOMTH, 100 YHUKHYTH HETAaTHMBHMX HACTIJIKIB i€l
npobaemMu?

5. Ski 3 nux aiit noTpiOHO BUKOHATH HETAMHO, a AKi MOXYTh 3adekatu? [Ipopanxyiite
ix (Bia HAUOLIBII BYKIIMBUX 1 HETalHKX JI0 HE TAKMX Ba)KJIHMBHX 1 HETAWHUX).

6. SIki pecypcu st IS I[bOTO MOXY 3alyddTH (JIFOJCHKi, aJMIHICTPATHBHI, TEXHIUHI
TOII0)?

7. SIKuIo y CBOEMY KUTTI 5 BIIYYIO OJIMH a00 KiJTbKa HETAaTHBHUX HACIIIKIB O3HAYEHOT
npobemMH, o Oyay poOUTH I TOro, 00 MiHIMi3yBaTH (HIBEIIOBATH) AECTPYKTHBHHMA IS
MCHE BILINB?

8. XT10 abo0 1m0 MOXe MEHI B IIbOMY JOTIOMOT'TH?

9. Sxmo IS MEHe HAacTaHe HEraTWBHHM HACTIAOK O3HAYeHOI MpOOJIEeMH, SIKOTO S
0orocs HaliOlIbIIE, TO:

...I0 S BiAYYIO B IIeil MOMEHT?

...II0 1 Oymy poOuTH?

...5IK1 1€ HACIIIAKU IUISL MOTO KHUTTS L€ MOXke MaTu? SIK 3MIHUTBECS MOE
KUTTA?

...5IKI pecypcu s MOXKY 3aJly4uTH, [0 3MEHIIUTH JECTPYKTUBHUN
BIUIMB IIHOTO HACIIIKY HA MOE KUTTS?

...4OTO I[€ MEHE HABUNUTEL?

10. SlkuMu MOXyTh OYTH JUIsI MEHE MO3HTHBHI HACTIAKH Ii€l mpoOiemMu? (3a3HaunTH
HE MCHIIIE HIXK 3 HACIIIIKN)

11. Yoro came MeHe Mae HaBuuTH I curyamis? ([IepepaxyBaTd HE MEHIIE HiX
5 )KUTTEBUX YPOKIiB)

Takox 111 pO3B’ I3aHHS MPOOIEMH MOXHA ckopuctatucs Keaopamom [exapma (TQM
systems, 2020)Pene [dekapt — ppanmy3bpkuii inocod, Qi3uk, MaTeMaTHK, SIKH PO3poOUB
yHIBEpCaJbHY CHUCTEMY MPUUHATTS pilieHb. 1 mpoBeneHHs I1i€l METOAMKH TOTPIOHO
PO3KPECIUTH apKylll Manepy Ha YOTHPU YACTHHH, Y KOXKHIH 3 SKUX OyayTh MICTHTHCA
BIJIMTOBi/Ii HA YOTUPH 3ATTUTAHHS.

e]1]o Oyxe, SIKIIO 11€ CTAHETHCS?

e[llo Oyne, AKIIO IILOTO HE CTAHETHCS ?

e Yoro He Oyze, SIKIIO 1€ CTAHETHCS ?

eYoro He Oyze, AKIIO 1ie He BiAOyaeTbes?

Ha pucynky 1 mpeacraBieHo cxemy poOOTH 3 €I METOIUKOIO 1 IPUKJIAI.

VY KOeH 13 YOTUPHOX KBaJIpaTiB MU BIUCYEMO TEBHI (pakTH, siKi BigOynyThes abo Hi, K
1 mependagae meromosorist Jlekapra. ToMy 10 METOIUKY JOIIFHO BHUKOPUCTOBYBATH JISI
aHaJi3y HACHiAKiB, 3 SIKUMH MOXE 3ITKHYTHCS >XepTBa Kibep3mounmHy. Takox OTpUMaHHA
CIIUCOK MOHA BHUKOPUCTATH JJIsI €MOLIMHOTO aHalli3y CTaBJICHHS J>KEPTBH N0 CHUTYyamii i
BTpPAT, 3yMOBJICHHX LII€I0 cUTyaliel0. MoxkHa 00paTH TpH Pi3HI KOJILOPH, HAPUKIIA/: CHUHIH,
YOPHHUH 1 TTOMapaH4eBHi, /I YOPHUM MMO3HAYNTH HAHOIIBII eMOLIWHO 3HAYHY BTpaTy (KOJIHU
MOKH 110 HABITh CKJIAJTHO YSBHUTH, SIK IEPEKHUTH HACIIJKH BTPATH), CHHIM — BTPATy CEPEIHBOT
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TSOKKOCTI, HACTIIKK SIKOi CKJIaIHO, ajileé MOYKHA TEePSKUTH (€ BapiaHTH BHPILICHHS IPOOIeMH),
MIOMapaH4YeBUM — BTPATy, HACJIIKU K01 He OyIyTh OCOOIUBO BiTUYTHUMHU.

Kibepszroummmi orpumars iHgopmaiio
HPO MO0 GaHKIBCHKY KapTy

/ \ / PiHaHCOBI BTPaTH; MoF rpomi \

Kmappar /lexkapra

: 3amHIIaThCs TPY MeHi;
IIlo BY/IE, Mo 6ye, sxmjo ne s e S orpumaro
AKWIO e BiAGYyAeThCH HE Bigbyaerscsa Py ﬂg’;’:&mmﬂ BIpaTH; JKHTTEBHH JOCBIT;
FAR AN Har/is1Ho IIepeBiplo CHCTeMy,
Oesrrexs cBOro Hanky.
Yoro HE 6yze, Yoro HE 6yze, SKmo He 3MoXxy KyImHTY cobi Te, 3aiBoro crpecy;
AKIO Ije BigOyAerscs ne HE BigGyaeTscs 1mo 6ys10 3a1TaHOBaHo. Iepesunycky 6ankiscexol

KapTy.

Puc. 1.KBanpar [lexkapra 3 npukiagom

SIKII0 BH CTaJIM JKEPTBOIO KiOEP3TIOUMHY, TAKOK BAXKIIMBO NaM’ ATATH TaKi MOCTYJIATH.

VY pa3i eKOHOMIYHOTO 3JI0UYHMHY NMOTPIOHO 3BEPHYTHUCS A0 OAHKY 3 MPOXaHHSAM BIIMIHUTH
iaTixk abo noBepHyTH rpomr (y OaHKaxX € CBOS cHCTeMa OE3MeKH i BiIIUTH, sIKi 3aiiMaloThCs
Kibep310unHaMM) SAKIIO Tpeba —3a0I0KyBaTH 0AHKIBCHKY KapTKY.

Y pasi cekcyadbHHMX 3J7049MHIB (IIaHTaXXy) HE MiJJaBaTUCS TaHilli, TOBIJOMUTH
KIOEep3JIOUMHITIO, IO BaM TMOTPIOEH Yac Ha PO3IyMH, 1 JOMOBUTHUCS MPO SKOMOTa JIOBIITUN
nepion yacy ais cebe. [lam'staiite, mo po3idpaTucs 13 CUTYyali€lo KiOep3I0UUHY CAaMOCTIHHO
OyBa€ JOCHTH CKIIAAHO, TOMY Kpallle 3BEPHYTHCS IO JOMOMOry (1o OaThKiB, YYHTEINIB,
aJIMIHICTpAIlil IIKOJHM, TCUXOJora, Kioepmosimii). YacTto MiUITKA IIyKarOTh MOPaaH 1
JIOTIOMOTH Yy CBOTX OJIHOJITKIB, ajie 3a0yBaloTh, 110 MiJTITKA TYKE 9aCTO OOMEXKEHI Y CBOEMY
KUTTEBOMY JIOCBi/Il Ta MOKIIMBOCTSIX BUPILICHHS MPOOJIEMH B MPaBOBOMY MoJii. ToMy Kparie
MPOCUTH MPO TOTIOMOTY Y AOPOCIHX, IKUM BU JIOBIpSETE.

VY pasi kibepOysaiHTy B COI[iaJIbHUX MepeXax YW Ha MEeBHUX BeOcaiTax, MOIIMpPEeHHS
KOHTEHTY, SIKHI IIKOAUTH PEMyTallii Ta JIOJACHKIHN T1AHOCTI )KepTBU OYIIHTY, CIiJ 3BEpHYTHUCS
70 MojepaTopa 4 aJMiHICTpaTopa couiajdbHOi Mepexi abo BebOcaiiTy. [loTpibHO HammcaTh
CKapry, y SIKiii MOSCHUTH CHUTYAIlil0 1 TIOMPOCUTH BUAAIUTH a00 3a0JOKYBaTH BiAMOBITHUN
KOHTEHT.

Ko BM CTamu KEPTBOK KiOEP3JIOYMHINB, TEpIe, 10 BaM MOTPIOHO 3pOOUTH, IIe
3BepHyTHCS 10 KiOeprmomimii 3a TenmedorHom 0-800-505-170 abo Hammcatu JHCT Ha
enexkTpoHHy anapecy callcenter@cyberpolice.gov.udakox Ha caiiTi kibepmomimii MoKHA
PO3MICTUTH €NEKTPOHHE 3BepHEHHS. Y miid ¢opmi cmig 3azHauntu cBoe IIIb, nary
HApPOJKCHHS, IMaCIIOPTHI JaHi, KOHTaKTHUH HOMep TenedoHy, e-mail,aapecy npoxuBaHHS, a
JaJti BUKJIACTH CYTh MOJil, a caMe: jie (Ha SKOMY IHTEepHET-MalaHIKKY), KOJIH, Y KU CIoCi0
OyJI0 CKOEHO 3JIOYHH, SIKI 30MTKH BiJl CKOEHOTO 1 UMM II€ MATBEPKY€eThCs. [licist onucoBoi
YaCTHHU TpeOa BUKIACTH MPOXajbHY, JIe MONMPOCUTH BHECTH Bainy 3asBKy B €P/IP (€xunwmii
PEECTP JOCYIOBHX PO3CIIiyBaHb) 1 MOYATH JOCYI0BE PO3CIIAYBAHHS, KPIM TOrO, BU3HATH Bac
MOTEPIJIO CTOPOHOIO B IIiif CIIpaBi.

Takoxx nep)kaBa rapaHTye KOXKHOMY T'POMAJISHHHY paBO Ha OTPUMaHHS 0€30IUIaTHOT
npaBoBoi jornomoru. i 1poro morpioHo TenedoHyBaTH 3a HOMEpPOM E€IMHOTO KOHTAKT-
rearpy 0-800-213-103 (i101060B0 i OE3KOMITOBHO B MeXax YKpaiHH 31 CTal[iOHapHHX i
MOOUTPHUX TenedoHiB) abo HajaicnaTth 3asBy 10 HarionampHOi Kowmicii 31 CTaHAapTiB
nepkaBHOT MOBH (110 Hamae OE30IUIaTHY MEPBUHHY IMPABOBY [OMOMOTY) Ha CICKTPOHHY
anpecy: info@mova.gov.ua
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IOPUINYHI ACHEKTU KIBEPBE3IIEKH

Ha >xanp, mpaBoBa KyJbTypa YKpaiHCbKHX T'PDOMAJSIH 3 NMHTaHb KiOepOes3meku Hapasi
nepedyBae HE HA HAJICKHOMY pPIiBHI 1, BIIIMOBIIHO, MaJl0 XTO I[IKABUTHCA 3aKOHOJABUYMMHU
acreKTaMy, MOB’ sI3aHUMH 3 Kibep3mounHamu. A poTe OyTu 00i3HaHUM Y 11ii cdepi, Ha Hamry
IYMKY, HQJI3BUYAHHO BaXKITHBO.

Ha cporonni npaBoBe nosie iHpopmaniiHoi 6e3nekn YKpaiHu CTBOPIOIOTH!

1) Kousentiss Pagu €Bpornu mpo KiOEp3IOYHMHHICTH Ta iHINI MIXHAPOIHI JTOTOBOPH,
3roy Ha 000B'SI3KOBE TOTpUMaHHS AKkuX nana Bepxosua Paga Ykpainu,

2) 3akonu Ykpainm «IIpo OCHOBHI 3acamu 3abe3meucHHs KiOepOesmeku YKpaiHu»,
«Ipo indopmauito», «Ipo 3axuct iHpopmamii B iH(pOpMaIiiHO-TENEKOMYHIKAIHHIX
cuctemax», QIpo HamioHaapHy 0e3neKy YKpaiHu» Ta 1HIII 3aKOHH;

3) Crpareris inpopmaniitnoi 6e3neku Ykpainu i Ctpareris kibepOe3neku YKpainu;

4) KpumiHanbHHI KOAEKC YKpaiHU.

Y KpuminaapbHOMY KOJCKCi YKpaiHH 3JI0YHHHM, SKi 3IIHCHIOIOTBCS B KiOepmpocTopi,
pO3TIAIAIOTECS B po3auii 16 «KpumiHambHI MpaBOMOpYIICHHS Yy cdepi BUKOPHCTAHHS
CIIEKTPOHHO-00YHCITIOBAILHUX MaIIHH (KOMITTOTEPIB), CHCTEM Ta KOMITIOTEPHHUX MEPEex i
MEpEeX eJIEKTPO3B'I3KY» 1 IPEACTABICHI TAKUMH HOPMaMH:

cm. 361 — HecaHKIIIOHOBaHE BTPYYaHHS B pPOOOTY €JIEKTPOHHO-OOYHCIIOBATHHUX
MamurH (KOMITTOTEpiB), aBTOMAaTH30BAaHMX CHCTEM, KOMI'FOTEPHHUX MEPEK YU MEPEK
€JICKTPO3B'A3KY;,

cm. 361-1 — cTBOpEeHHs 3 METOK BUKOPHCTAaHHS, PO3MOBCIOJKEHHS abo 30yTy
IIKiUTMBUX TPOTPAMHUX YH TEXHIYHHMX 3aC00IB, a TAKOXK 1X PO3MOBCIOKEHHS 200 30YT;

cm. 361-2 — HecaHKIIOHOBaHI 30yT ab0 PO3MOBCIOMKEHHS iH(OpMAIlil 3 00MEKEHUM
JOCTYIIOM, $iIKa 30epira€TbCs B EICKTPOHHO-OOYMCIIOBAIBHUX MalinHax (KOoMI'toTepax),
ABTOMATHU30BaHHUX CHCTEMaX, KOMITFOTEPHUX MEpekax abo Ha HOCIsX Takoi iHdopmarrii;

cm. 362 — HecaHKUIOHOBaHi 1il 3 iH(opMmarli€, sika 00pOOISIETECS B EIEKTPOHHO-
OOYHUCITIOBAILHUX MAaIMHAX (KOMI'TOTEpax), aBTOMATH30BAHUX CHCTEMaX, KOMITHOTEPHUX
Mepexax abo 30epiraeTbCsi Ha HOCIAX Takoi iH(opmalii, BUMHEHI 0C000I0, sIKAa Ma€e MpPaBO
JOCTYITY JI0 Hei,

cm. 363 — mopyIIeHHs. MPaBUJI CKCILIyaTallil eJeKTPOHHO-00UYHCITIOBAIbHAX MAITHH
(koMI'tOTEpiB), ABTOMATU30BAaHMX CHCTEM, KOMITFOTEPHUX MEPEK YU MEPEX CICKTPO3B'A3KY
a0o0 TOPS/IKY YU MPABUII 3aXKCTY iH(OPMAIlii, sIKa B HUX 00pPOOISIETHCS;

cm. 363-1 — mepemko/KaHHS PpoOOTI  EIEKTPOHHO-OOYMCITIOBATBHUX — MAIIWH
(koMm'tOTEpiB), ABTOMATU30BAaHMX CHCTEM, KOMITFOTEPHUX MEPEK YU MEPEX CICKTPO3B'A3KY
IIITXOM MacOBOT'O PO3MOBCIOJIKCHHS TIOB1IOMJICHD €JIEKTPO3B'SI3KY.

Takox 10 nporo nepeniky noTpioHo BigHecTH cm. 176 (mopylieHHs: aBTOPCHKOTO MpaBa
i cymikuux npas), cm. 190 (maxpauctso) i cm. 209 (meramizamis (BizMuMBaHHA) MaiiHa,
OTPUMAHOTO 3JI0YMHHHUM IILISIXOM).
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IMPAKTUKYM Ne 1

Memoouka «/Ianowagpmua mana nomenuyiiinux Kivepzazpoz»

Jnst Toro mo6 chopMyBaTu y IiTel HaBUYKH MPOTHCTOSIHHA Kibep3arpos3am, CIo4aTKy
MOTPIOHO «M’SIKO» BBECTH iX y TE€MY, CTBOPHUTH MIAIPYHTS, Ha SKOMYy Oyzae moOynoBaHO
dopTenro BMiHB Ta HAaBUYOK MPOTHCTOSIHHA KiOeppusukam. CywacHi JiTH Jlinmie
3amam’ SITOBYIOTh 1H(OpMaIlio, TMPEICTaBIeHY Yy BHIJISAAI Bi3yalbHHUX 00pa3iB, 0COOJIMBO
00pa3iB, sIKi BOHM CTBOPUIIM caMi, Y SIKi BKJIaJU BJIACHY JIOTIKY, YABJICHHS Ta CUMBOJIA. ToMy
MU MPOIMOHYEMO PO3IOYATH O3HAHOMIICHHS JITEH 13 UM KypCOM 3a JOTIOMOTOK) aBTOPCHKOI
MeToaukn «langmadTHa Mana MOTEHIIHHUX Kidep3arpo3», mo 0a3yeThcss Ha MPUHIUIIAX
apTTeparrii.

[{ro MeTOoaUKY MOXHA BUKOPUCTOBYBATH SIK JUIS IHIWBIMyadbHOI, TaK i Ui TPYMOBOT
poboTu. Ase Hapa3i MU PO3IIISTHEMO 11 B TpymnoBii Bepcii. Takoxk, 3Baaloun Ha BUMOTH Yacy,
MPECTaBUMO METOJMKY JUIs IPOBEICHHS B OHJIAlH Ta odaifH-popmarax.

OCHOBHOI0 METOI0 TPOMOHOBAHOI METOAMKHA € CTBOPEHHS Yy CBIIOMOCTI JiTei
LUTICHOTO 00pa3y Kibep3arpo3, i3 IKUMH BOHH MOKYTb 31TKHYTHCS B IHTEpHET-IIPOCTOPI.

3aBaaHHA.

[IpoananizyBaTu BiacHi 3HaHHS 1010 MOKJIMBUX Kibep3arpos.

CtBopuUTH Bi3yasIbHHI 00pa3 manamadTHOI Marmu KiOEppPHU3HKIB.
BinpednexcyBatu BracHi eMo1ii Ta MOYyTTs MIOA0 Pi3HUX Kibep3arpos.
CdopmyBatu ysBIECHHS PO KIOEPPU3UKH 111 Yac BIHHU.

. IlopiBHATH KiOEppU3UKH BOEHHOTO Yacy 3 Kibeppu3uKaMyu MUPHOTO MEPiojy.

PCKOMCHILYCMO PO30OUTH METOMKY Ha TPH CMHUCIIOBI OJIOKH 1 TIPAIIOBATH 3 HUMH B Pi3HI
IIH1, OCKIJIbKM €MOIliiiHe HaBaHTA)XEHHS Ha JITeH, SKIO MPOBOAUTH BCl TpHU OJOKU MiApPAL,
MOXe OyTH B3HAYHMM. A 1€ MOXE€ 3HH3WTH PIBEHb CIOPUUAHATTS HUMH iHMopmarii i
3aJIy4E€HOCTI JI0 TPOIIECy.

TpuBaJicts 6J10KiB pi3Ha.

bnok 1. CtBopenns nanamadTHOI Manu noTeHIiMHUX Kibep3arpo3. OpieHTOBHMIA yac —
1rox. 40xs.

brnok 2. 4 1 xiGep3arpo3u. Emouiiina peduekciga. OpientoBHMI yac — 60XB.

brok 3. KiGep3arpo3u BoerHoro yacy. OpientoBHuit yac — 1roa. 30xB.

aRwn e

bnok 1. Cmeopenna nanowagpmuoi manu nomenyiiinux Kioepzazpos

Ownnaitn Odnaiin

IncrpymenTapiii (o  moTpiOHO s
NPOBEJCHHST OJIOKY): BaTMaH, KOJIbOPOBI
MapKepH, KOJIbOPOBHI TaIlip, KJIeH, HOKHIII,

IncrpymenTapiii (o  moTpiOHO s
npoBe/ieHHsT OJIOKy): OgHa 3 mporpam, 3a
JIOMIOMOTOI0  SIKKX  MOXXHa  CTBOPUTH

creriep, apkymn ¢opmary A4 Ta iHm
Marepiaigd, 3a JIONIOMOTOI0 SIKHUX [ITH
MOXYTh BUSIBUTH CBOIO KPEaTHBHICTh (cTapi
KOJIbOPOB1 JKYpHAJIU, TYA3WKH, TUIACTHIIIH,
IITY4YHI KBiTH, HAMUCTHHKH).

Mind map. Mu pekomenayemo: Coggle —
OHJIAMH-I0AaTOK s cTBopeHHs Mind map
(mepenbayeHo OE3KOIITOBHUI TapUpHUI
wian). Cepsic mpaitioe B Opaysepi. ITix gac
poboTtu MOKHA BUKOPUCTOBYBATH
300pakeHHs, 1HAUBITyaJIbHI KOMIPHI CXEMH,
a CTBOPECHI Mald MOYKHA EKCIOPTYBaTH Y
dopmari PNG abo PDF. J[lomarok
HOIATPUMYE CHUIbHY, Pa3oM i3 KOMaHOIO,
pobory max mpoektamu (Coggle YouTube
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Channel, 2016), tomy #oro MoxHa
BUKOPUCTOBYBATH JIJIsl TPYIIOBOT pOOOTH.
[Iporpama iMindMap — cepBic Bifg
CIIAaBHO3BICHOT'O Toni b’ro3ena,
OCHOBOITIOJIOXKHMKA,  aBTOpPa  METOJMKH
noOy/I0BH MEHTaIbHUX KapT (meperndadeHo
poOHUA TEpMiH OE3KOIITOBHOTO
BUKOPHUCTAHHSI IPOTATOM 30 nHiB).
[Iporpama TPOTIOHYE YOTHPU PEKUAMHU:
¢ikcarist i€l 1 TyMOK, MO3KOBHH IMITYpM,
CTBOPDCHHS  IHTEJIEKT-KapT, KOHBEpTAIlis
nanux y npeseHTamii 2D 1 3D, ITI®-daiinu,
tabmui Ta inmn gopmaru (Coggle YouTube
Channel, 2016). Lo nporpamy
BHKOPHUCTOBYIOTH TUTS IHIUBITyaIbHOT
pobotr. Bu Takox MOXKETe CKOPUCTATHCS
OyIb-IKMMH 1HITUMH TIPOTrpaMamMH.

Xix podortu:
1. Beryn — 20xs.
2. CrBopenns aptipoaykry (Mamu) — 45xB.
3. OOroBopenHst — 25xB.
4. 3amepmiennas — 10xB.

Beryn

3BEpHEHHS MoJiepaTopa:

Kooicen i3 sac max yu inaxwe cmukascs i3 3aepozamu, aKi maims y codi inmepHem-
cepedosuue... Mooxciueo, xmoco empauas cpowii uepes Kibepuiaxpaiicmeo, y Ko20Cb
31AMY8ANU YU BUKPAOANU AKAYHMU 8 COYIAIbHUX MEpexncax, Xmocb Cmasds Hepmeoio
KibepOynincy, a 6 K020Cb Ni0 BU2NA00M OPYIHCHbO20  CRIIKY8AHHA  UOYPIOBAIU
KoH@IiOenyitny ingopmayiro. He 0606’ 13k060, o ma yu inwa icmopis mpanuiacs came 3
gamu, ane, MONCIUBO, I3 BAULUMU ZHAUOMUMU YU OPY3AMU, 8U MO2IU NPO WOCL MaKe 4ymu
8i0 OambKig, yumamu 8 iHmeprHemi a60 OUBUIUCS NO MENEBIZ0PY.

Mooiceme poznogicmu, wo am i00MO Npo 3a2po3u 8 iHmepHemi'?

Jlanmi mMozpepaTtop NMpPONOHYE AITSAM BUCIOBUTHCA, PO3Ka3aTh CBOi abo 4dyxi icTopii.
3anucye MoBiIOMJICHE NITHbMU Ha JOMIII, 100 yci Oavriy.

SIKIo JiTH Mpo MIOCh HE 3rajlajid Y CBOIX PO3MOBIISIX, MOJAEPATOP MA€E JTOMIOMOTTH i
PO3IIOBICTH CBOIO ICTOPIIO.

SKmo K AITSM CKIAQAHO MPO 1€ TOBOPUTH, MOXKHA 3BEPHYTHCS O CHEI[iaTbHO
MIITOTOBJIEHOTO CIMCKY MOXJIMBUX 3arpo3 B IHTEPHETI, MO0 TaKUM YWHOM IMiATPUMATH
obroBopenHs 11i€l Temu (quB. logarox 1)

[Ticns  xoxHOI  icTopii  MOTPiIOHO [Ticns  xoxHOI  icTopii  MOTPiIOHO
JaBaTH Ha3BY KIOEPPHU3UKY 1 3alMMCYBATH II0 JaBaTH  Ha3By  KiOeppusuky.  Hasmy
Ha3BY Ha JIOIIIIi, 110 ii BCi OaumIIH. 000B’ 13K0BO Tpeba Bi3yalli3yBaTH, TOMY MH

MPOTIOHYEMO Ha3HAYUTH KOTOCh
BIJIMOBIJAILHUM 32 IO JUISHKY POOOTH:
3amUCyBaTH Ha3BU y ceOe Ha KOMIT I0Tepi 1
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JIEMOHCTPYBATH Ha €KpaHi, mob yci 6aunau
3arajibHy KapTUHY.

Baxnuso! KiGeppusuku He MoxxHa HymepyBaTu! VY giteli He mae (opmyBarucs
HACTaHOBJICHHS, IO SIKMHCh PU3MK CTOITh HA MEPLIOMY MICIIi, a SKUIICh — HA OCTAHHBOMY.
MonepaTop TakoX MOYe MPOTOBOPUTH 1€ TPABUIIO.

Ha 3aBeprieHHss 0OTOBOpeHHsSI Ha JOMII O0OB'SI3KOBO MalOTh OyTH 3a3HA4€HI Taki

OCHOBHI KiO€pPHU3UKH:

e OimmHr, 260 KeTIHIHT
Cnydinar
Tponinr, abo daeiiminr
Crankinr
KiGepOyminr
Ki6epOoiikoT
CekcTuHT
Kibeprpyminr
Petunr

CTBOpEeHHSI APTHPOAYKTY

3BEpHEHHS MOJiepaTopa:

Tenep, Koau mMu npo2o6opuiyu OCHOBHI
3a2po3u, s NPONOHYI0 6aM CMEOPUMU 6AULY
8ACHY JNAHOWADMHY Many HNOMeEHYIUHUX
Kibeppu3ukie, abo ix we MOJNCHA HaA36amu
inmepuem-3azposamu. Ilepeo eamu nexcamo
PISHOMAHIMHI Mamepianiu, 6UKOPUCMO8Ylme
ix y ceoii meopuocmi.

3BEpHEHHS MOJiepaTopa:

Tenep, konu mu npo2o8oOpuUNU OCHOBHI
3aepo3u, s NPONOHYIO 8AM CMEOPUMU BAULY
8ACHY JNaAHOWADMHY Many HNOMEeHYIUHUX
Kibeppu3ukie, abo ix we MOJNCHA HaA36amu
inmepuem-3azpozamu. [na  yvoco  6u
Modiceme suxopucmamu 00UH i3 000amKie
ot cmeopennsi Mind map. s epynosoi
pobomu s pexomenoyio Coggle, nocunanns
Ha  HbO2O  3apasz  CKUHYy 6  uam
(https://lcoggle.it/)are saxwo y sac € enacni
npono3uyii, ix ModcHa 062080pumu.

Bu mooceme cmeopumu many nomenyitinux xibeppuszuxie Ha c6ili po3cyo, HA C6il

cmaxk, ane... € KibKka yMog:

1. Ile mae Oymu came mana. Bu koau-nebyov oOauunu many? 3 noznauxamu,
OKpecieHuMU mepumopiamu i m. in. Bona mae 6ymu npocmoro i 3p03yMinor Hagims
OOUWKINbHAMKY (30 YMOBU, WO OOWKIILHAMKO 6MIE YUMAMIL).

2. Axwo eu 6ydeme GuKOpUCMOB8Y8AMU AKICb YMOBHI NO3HAYKU, IX PO3UUPPOEKY

00086’ 13K060 mpeba 3a3Havamu Ha Mani.

3. Bawa mana mae micmumu 6ci 3a2po3u, Npo SKi Mu 2080puil, i, MONCIUBO, We
AKICb, AKI 8U 32a0aeme nio yac pobomu HAO YUM 3a80AHHSIM.
4. Posmiwenns Ha yit mani eremenmia, ixui oopma ma po3mip i Hagimov KOJIbOPOBULL

CYNposio — yce mMac 6ymu no2004ceHo 3 ycima uienamu epynu ooHocmauno. Lle easxciusa
ymosa! fAxkwo xmocv mae ceoe bauenHs po3miujeHHs enemeHmis, 6am NompioHo Oyoe
BCMYRUMU 8 NepeMOSUHY | OTMU 3200U MUM YU iHWUM cnocobom. I nam’ amatime, wo 6u
podume cninbHy cnpasy, a He 8i0cmMoreme iHOUBIOYAaIbHI NepPeKOHaAHHS!

Hacamxkineyo 0am éam oOHy nopady. 00 mozo, ik nouneme Qi3utuHo CmMeopoeamu
many, 06e206opims i noecodvme komnozuyiro. o i de 6yde pozmawiosano? 3a axum
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npunyunom? Toomo womy came yeii eremenm mae o6ymu pozmawosanuti came mym? Lo 3
YuM elemMeHmom nog’ a3ano? Axumu 6yoyme medxci midic enemenmamu? i m. ix.

Ha cmeopenns manu y eéac € 45 xeunun. 3a 10 xeunun 0o 3aeepuiennsn s nooam eam

cuecrnan. Yac niwos!

Jlns MaJeHbKMX YYacHHUKIB (MOJIOAIIMI ab0 cepefHii IMIKIIbHUE BiK) MOaepaTrop

MOJKE 3alpONOHYBAaTH MPEACTAaBUTH KiOepHEOEe3MeKH y BUTIAAI (paHTACTUYHHMX TBApHUH 1
HAMaJIOBAaTH KapTy 300I1apKY, A€ BOHU MEIIKAIOTh.

OO0rosopenns

3BEpHEHHS MoJiepaTopa:

A 6ayy, wo many eu cmeopunu. Posxkasxcims menep, 6y0b nacka, npo Hei...

[ToTpiOHO maTh AITAM Yac Ha MPE3EHTALII0 CBOET pOOOTH.

Jlam 3a I1OTOMOTOI0 BIIKPUTHX 3alUTaHb OOTOBOPHUTH PE3yJabTaTH iXHBOI POOOTH.

3anuTaHHS BiJ] MoJepaTopa JONOMOXYTh JITAM Kpalle OCMHCIUTH CBOIO pPOOOTY i
BipediekCyBaTH MOMEHTH, Ha SIKi BOHHU B MIPOIIeCi poOOTH, MOKIIMBO, HE 3BEPTaJIU yBary.

Ha mo moTpiGHO 3BepHYTH yBary IiJl 4ac 0OrOBOPEHHS 3 AIThbMHU Maru MOTEHIIHHUX

KiOeppHU3HUKiB:

1)

2)

3)

4)

5)

6)

Ha TIPUHIIUII, 32 SIKUM JIITH PO3TallOBYBAJIM €JIeMEHTH Ha mami. ToOTo 4u € meBHa
Jorika moOyAOBH, YU, MOXIJIMBO, €IEMEHTH PO3TalIOBaHi AOBUTLHO. [Ipo mpuHIUI
moOy10BH MOYKHA I3HATHUCA i Jac npe3eHTarii MarIlu.
Moxe OyTu KijgbKa NPUHIMIIB MOOYJOBM MamM IOTCHUIHHUX KiOeppHU3HKIiB.
Hampukiman, Big 3arposm, IO TparuisiETbCsl HaWdacTime, 10 piakicHoi abo Bif
3arpos, IO JIAKae JiTel HalOuibIne, M0 Ti€l, U0 JsKae HaiiMeHine. Takox HiTH
MOXXYTbh TPYIyBaTH 3arpo3u 1 po3MIIITyBaTH iX sIK Okpemi cermeHTH. Hampukian, 3a
NPUHIIMIIOM 3JTy4CHHS JII0/IeH Y cuTyalliro Kibep3arposu (qBoe abo rpyma);

Ha ICHTPAJbHUN €JIEMEHT Ha KoJaxi. Y IEHTpl Moke OyTH pO3MillleHa OJHa i3
3arpos, abo me  Moxe Oytu NEPETUH KIJIBKOX  Kibep3arpos.
Jlnst  aHamizy pO3MIIIEHHS €JEeMEHTIB Ha JaHmmaTHIA Mari MOTEHIIHHUX
kidep3arpo3 MoO)XKHa BHMKOPHCTOBYBAaTH NPHUHIUIM TOOYAOBHM KOJaXiB B
apTTepareBTHYHIN MPaKTHIL,

HasBHICTh YITKMX MEX y KOXHOI 13 KiOep3arpo3. SIKmo mex Hemae, MOTPiOHO
YTOYHHUTH, YOMY Il came Tak. | 3a3Ha4uTH, y SKUX €JIEMEHTIB LIUX MEX HeMmae. Y
pas3i IHAMBiNYaJdbHOI POOOTH II€ MOXE CBIAYMTH TNPO HASBHICTH MOIMEPEIHHOTO
JOCBITy B3a€MOIIT TITEH 3 I1i€I0 KiOep3arpo3oio;

Ha BEJIMYHMHY AUISHOK KOXHOI 13 Kibep3arpo3 Ha Mami (sika i3 3arpo3 HaiMeHIIa, a
ska HaiOinbma). [ToTpiOHO yTOYHHTH, YOMY OIiTH OOpaiu came TakKi PO3MIpH s
KOXHOI 13 3arpo3,;

Ha KOJIbOPH JIIJITHOK KOXKHOI 13 Kibep3arpo3. Y TOUHHUTH, IO IS JAITeH 03HA4YaE TOM
YW IHIOUH KOJIp, KW CEHC BOHU B II€ BKIANAarOTh. /sl aHAmi3y KOJBOPIB Maru
MOTEHIIIMHUX Kibep3arpo3 MOKHa CKOPHCTATHCS KOJIHOPOBOIO CHMBOJIIKOIO TECTY
JIromepa,

HasBHICTh CHMBOJIIB a00 TEBHUX YTIJIE€Hb I Ti€l 9u iHIIOI KiGep3arposw.
YTouHuTH y AiTedl acomiamii 1 MONPOCUTH TOSCHUTH BUKOPUCTAHI CHUMBOIIH.
[ToTpibHO 3’ sicyBaTH, 110 IITH BKJIAAAJINA B TOH Y¥ TOH CUMBOJI.

3aBepuieHHS
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3BEpHEHHS MOJiepaTopa:
Cv0200Hi

MU  npayoeanu Hao memorw  Kibep3acpos.

Tlooinimvca  ceoimu

spaxcenusamu. o ona eac oyno yixaeum? Illo nHosoco eu 0ns cebe giokpuiu?
Moocnuso, 6y10 wocsy make, Wo He cnododAIOCH?

A nponomyro eam obpamu micye 6
K1aci, 0e Mu MNOBICUMO CMBOPEHY
eamu many NOMEHYIIHUX
Kibepzacpo3. Mu we  06ydemo
nosepmamucs. 00 Hei Ha HACMYNHUX
3AHAMMSX.

0608’ a3K060 30epedcimb c6ow0 many
NOMeHYitiHux Kibep3azpo3, OCKLIbKU MU
nosepHemocss 00 Hei HA  HACMYNHOMY
3auammi.

bnok 2. A i kioep3azpo3u. Emouiitna pegpaexcin

Ownnaiig

IncrpymenTapiii (o  moTpibHO s
MPOBEACHHS 0JI0KY): MirOTOBIIEH1
3a37aeriap Kpyri manepoBi (Gopmu s
CTBOpPEHHS MePCOHATBHUX 3HAUKIB,
KOJILOPOB1 MapKepH, KOJbOPOBUHM Tartip,
KJIeH, HOXHIII, CTEIJIep Ta 1HIII MaTepiaid,
3a JIOTIOMOTOI0 SIKMX JITH MOXYTh BUSBUTH
CBOIO  KpEaTuBHICTh  (CTapi  KOJBOPOBI
KypHaiu, TYA3WKH, TUIACTHIIIH, IITYYHI
KBITH, HAMHCTHHKH), Mama IMOTEHI[IHHUX
Kibep3arpos.

Xix podortu:
1. Beryn — 10xs.

Odnaiin
IncrpymenTapiii (o  moTpibHO s
NpoBeJCHHS  OJIOKy):  CTBOpeHa  Ha

MONEPETHHOMY 3aHSATTI Mara IMOTEHIIHHUX
kibep3arpos.

CtBopeHHS apTnpoaykTy (¢imok) — 15xs.

2.
3. OOroBopenHst — 25xB.
4. 3asepmiennas — 10xB.

Beryn

3BEpHEHHS MoJiepaTopa:

Cb0200Hi Mu dani usuamumemo memy Kiovepzacpos. Yu mipkyeanu u npo nomeHyiuHi
Kibeppusuxu i many, Ky cmeopuiu? Moocaugo, y eac 3’ a6unucv AKicb yikagi OymMKu 4u
ceixci i0ei? Moowce, 68U 3iIMKHYAUCA 3 AKUMUCL ICIMOPIAMU, NOB' A3AHUMU 3 YIEIO MeMOo?
Axrugo xmocwv xoue nodinumucs, mo, 6y0v 1dcKa. ..

Monepatop Mae JaTH yyacHUKaM 3MOTY IMPOTOBOPUTHU CBOT JYMKH, €MOIIiT Ta MOYYTTS,
SIKIIIO BOHH Y KOTOCh BUHHKJIH II[OJI0 TEMH IXHBOI POOOTH HA MOMEPETHHOMY 3aHSTTI.

3BEpHEHHS MOJiepaTopa:

IlogepHimocs 0o manu, AKy 6u CMEOPUIU HA NONEPEOHbOMY 3anuamms... Ckaxcimy,
KOIU 68U 3apa3z oueumecsi HA Hei, YU € y 8acC OAXNCAHHA WOCL 3MIHUMU 6 HIl?

Mooicauso, wjoco 0ooamu?

k1o B y9acHUKIB € Oa)kaHHS IIOCh OJAaTH 0 Mary, MOJIepaTop Ma€ JIaTh iM TaKy

3MOTy.
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CTBOpeHHs apTHpoaAyKTy ((pimok)

3BEpHEHHS MOJiepaTopa:

1 cbo2coOHi mu Oydemo 3 eamu
docnidacysamu, HACKIIbKU U 20MOBI YU He
20MOGI 3IMKHYMUCA 8 PEeANbHOMY JHCUMMI 3
mumu  Kibeppuzukamu, SAKi Mu 3 8aMu
po36upanu na nonepeoHbLOMY 3aHAMMI.

Ane cnouamky s xouy 3anponoHyeamu
gam cmeopumu  piwky, sAka 6 Ha
cumeoniuHomy pieni yocoonsana eac. Lo
Qiwxy mu 6yoemo euxopucmosysamu 0aui
nio uac pooomu. Y eac yxce € niocomoeneni
3azomosku y gopmi kyni. [[[o6 naoamu im
Oinbwiol  IHOUBIOYANIbHOCMI, 68U  MOdCeme
guKopucmamu mamepianu, wo J1excams
nepeo eamu. He 3abyoeme na Giwyi
3a3HAUUMU CBOE IM' 5.

s cmeopenns iwku y éac € 10xs.

3BEpHEHHS MOJiepaTopa:

1 cbo2coOHi mu Oydemo 3 eamu
docnidacysamut, HACKIIbKU 8U 20MOBI YU He
20MOGI 3IMKHYMUCA 8 PEeANbHOMY JHCUMMI 3
mumu  Kibeppuzukamu, SAKi Mu 3 8amu
po36upanu Ha nonepeoHbLOMY 3aHAMMI.

Ane cnouamky s xouy 3anponoHyeamu
gam cmeopumu  iwky, saka 6 Ha
cumeoniuHomy pieHi yocooasana eac. Lo
Qiwxy mu O6yoemo euxopucmosysamu 0aui
nio wac pobomu. Koowcen i3 eac 3apas
cmeopums Hosuu enemenm Ha mani. Lleu
ejleMeHm nompioOHO HA36aAMU BAWUM IM' M.
Jlo Hbo2o MmodicHa Oooamu MANOHOK abo
NO3HAYKY, wo 0yoe CcUM80ONI3y8amu 8ac.
3eepuimo yeacy, yeii enemenm He mae 6ymu
npus’ A3aHutl. 00 HCOOH020 3 Kibeppu3ukie,
wo edce € Ha Kapmi, 6iH Mmae Oymu
CAMOCMIUHUM, He3aNedNCHUM I J1e2KO
nepecyeamucs no Mani.

s cmeopenns iwiku y éac € 0o 5 xs.

Oo0roBopenns

3BEpHEHHS MOoJiepaTopa.:
Iloousimvecs, 6y0b 1acka, Ha many.

1) Hooymaiime, sika 3 npedcmasienux Kibep3azpos JIAKAE 8ac HalMeHue.

MozepaTop Ja€e KijbKa XBUJIMH Ha <dI0AyMaTH» i| BAKOHATH 3aBJaHHS.

Yomy eu obpanu came yio kibepzazpozy? Hu snacme 6u, Ak 6nopamucs 6 cumyayii,
konu simknemecs face to faces maxoro 3acposzo10?

Monepatop 1ae KOXKHOMY YJaCHHKOBI Yac BIATOBICTU Ha II€ 3amuTaHHSI. MOXIUBO,
MOJUTMTHCS BIIACHUM JIOCBIZIOM BpETyJtOBaHHS MPOoOJIeMHOI cuTyallii, 1o Oysa moB’ s3aHa

13 UM KiOEeppU3HUKOM.

2) A menep nodymatime, sKa 3 NPeOCMAGIEHUX Kibep3azpo3 ISAKAE 6ac Haubiibuie, i
nepemsieHimolnokiadime myou sauty iHOUGIOYaiIbHy QiKY .

Monepartop nae Kinbka XBUJIMH HA <«q10yMaTH>» 1 BAKOHATH 3aBJIaHHS.

AKwo ye modciueo, npokomenmylme, YoMy 6u obpanu came yio Kibepzaeposy. Lo
eac y Hitl 1aKae Haubinbwe? Axuo modxceme, nooinimvcs 81aCHUM OOCBIOOM.

MonepaTop a€ KO)XKHOMY YYaCHUKOBI 4ac BIAMOBICTH Ha 3alIUTAHHS.

3) Yu e cepeo npedcmasienux Kibeppusukie makxi, 3 SKUMU U 8XHCE CIMUKAIUCS 8
orcummi i MOYHO 3Haeme, wo pobumu 8 maxiti cumyayii? Komy 036onumu, sk oismu i
m. in.? Axwo maxux eapianmie Kiibka, nocmagme c80w (PiuKy Ha 0OHOMY 3 HUX, A [HWI

npoCmo npo2oeopimu y2010cC.

4) Yu esaccacme 6u wocb 3 npedcmasienoco Ha mani pizsHomanimms HE
3aepo3or0  306cim? Modxciugo, apxaizmom, MOXCIUBO, MUM, WO 3 6AMU HIKOIU He
mpanumoca? AHxwo mak, mo nosacHims uyomy? Hxwo maxkux Hemae, mo npocmo

3anuwaiimecs Ha OLIOMY NOJII.
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5) Yu € woco ceped npedcmasienoco Ha Mani pisHOMAHIMMS, WO U 3ACYOXNCYEMe
Hatbinbwe? Te, wo esascacme abconomuo nenputinamuum? [lJoco oone. Yomy?

6) Yu € wocw i3 npedcmasneno20 Ha Mani PisHOMAHIMMsL MUM, 3 UM OuU 6u XOMinu
simxkuymucs face to facewo6 eunpobysamu enacui cunu? Tum, wo 6u cnpuiimacme K
maxuil cobi uenenodxc ona cebe? [losedemecs uu ui? 3modxceme npomucmosmu yu Hi?
AKkwjo max, mo noacHimo, 4omy 6u 06panu came yeu pusux.

[Ile pa3 HarosocuTH, IO KEPTBOIO KiOEp3arpo3 MOKe CTaTH KOXKEH. IMyHiTeTy OyTH
He Moke. [ToTpiOHO OyTH MUIBHUM 1 PO3BUBATH KPUTUYHE MUCIICHHS.

7) A 3apaz eizbmimb pyuky U apkyui nanepy, HAnuwime HA HbOMY CHUCOK
suzHauenux Kibeppusuxie. Hanucanu? A menep nasnpomu KOMCHO20 3 HUX 3a3Haume mi
emoyii' i nouymmsi, AKi KOHKpemHO yell pusuK y 8ac UKIUKAE.

8) A menep, 00620 He pO3MIPKOBYIOUU, HANUWIMb HABNPOMU KOJHCHO20 PUSUKY IM'5
JIFOOUHU, Q0 AKOI 8U 36ePHYIUC O NO OONOMOR2Y, AKOU WOCh CX0dHCce mpanuiocs 3 eamu. Lle
00Ha i ma e M0OUHA, 4u pizHi? Xmo came yi 1ioou 0is eac? I axy 6 KoHKpemuo 0onomozy
8U Y HUX NPOCUTU?

3aBepuieHHS

3BEpHEHHS MOoJiepaTopa.:

Cb0200Hi MU npooosxCUIU pOOOMY HAO MeMON Kibep3azpo3, 00CHIONCYBAIU BaAlUi
CMAGNeH s, 3HAHHA, nouymms ma emoyii woodo Hux. Ilodinimecs, 6yow nacka, ceoimu
spascenuamu 6i0 zaumamms. llJo nosoco eu npo cebe Oiznaruca? Il]o eac 30usysano?
Moowcnuso, sikico 8iokpumms’?

bnoxk 3. Kioep3azposu éoennozo uacy

Onnaitn Odnaiin

IncrpymenTapiii  (mo morpioHo  mus  IncrpymenTapiii (o  moTpiOHO s

NPOBEJCHHS OJIOKY): CTBOPEHA Ha MEPIIOMY IPOBEICHHS 0JI0KY): CTBOpEHA Ha

3aHATTI Mara MOTeHITIHHUX Kibep3arpos. MONEPETHHOMY 3aHSATTI Mara IMOTEHIIHHUX
Kkibep3arpos.

Xix podortu:

1. Beryn — 20xs.

2. JlomoBHEHHS apTHpoaykTy — 30xB.
3. Oo6rosopennst — 20xB.

4. 3asepmiennas — 10xs.

Beryn

3BEpHEHHS MoJiepaTopa.:

Cb0200Hi Mu 3 6amu 3a8epulyeMo Hawy pobomy HAO Manow NOMEHYIUHUX
Kibep3aepos. I nopywiumo ckiaone numanHs npo Kioep3azpo3u 60EHHO20 Nepiooy.

Ax eu gsadicacme, yu GIOPIZHAIOMbCA KIDEPPUUKU MUPHO20 YaAcy 60 Kibeppusukis
B0€HHO20 Nepiody? Axkwo mak, mo yum came?

AKi 6u modiceme Hazeamu NOMeHYilHi KiDeppu3uKu 60€HHO20 nepiooy?.

3anucyeMo OOOB’SI3KOBO Ha3BH KIOEpPU3HMKIB BOEHHOTO TMEpioay 1 iXHI OCHOBHI
(KOpOTKi) XapaKTePHUCTUKH.
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CTBOpEeHHSI APTHPOAYKTY

3BEpHEHHS MOJiepaTopa:
Tenep, Konu Mu npocosopunu Kibep3azposu B0EHHO20 HAcCy, sI NPONOHYIO B8aM

00NoBHUMU BaUL) TAHOUADMHY MANy NOMEHYIUHUX KiDeppU3UKIE.

OO0roBopenHst

3BEpHEHHS MoJiepaTopa:

Bu donosnunu ceoro many nomenyitinux Kibepzazpos.

Aki nouymms y éac mana uKiukac 3apas?

Axa 3 npedcmasnenux na Hitl Kibep3azpo3 30aemvcs 8am HatcmpawHiuoio (UKIuKae
Haubinbwutl cmpax)? Yomy?

Ak 6u sgadicacme, 3 AKUMU I3 3A2PO3 BOEHHO2O YACY 6U 3MOMNCEme 6NOPAMUCS, d 3

AKuMU — He 0yoice?

3aBepiueHHs

3BEpHEHHS MOJiepaTopa:
Cb0200Hi MU 3a8epuiuny NPayO8amu Ha0 Mano NOMeHYiuHUX Kibep3azpos.

Ckaoicimb, 6yOb Jnacka, wo H08020 6u O0ns cebe eiokpuulyceioomunu nicis

002080peHHs Kibep3acpo3 60EHH020 Yacy?
A axuil 8UCHOBOK Ol cebe 6uU 3pOOUNU 3A2aAlOM 3AB0AKU POOOMI HAO MANow

nomeHyitiHux Kivep3azpo3?
Yu oconuna poboma nHao yicio memoro éawii craokilepaziuei micysn?
Lo pecypcrozo 6u 0ns cebe 835U 3a805KU ONPAYIOBAHHIO MeMu Kibep3azpo3?
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IMPAKTUKYM Ne 2
Juckycininuit kKiyo

OckinbkH yKpaiHCbKe CYCHUIBCTBO, K 1 Oy/b-sKe iHIe, HEOIHOPIAHE, IUTIOPATICTHYHE,
3 pI3HUMH AyMKaMH, TO3UIISMH Ta TMOJITHYHUMH 1J€sIMH, JTOCHUTh BaXKJIMBO CTBOPIOBATH
eKOJIOTIYHUHN Ta O6e3MeYHuid IpocTip U1t OOMiHY AyMKamH. 3 OISy Ha 1€ MU IPOIOHYEMO
BHKOPHUCTOBYBaTH (popmat aebdariB abo hopmaT TUCKYCIitHOTO KITyOy.

Jebamu — 1e cnemiagbHO OpPraHi3oBaHUM NyOJIYHMIA OOMIH JyMKaMH MK IBOMa
CTOpOHAMHU Ha 3amaHy Temy. lle TOHATTA Mae moBry ictopiro — Bix (inocodCchbKux i
nomiTnyHUX aebariB CrapomaBHboi ['pewii, uepe3 3acHoBaHi B emoxy IIpocBiTHUIITBa
JMCKYCIHI TOBApUCTBA 1 10 BCECBITHHO B1JIOMOTO HWHI HABYAJILHOTO METO.Y.

VY kjnacuyHOMY BapiaHTi Ae0aTiB NMUTAaHHS Ha OOrOBOPEHHS BHUHOCUTH TojioBa abo
MOJIEpaTOp, 3aBIaHHs SKOTO — PETYIIOBAHHS TUCKYCIi MiX JBOMa a0o0 OiibIle ydacHUKaAMU
nyOniyaux aebatiB. CrikepaM HaJlaeThes MEBHA KIJIBKICTh Yacy, 00 apryMeHTYBAaTH CBOIO
MO3HILIO. IM HE T03BOJSETHCS BIABATHCS 0 JMXOCIIB SI UM oOpaxkaTu IHIIUX OpaTopiB abo
BIIXUJIATHUCSA BiJ TeMu ae6ariB. Crikepu MaloTh MEPEKOHATH y CBOIH MPaBOTI TPETIO CTOPOHY,
a HE OJIHE OJTHOTO, TOMY B KiHII1 1e0aTiB MPOBOAUTHLCS TOJOCYBAHHS, IIIO0 MPUIHATH PIILICHHS
a00 BIIKJIACTH MUTAHHS IS oajibinux oorosopes (Thale, 1989p. 60).

Jlebati MOXYTh CTaTH IIAT(HOPMOIO HE TUTBKH JUI KPUTHKH, a i U1 PO3BUTKY HOBHX
i71ef Ta MOJIIIIICHHS CTapHX, BUSBIICHHS CUJIBHUX 1 CTA0KUX CTOPIH B apryMEHTAIlll OOHEHTa
Ta MOIIYKY OJHOIYMIIIB.

Huckycitinuii  k1y6 'y UIMPOKOMY pPO3YMIHHI MOXKHa pO3IIISAAaTH SIK  POJIbOBY,
iHTeNeKTyanbHy abo MpakTU4HY TPy, CYTh SKOi IOJSIrae B TOMY, IO JBI KOMaHAN
0OTOBOPIOIOTH 3aIPOIIOHOBAHY TEMY, NPH LIbOMY OJHA KOMaHJa apryMEHTOBAHO BiJCTOIOE
TIEBHY TMO3HUIIIIO II0/I0 3aIIPOIIOHOBAHOI TE3H, a 1HII — OMOHYIOTh 1.

Lli popmu Ge3neyHOro BUPAXKEHHS AYMOK MOKHA BUKOPHCTOBYBATH JUIsl OOTOBOPEHHS
OyIb-SKMX TE€M 1 MO3UIliKA. 3 OTJIAMy Ha crenudiky IbOTO MOCIOHMKAa MU TPOMOHYEMO JBa
BapianTu: «Pu3nku Kidepcouianizaiii» ado «OcobIuBOCTI BOEHHOT KibepOe3neKu».

Bapianm 1. Puszuku xibepcouianizauii

Sx Mu BXKe 3a3Hayda M, Cy4acHi JIOAM KUBYTh Yy CBITI TE€XHOJOTIH, SKi HEBIUHHO
po3BuBaiOThCs. ChOTONIHI CKJIAJHO YSIBUTH CBOE JKUTTA 0€3 KOMII I0TepiB, CMapT(OHIB,
TUTAHIIETIB 1 COIliaIbHUX Mepex. KomyHanbHI TuiaTexi 3MiHCHIOIOTHCS 4epe3 CremialbHi
caiTu, oruiata mpoi3ay B IPOMaJICbKOMY TPaHCHOPTI — 3a JOIMOMOTOI0 MOOIIBHOTO J0JATKY.
VY HUHINIHBOMY JKUTTI HE MOTPIOHO YeKAaTH MICSLSAMHU Ha JHUCT BiJ OJNM3BKOI JIIOJUHHM, IO
’KMBE B IHIIH KpaiHi, TOCTaTHHO 3POOMTH BiJCOA3BIHOK uepe3 SKype,mo6 modbauutu pigHe
obnuyus. | mou BXe 3BUKIIN 10 IMX O0€3CYMHIBHUX IE€peBar, BOHU KiOepcoliaai3yBaucs.

Kibepcoyianizayis (Bim rpen. Kybernetike —mmcrenrBo ympasminus; kKybernao —
npaBio KepMoM, ynpasisito; KxsecHFOG3T — kepmanny Ta anri. socialization -eoriasmizariis)
— TpoleC OBOJIOJIHHS HAaBUYKAMH KOPUCTYBAaHHS IHTEPHETOM, PI3HOMaHITHUMHU
POrPpaMHHUMH POAYKTaMHU BIpTYyalbHOI MEpEsKi, HACIIAKOM 4Oro € crenudiyHa couianizaris
0COOHCTOCTI.

Azne xibepcortianizanis, K 1 Oy1b-sSKui 1HIIKN poliec, MPUXOBYE B COO1 NEBHI PU3HKH.
IHKOM — 00’ €KTHBHI, IHKOJW — MOTEHIIIMHI, 1HKOJIM — BUTa/IaHi, a 1HKOJU — HEMHHYYl. Mu
MIATOTYBalld TEPETiK TEM IOA0 MPoOIeM, 3 SIKHMHU MOXE 3ITKHYTHCS JIIOJCTBO B IpOIeCi
PO3BUTKY TEXHOIOTiH. IX MOHa BMKOPHMCTOBYBAaTH Ul PO3AYMiB YM JHUCKYyCill Ha TeMy
kibepcomiamizanii (quB. Jomatok 2). BijblIicTh TeM MarOTh MCHUXOJOTIYHE CIPSIMYBaHHS i
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MICTSTh MOPAJIbHY AWiIeMy. BOHU TipecTaBiieHi y BUTIISAAI KapTOK. 3 OJTHOTO OOKY KapTKH —
Ha3Ba KibeppHU3UKY, 3 IPYroro — KOPOTKHUI OMUC mpoOIeMHu.

OcHoBHa MeTa Ii€i TPpU — JONOMOTTH YYHSIM PO3BUHYTH HABUYKH JIOT1YHOI 1
MOCTIIOBHOI apryMeHTallii B mMyOJiYHUX BUCTYIAax, yMIHHS CIIyXaTH W BiJICTOIOBATH BJIAcHY
MMO3UIIIO MiJ Yac B3a€MOMII 3 IHIIUMH JIFOAGMH, a TAKOXK ITOTVIMOUTH 3HAHHS IICUXOJIOTTYHUX
0co0IMBOCTEH Kibepcoiamizaiii 0COOUCTOCTI.

3aBaaHHA.

o [TopiBHATH OCOONHMBOCTI JKUTTS JIFOJACH JO IHTEPHET-CMOXHU 1 MiJ Yac Ifi€l enoxu, a
TaKOX CIIPOTHO3YBAaTH, SIK 3MIHUTBCS JIIOJICHKE KUTTS B HENAIEKOMY MailOyTHbOMY.

eHapuntu QopmyBaru JOriuHy 1 HpoAyMaHy apryMEHTAaLil0 JJsl 3aXHUCTy BIACHOI
JYMKH Ta TTO3HIIII.

o CopmyBaTH HaBUUKH ITyOTIYHUX BUCTYIIIB.

e HaBuuTH, ik OyTH BIIEBHEHUM Y cO01, BIIMTOBIIaI0YH HA 3aITUTAHHS ayIUTOPIi.

Oco061mBOCTI Ta IpaBWJIa NPOBEICHHS AUCKYCIHHOT0 KIyOy

YyacHUKIB IUCKYCIi AUTSATH HA JBI KOMaHIH, KOXKHA 3 SKUX CKIATAETHCS 13 IBOX abo
TPHOX CIIKEPIB.

KosxHa KOMaH1a MOKe MaTH JIBa-TpH KOHCTPYKTHBHI (CTBEPKYBaIbHi) BUCTYIIH 1 JBa-
TPU BUCTYIHU-CIIPOCTyBaHHs. Alie He Oinbire. [lepima koMaHga BUTONOITYE CTBEPKYBAIbHY
MPOMOBY, IICJsl YOT0 Jpyra KOMaH/a CHOYaTKy BHCTYIAE i3 CHPOCTYBAIBHOKO IPOMOBOIO
(ctipocTyBaHHSIM) Ha apryMEHTAIlil0, HABEJCHY IEPIIO KOMAH/IO0, MICHsA YOro BUTOJIOIIYE
CBOIO CTBEP/UKYBAIbHY TpOMOBY. [licis mporo mepiia KoMaHa BUTOJIONIYE CIHPOCTYBAIbHY
MIPOMOBY, a J1aJli — CBOIO CTBEP)KYBaIbHY.

ToOTO maH TaKuit:

Paynn | Komanga Ne 1. CtBepmkyBasibHA MPOMOBA
Ne 1

Komanma Ne 2. CipoctyBanbHa mpoMoBa

CynuiBcbKe pilieHHs

Paynn | Komanga Ne 2. CtBeprkyBasibHA POMOBA
Ne 2

Komanma Ne 1. CipoctyBaibHa mpoMoBa

CynuiBcbKe pilieHHs

Paynn | Komanna Ne 1. CtBepxyBasibHa IpoMOBa
Ne 3

Komanma Ne 2. CipoctyBaibHa mpoMoBa

CynuiBcbKe pilieHHs

AdipmatuB Mae BiacTOOBaTH BiacHy Temy. I[linm dac pebariB meperyisin TMO3MITii
KOMaH/H HE JOMYCKAEThCS.

Komanna, sika BUTOJNOCHIIA CTBEPIKYBaJlbHY IPOMOBY, Ma€ HaBECTH apryMEHTH i
J0Ka3M, M0 OyayTh MiAKPIILTIOBATA BU3HAYEHY No3uIlit0. [I[poMoBa Mae OyTu JOTiYHOIO, 1100
MEepEeKOHAaTH PO3YMHY, aje paHime HeoOi3HaHy o0co0y, IO PO3YMHIIIE BIPUTH IIHOMY
TBEp/UKCHHIO, HDK He Biputh Homy. PDaktu MawTh OyTM TOYHMMHU. J[03BOJIEHO
BUKOPHUCTOBYBATH Bi3yasjbHI Marepiaiu, ajie Mcis iX ONMPHIIOJHCHHS BOHU TaKOX CTalOTh
JOCTYITHAMH JJIsI apryMEHTAIII1 1HIIIOI KOMAH/I0I0 32 11 Oa)KaHHSIM.

45



Ko>kHOMY TIPOMOBITIO, SIK TUTBKH BiH 3aBEPIIYE CBili KOHCTPYKTUBHUHN BUCTYII, CTaBIISATh
3anmuTaHHs. BiH Mae BiAMOBigaTH Ha HUX 0€3 KOHCYJbTAI] 13 WieHaMHU KOMaHIU. 3alUTaHHS
MOXXYTb CTaBUTH SIK YICHW OMO3UIIIMHOT KOMaH/IH, TakK 1 risaadi. KokHe 3anutanas mae OyTu
YiTKO C(OpPMYIIbOBaHE 1 OE3MOCEPEAHbO CTOCYBATHCA TEMH Je0aTiB.

[Tin wac cmpocTyBasibHOI TPOMOBH (CIPOCTYBaHHS) HE MOXHA HABOIUTH HOBI
KOHCTPYKTHUBHI apryMeHTd. [IoTpiOHO BIiANOBiZATH HAa OCHOBHI apryMEHTH OIO3MILIHHOI
KOMaH/TH.

VY KOXHOI AMCKycii 3aBXau Mae OyTH eKkcriepTHa (CyqIiBChbKa) KOJIETisl, 0 BU3HAYHUTH
nepemoxisi. Cynai MaroTh 0a3yBaTH CBOE PIIICHHS BUKIIOYHO Ha MPEICTABICHUX TiJ Yac
JMCKYCil apryMeHTax 1 marepiajax, He Oepydyd A0 yBaru iHOIy iH(opMarliio, KO BOHH
MOXYTb BOJIOJIITH, a00 BIaCHY Cy0' €EKTUBHY MO3HIIIIO.

TpuBanicTs nuckyci

Jlnst muceMoBoi (hopmu poboTH TpuBalicTh craHoBuTh Big 60 xB. 10 lrox. 30xs.
3aJIeKHO BiJl IHIUBIAYaIIbHUX OCOOIUBOCTEH pOOOTH TPYIIH.

Jlnst nebariB TpuBaNIiCTh Oynme 3ajekaTw BiJ KUTBKOCTI payHIiB. Ha koxkeH payHn
(cTBep/UKYBAIBHUN BHCTYNl — BHUCTYI-3allEPCUCHHS — 4Yac, MPHUCBSIUCHUI BiINOBIIAM Ha
3anmuTaHHs) BimBoauThes 60 xB. Ha koxen Buctym maetscs 10 10 xB. + mo 10 xB. Ha yac
«GanuTaHHI-BIANOBIAI» 10 opaTopa. | me mo 10XB. — Ha yxBaJieHHs PILICHHS CYJ/1iBCHKOIO
KOMICI€I0, XTO TIEPEMIT Y IIbOMY payHIi.

PekoMeHyeMo BHKOHYBAaTH 1€ 3aBJaHHS y JIBa CMHCJIOBI OJOKH: CIIOYaTKy — B
iHaUBINyalbHOMY (opMaTi poOOTH, a MOTIM — y TPYMOBOMY. AJle, 3aJie’KHO BijJ 0OCTaBUH,
OIMHCaHI HaMU OJIOKU MOXHA MPOBOJUTH HE3AJIEKHO OJHMH BiJl OJTHOTO.

IncTpyMeHnTapiii: miaAroToBieHi KapTKH IS AWCKYCIHHOTO KiIyOy, apKyin mamnepy
dopmary A4, pyuku, HOyTOyK ab0 KOMIT I0Tep Uil KOXKHOI IPYNH YYaCHHUKIB 13 JOCTYIIOM JI0
inTepHeTy, mporpama Power Pointia morpebu), mpoekTop.

Jns pobotu 3 mepmmM OJOKOM MOJEpaTop OOUpae IUIIE YaCTUHY KapTOK st
JIMCKyCiiiHOTO KIyOy (Ha cBiii po3cyn). IHIy yacTHHY 3anuInae 1 OJIOKY TPYIOBOi pOOOTH.
(BaxknmBo, 106 KapTKU MEpIIOro i pyroro OJ0Ky He MOBTOpIOBAUCS!)

bnox 1. Poooma nao apecymenmauicio 8 nucbM0o60My 6U2na0i
(imguBigyansHHE GopMaT pobOTH)

Ha nmouaTky 3aHATTS MoJepaTop Mae 3alporoHyBaTH JITAM NOMIPKYBATH il ONUCATH, SIK
KWJIU JIFOM JI0 TIOSIBU IHTEpHETY (3 SKMMH TPYAHOIIAMH BOHHM CTHKAJHUCS, SIKI MEpeBaru
Masti). | MOpIBHSTH 1I0 KApTHHY 3 TUM XKHUTTSIM, K€ Y HUX 3apa3, — 3 BUIbHUM JOCTYIIOM 10
BCiX Oyar nmBimi3aiii Ta iHTepHETOM 24 TOauHU HA 100y, 3 MOOUIBHUM 3B’ I3KOM Ta Pi3HUMHU
MOOLUTEHUMU JOAATKAMH, IO MOJIETTIYIOTh KUTTS, TOMIO.

Jlam mozepaTop TpOIMOHYE MiTSM modaHTa3yBaTH 1 MOMIPKYBAaTH, SKUM MOXKE CTAaTH
KUTTS JIOJCH 3 PO3BUTKOM TEXHOJOTIH, 1[0 MOXE 3 SIBUTHCS B iXHBOMY JKUTTI Take, 4OTrO
HeMae 3apa3. Sk came MoXKe 11€ )KUTTS 3MIHUTHCS ?

[Ticns Toro sK [iTH ONHINYTh MaWOyTHE IIOJICTBA, MOJEPATOpP MAa€ TOCTABUTH
3amUTaHHs PO PU3HMKH, PU3HKH KiOepcormiamisalii, 3 SKUMH JIOIA MOXYTh 3ITKHYTHCS B
MaiiOyTHbOMY. SlkumMu BoHM OynyTh? Sk 3MmiHHTBCS KUTTS? (MOXHA CKJIACTH CITHCOK,
3aITMCaBIIH 1X).

3BEpHEHHS MoJiepaTopa:

V mene i3 coboro € Kapmiku, KOJMCHA 3 HUX NPUCEAYEHA Ne8HIll npodiemi, 3 AKOH
3IMKHYN0CA Ab0 we 3iIMKHembCsl I0OCMB0 6HACIIOOK MeXHIYH020 npocpecy. Are uu cnpasoi
ye MOJHCHA HA38amu Kibeppuzukom?

3apas s npononyro eam obpamu 00wy i3 kapmox. A eukiady ix max, wob eu obupanu
Haocin.
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Tenep, nicis moeo sk 6u obpaiu cobi kapmky, 8izbMims, 0y0b aacka, apkyut A4, yeopi
HA HbOMY HAnUWimv HA38y npoobiemu, ska eam dicmanacs. [lomim po3dinime apxyw Ha 08a
cmoenyuku. Y nepuwiomy cmoenyuxy nompiono 0yOe 3anucamu apeymeHmu <3a», SKujo
npobiema, wo 03HAYeHa Ha eawlil Kapmyi, € abo Modce CMamu ceplo3HUM Kibeppusukom
ons modcmea. Y opyeomy cmoenuuxy 8am NOMpPIOHO HAGeCmu ap2ymeHmayiro <npomu» —
YoMy O03HAYeHAd npobiema He Modce Cmamu cepuosHuM Kibeppuzukom 0. aodeu. Bascauso
3HAXOOUMU apeyMeHmayiro, HAsimb AKWO 6U He 3200HI 3 Mi€l 4u iHWow no3uyiecro. Lle
MPEHYBaHHA Ol CHYYKOCMI 6aAui020 pO3YMY, WO PpO3BUBAE IHMENeKm mda 6MIiHHA
aoanmysamucs 00 6y0b-aKoi cumyayii.

Ha suxonanus yvoeo 3a60anus y éac 15x6. 3a xeununy 0o 3akinuenHs uacy s 6ac npo
ye nonepedacy. He 3a6yobme nionucamu ceoro pooomy. V nei' mae oOymu agmop.

Tenep, xoau eu 3asepwunu pobomy, 0yOb Jaacka, nepeoatime 6aul apKyuw 3
apeymenmayito cycioosi 3niea (Makum HUHOM YCi VUACHUKU MAOMb OMPUMATU  YYHCY
pobomy). Bawe 3a80anusi — npouumamu Hageoeny apeymeHmayiio i 3pobumu Ha ii 0CHOGI
BUCHOBOK. YU CNpaAsoi ye cepuo3nuil Kibeppusuk, 4u Hi. 3anuwims aus 6UCHOBOK HA APKYWLI
gHu3zy. Oxkpemo 0066edimb Ha apKYWili NYHKMU, WO CXUIUIU BAC NPUUHAMU came Mmake
piwenns. Axwo y eac € saxkico OymKu 3 npusody ybo2o Kibeppusuky abo xoueme 000amu 00
CHUCKY CB010 apeyMeHmayilo, 6u modceme ye 3pooumu, ane pyukorw IiHuio2o Koavopy. |
MaKodic 3a3Hayme HA ApKywi c80€ iM'si ma npizeuwye, OCKiIbKU menep ys poboma cmana
CRINLHOIO.

Ha suxonanns yiei pooomu y éac 10 xs.

Hacmynne 3agdannsa. Ilepeoaiime, 6yov nacka, c60i0 Kapmky 3 npoOremoro cycioogi
cnpasa. Tenep y kooicnoeo 3 eac Hosa kapmka. Bu maeme nooymamu i nanucamu nucma 0o
ceoel babyci abo manenvkoi cecmpuuxulbpamuxa 6 poxis, y sxomy dyoeme nosicHio8amu, wo
ye 3a Kibeppusux i 4omy eapmo tio2o ocmepicamucs. Bu maeme onucamu eéce max, wo6
BUKIAOeHe 6aMU MO21a 3pPO3yMIMu | MajleHbka OumuHa, I Ja0uHa 6e3 3HAYHO2O0
Komn’ omepro2o 0ocegidy. Toomo unavnpocmiwiumu crosamu. Hasoobme npocmi i 3po3ymini
apeymenmu Ha NIOMPUMKY C80€T NO3UYL.

Lo pobomy nionucysamu e nompiono. Ane 62opi GenuKuMu Jjaimepamu HANUUWIMb
HA38y pu3uky Kibepcoyianizayii.

Ha suxonanna yiei pobomu y eéac 15 x6. 3a xeununy 0o 3axinueHHs yacy s 8ac npo ye
nonepeooicy.

Tenep ceoi ece siooatime, 6y0b 1acka, meHi. S paHooMHO po30am ix iHUWUM VUACHUKAM
epynu, axi 6yoymos nposooumu «ciine» (0cKinbku He 6yO0ymv 3HamMu asmopa), He3anelCcHe
OYIHIOBAHHS 8AULO20 MBOPY 30 MAKUMU KPUMEPIAMU.

a) npocmoma i 3po3yminicme apeymenmayii — 3b6anu,

0) noeiunicms, YimKicms ma NOCII006HICMb BUKIAOEHHS. OYMOK — 2 6au;

8) nepexkoHausicmov no3uyii asmopa (AKwjo nicis YUMAHHSA MEKCMY He3ANeHCHUL
oyiniosau 3mooce 100siocomkoso nocooumucsi 3 no3uyieio, HageoeHoio 6 mekcmi, i He
3ANUMUMBCS OBOKUX MPAKMYBAHb A0 THUUX MOPATbHUX Oulem) — 36au;

2) yixasicmo — 2 6anu.

Hesaneoicni oyinrosauil V eac € 15x6., wob osnatiomumucs iz meopom i OyiHumu 1oeo.
A maxodc nosicnumu, sKi HeOONiKU 68U NOOAYUNU Y MBOPI | YoMy BUCMABUNU caMe MAKY
OYIHKY .

[Ticns 3aBepmieHHS POOOTH MOAEpPATOP Ma€ TMPOBECTH OOTOBOPEHHS 3 MITHbMH.
Opi€eHTOBHI 3aIUTAaHHS 17151 0OTOBOPEHHS:

oUy jerko Oys0 3HAXOIUTH apTyYMEHTaIl0 <3a»? SKio KoMych Oylno CKJIaJaHO, TO
MiTHIMITE, OyIb JTacka, pyKy. 3 yuM Oyiu MOB’ s13aH1 CKIIaHOII?
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e A koMmy Oyno CKJIaQAHO 3HAXOAWTH apryMeHTalilo <«apotu»? [limHIMITE pyKYy.
Hackinbku BaM 0yJ10 CKIIaJHO <3alli3TH B YEPEBUKU» TOUKHU 30py onoHeHTa? L{e BMiHHS Tyxe
BaYKJIMBE, OCKUJIBKY MEPEMOITH B MPOTUCTOSIHHI MOKHA JIMIIIE TO1, KOJU JTOCKOHAIO BUBYUIII
CBOI'O CYNpOTHBHHMKA, HOro TMO3MIiI0, HOro aprymeHTH, #Horo MotuBu. llomryk
KOHTPAapryMeHTIB — HEHMOBIPHO Ba)JIMBAa HAaBUYKa JJIs IEPEMOTH.

eUu nerko Bam Oyno aiOpaTu MpOCTy apryMEHTAliio A TOSCHEHHS PHU3UKIB Ha
Ipyromy erari poboTu?

eKoro Bu ysBISUIM, KOJU MHCcAIH ece? MaJeHbKYy AUTUHY Y4 JiTHIO Moauny? Yomy?
Komy, Ha Bamy mymKy, JIeTIIe MOSCHUTH HEOE3MEKH, OB’ s3aHi 3 Kibepcorriamizamiero? Yomy?

o fIki mouyTTs y Bac BHMKJIMKaja IHCTPYKIIS BiJAJATH CBO€ €ce Ha MEPEeBIpKYy i1HIIIN
JIFOOWHI?

o fIKi MovyTTs 1 TyMKH y Bac BHHMKIIM, KOJIM BU MOYYJIH, SIK came OYJO OI[IHEHO Bally
paio?

e Uy Oyro BaM caMHUM CKJIA/IHO OI[IHIOBaTH POOOTY 1HIIOTO yYacCHHUKA?

ey BuUHUKaANO y Bac OakaHHS KEpPyBaTHCS HE 00 €KTUBHUMH KPHUTEPISIMH, a BaIllOrO
Cy0’ €KTUBHOIO TyMKOIO?

ey BpaxoByBaJIM BH, KOJIM OIIHIOBAJIM €C€, CBOIO BJIACHY IO3HMINIO 1 AYMKY IIOJO
pusuky? Um Oyno Take, MO BH OIIHIOBATH AYMKH aBTOpa ece BHINE, 00 HOro AyMKH
30iranucs 3 Baliow Mo3uiiero? | HaBmaku, 4u 3aHWKYBAIM BU OIIHKY, SKIIO JIyMKa aBTOpa
ece He 30irayacs 3 Bamow?

3BEpHEHHS MOJiepaTopa:

bymu cyodero nacnpagoi ne mak necko, AK ye Modice 30amucs HA nepuiuil no2iso.
Iukonu 6ysae docums cKiaoHo 30epecmu 00’ EKMUBHICb.

THlooymatime i cxaxcims, yu Oynra Ons 8acC AKACL PIZHUYS MIJHC NepuiUM BURAOKOM
OYIHIOBAHHSA, KOAU 68U 3HAAU M5 asmopa ece, i Opyeum, KoIu OYIHIOBAHHS 8i00)8an0Cs
«Haocnin». Axutl i3 61016 OYIHIOBAHHS 68U 88adCacme Dbl 00' EKMUBHUM?

O6roBopenns moxxke TpuBatu Big 10 mo 30xs.

bnok 2. /lebamu
(rpynoBuii popmat poboTH)

ITigroroBunii erarr.

[Tepen mpoBeneHHsM ne0aTiB y4HIB MOTPIOHO PO3AUIMTH HA MApHY KUIbKa KOMaH, y
cepenHboMy Bim 2 1o 5Soci6 y xomanmi (Moxke Oytu i Oinbine). SKkimo, Ha poscyn
opraHizatopiB zAe06ariB, KomaHa Oyae Oulbme HIX 1Bi, AeO6aTH MaTh MPOXOIUTH
napaiesbHO, ajie B pi3HUX NPUMIIICHHSX.

BuznauuTy, XT0 3 yuHiB OyZie BUKOHYBAaTH POJb CyIIiB. MU MPOMOHYEMO OOMpaTH HE
OJTHOTO, & TPHOX CYAIB — JIJIsl OUTBINOI 00’ EKTUBHOCTI.

Jlam moTpiOHO 3ampONOHyBaTH YYHSAM 00paTH HAOCHII KapTKy 3 MOTCHIIIHHIM PH3UKOM
kibepcomiamizamii. Tak caMo paHZOMHUM METOJAOM BU3HAYUTH, YM OyIyTh BOHH 3aXHUIIATH
MTO3HIIIIO «dI€ CEPUO3HUN PU3HK JJIS JTFOJICTBA», UM TO3UIIII0 «II€ HE PHU3HUK, II€ 0COOIMBICTh
KUTTSI, 1 B bOMY HEMA€E HIYOTO CTPAIITHOTO.

BuznauuTu, ckinbku Oyne payHaiB y aedarax — OJMH, TPU YU Oijblne. Y TOYHUTH Yac
KO>KHOTO 3 payH/IiB.

OO6roBopuTH TIpaBuIIa 1e0aTiB, AKi OyAyTh CIIUIBHUMH JIJIS BC1X KOMaH]I.

Ha migrotoBky 10 ne6ariB, HaMCcaHHs apryMeHTallii 10 00paHoi KUIBKOCTI payHIiB (2
g 3) KOMaHJaM HaJa€ThCs 4ac 1 BiABOAMTHCSA Micie it obroBopeHHs (mo0 KomaHIa
OIOHEHTIB iX He 4yna). TpuBaicTh miaroroBuoro erany Moxxe craHoBuTH Big 20 1o 30 xs.

[IpomoBers Bii KOMaHIM Ha KOXXEH payHJ 3MIHIOETHCS; BIAMOBIIHO, Ha KIJIBKICThH
payHIiB MOK€ BIUTUBATH KUTBKICTh WICHIB KOMaH/IH.
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3BEpHEHHS MoJiepaTopa:

Omoxce, mu 062080puUNU 8CI OP2AHI3AYIUHI MOMEHMU [ YAC po3nodyamu Hawii debamu.
Hazaoyw, wo nio yac eucmyny opamopa 6 3ani mac s3depicamucs nogua muwia! Hixmo ne
Mae npasa posmoenamu, nepewinmyeamucs iz cycioom abo nepebusamu JOOUHY, UO
sucmynac!

Opamopy ons sucmyny oacmocsa 10 x6., 3a dompumanuam uacy cmedxcamo cyooi. Ilicis
Yb020 5 HAOAM CNI0B0 KOMAHOI-ONOHEHMY O/ CHPOCMYBANbHOI NPOMOBU, MOMY U MaEme
VBAJICHO clyxamu, wo 6yode 2080pumu opamop, OCKLIbKU 8aM 008€0embCsi po30ueamu 1oco
apeymenmu! Maiisce 6e3 niocomosku! A ye 3nayumov, wo NompioOHO OymMuU KMImMIUBUM,
KpeamusHum, WeUOKO peaz2ysamu Ha 306HiWHI 3minu. Tomy s nonpouty edice 3apas obpamu
JIOOUHY, AiKa 6yde eucmynamu 6i0 6auioi KOMAHOU i3 CNPOCMYBAILHOIO NPOMOBOI0, W00 yce
oyno yecno! Midxc cmeepOxcy8anbHO NPOMOBOIO | NPOMOBOIO-CAPOCIYBAHHAM MU 3DOOUMO
5 x8. nepepsu 0ns niocomosxku yuacnuka. Ha cnpocmyeanvhy npomogy makosc 0acmvcs 00
10xs. (cyooi cmescamsv 3a uacom). [lo peui, KoManoa-ononenm, 6aus NPeOCMABHUK MONCE
83samu i3 co6010 OJIOKHOM i pyuKy, oo y paszi nompeobu pooumu HOMamKu.

Iicna yboco mu mamumemo uac Ha 3aNUMAaHH AK IO U1eHi8 KOMAHOU-ONOHEeHma, mak i
8i0 3any.

Jlani cyooi 6yoymuv niobusamu niocymxku payHoy i 6uHa4amu KOManoy-nepemodcys. 1
Ha iXHi piweHnHs OyOe eniueamu He MINbKU HABEOeHA apymeHmayis, a Ut OpamopcvbKi
nHasuuxku (me, 5K 86U NPOBOOUNU NPEICHMAYIIO), BAUIA BBIUNUBICMb [ KOHCMPYKMUBHICMb )
ouckycii  (kopekmuicms ma 6MiHHA He euxooumu <3a pamku»). A maxodxc me, 5K
npeocmasHUK KOManou 8i0noeioas Ha NUMAaHHsI.

Ilepemooice ma komanoa, sika 8uepae HAUOIIbULY KIIbKICMb PAYHOIE.

Omoice, npouty 0o cnoea nepuioco opamopal

3a omMcaHo0 CXeMOoI0 OyyTh MIPOXOAUTH BCi payHau nebatiB. MoaepaTrop Mae yBaXHO
CTeXXHUTH 3a JUCKYCI€I0, IMiJKa3yBaTH MpaBuiia Ta KOpuryBaTH (IKIIo e Oyae MmoTpiOHO)
MOBEIHKY YYacCHHKIB 1e0atiB. [HKOIM, 3aIeXHO Bi MOTped Y4aCHUKIB, MOXKYTh OyTH JAesKi
BIIXUJICHHS B1J1 0OYMOBJIEHOTO Yacy.

[Ticns 3aBepuieHHs Ae0aTiB MOAEpaTOP Ma€ HAJATH CIOBO BCIM OXOYHMM BHCIOBUTH CBOI
BpPa)XEHHS, €MOIIIi Ta MOYYTTA — SIK WieHaM-y4acHHUKaM, IJs1a4aM, TaK 1 CyAJIsIM.

Bapianum 2. Oco6nusocmi 60€nnoi Kibepoesnexu

3 ornaay Ha 0COOIMBOCTI BOEHHOTO Yacy MPOMOHYEMO IMPOBECTH JUCKYCIHHUM KITy0 13
cTparerii 1 TaKTHKH, 3alpOTIOHYBaBIIM JITAM po3pooutn  «KOHIEMNIil0 BOEHHOI
kibepOe3neku». Sk yxe Oyno 3a3HaueHO, KiOepOe3meka AEp)KaBHOTO PIBHA MAa€ CBOIO
cnenudiky Tta ocobdmmBocTi. Arpecis Pociiicekoi ®enepariii mpoTtu YKpaiHCBKOI JepikaBH
mepuI 3a BCe CTAaBUTh 3a METy JAecTabiimizamiio B KpaiHi, miapuB 00ioBOro ayxy Ta BipH
HaceJIeHHSI B MepeMory, MOMMpeHHs ae3indopmariii Ta QeikiB as 3aIKyBaHHS MHUPHOTO
HaceleHHs Ta (OpMyBaHHA B HBOIO HEOOXIHUX BOPOTOBI CBITOTJISAHHUX ITO3HIIIM.
«BUMKHYTH, 3HUIIWTH, IECTaOLTI3yBaTH» — OCh IXHI OCHOBHI TNPHUHIIAIN BEJICHHS BIHHHU.
MacoBi BHMKHEHHSI €IEeKTPOCHEepTii, Tene(OoHHOro 3B'S3Ky Ta IHTEpPHETY, TPYIHOIII 3
00CITyrOBYBaHHSIM KITIEHTIB 1 TMPOBEIACHHSM OaHKIBCHKHMX OIepalliid, peaqbHi (iHAHCOBI
30UTKH —II€ T€, 110 BAKOPUCTOBYE BOPOT YK€ CHOTO/THI.

Ingpopmayitina eitina, sixy Pociiiceka ®Denepartis Beae NpoTH YKpaiHW, MiapUBaE
OCHOBHM HAIIIOI MOJITUYHOI Ta COILIAIILHOI CHCTEMH, 3aC00aMU MCUXOJIOTIYHOTO TUCKY YHHHUTD
BILUIMB Ha MAacoBY CBIJIOMICTh HaceJIeHHs, 100 JecTalii3yBaTH CYCHIJIBLCTBO 1 nepxkaBy. Y
3B'A3Ky 3 IIMM BBa)XXKaeMO 3a NOTpiOHE MOPYUIMTH HAa TUCKYCIHHOMY KiIyOl IIiKaBy W
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aktyanpHy Temy — <«KoHmeniii BoeHHOI KibepOesmekn kpaiHu». Tema ckmagHa 1
HEOJJTHO3HAYHa, TOMY HiATOTOBKA JI0 MPOBEACHHS AUCKYCIHHOTO Ki1y0Oy 3aliMe MeBHUH Yac.

OcHoBHa MeTa 1€l TPU — JTONOMOITH YYHSIM PO3BHHYTH BaXXJIMB1 HaBUYKH, 30KpeMa
JIOT1YHOTO 1 MOCIiOBHOTO MUCIIEHHS, JOPMYBAHHS CTPATErii 1 TAKTUK, apryMEHTAaLii Mif] yac
MyOJIIYHUX BUCTYIIIB Ta BIJICTOIOBAHHS BJIACHOI MO3MIIIT, a TAKOXK MOIITYKY, 30MpaHHs, aHaJi3y
Ta y3arajJpHeHHs iH(opMaIlii moa0 0COOIUBOCTEH BOEHHOI KiOepOe3neKkn Ha Jep:KaBHOMY
piBHI.

3aBaaHHA.

e JleraabHO BHBYHMTH OCOOJIMBOCTI BOEHHOI KiOepOe3meku 1 cTpaTeriii Jep>KaBHOTO
3aXUCTY.

e HaBumTHCS pO3pOOISATH CTPATETIIO 1 TAKTUKY BEJCHHS 1H(POPMAIIIiHOT BIHHU.

e CopmyBaTH JIOTIUHY 1 IPOAYMaHy apTyMEHTAIIO JJIs 3aXUCTY BJIACHOI MO3MIII].

¢ PO3BHHYTH B ce0€ HAaBUYKH MyOTIYHUX BUCTYIIIB.

e BupoOuTH BIIEBHEHICTh y cOO1 ITiJT 4ac BiMOBiACH Ha 3allUTAaHHS ayIUTOPII.

Oc00,1MBOCTI POBEIEHHS | TPUBAJIICTH AUCKYCIHHOT0 KIy0y

Y4acHUKIB TUCKYCIT IIISATh HA JBI KOMaHIM, KOKHA 3 SIKUX CKIIAAA€ThCS MIOHANMEHIIE
3 II'SITH YYaCHHKIB. Y KJaci MOXYTh OyTH MITH, sIKI HE XOUyTh OpaTH y4acTh y JUCKYCIi, Yy
TAaKOMY pa3i BOHM MAlOTh B3STH Ha ceOe poisb crioctepiradiB. OcTaHHI aKTUBHO J0TY4alOTHCS
70 TIpoliecy OOTOBOPEHHS IMPOEKTIB Ha €Tarl MPOBEJACHHS IUCKYCIHHOrO KiyOy, aje He
OepyTh yd4acThb y MIATOTOBII KOMaHIHUX MpoekTiB. [1[00 mokBaBUTHM AHMCKYCiIO Tia Yac
00TOBOPEHHSI, SIK CITOCTEPIradiB TaKOXK MOKHA 3aIPOITyBaTH YYHIB 1HIIMX KJIACIB.

ITiocomosuuii eman

Koxna komanga oTpumye 3aBnaHHs 3 pospoOinenHs Konuenmii aepskaBHOT
kibepOe3neku. 3 Orisay Ha CKJIATHICTh OTPUMAHOTO 3aBJaHHS KOMaHJaM Ha MiATOTOBKY
MPOEKTY, SKUH BOHU OYAyTh 3aXHIIATH W OOTOBOPIOBATH Ha JUCKYCIHHOMY KiyOi, Mae OyTu
BUJIJICHO JIOCTaTHBO Yacy (OJU3bKO MiCsIIs).

Poni B koMaHax 1iTH MarOTh PO3MOAUIATH CAMOCTIHHO.

Yepes Micsmp KokKHA KOMaHJa Ma€ HaJaTH MiATOTOBJIEHY POowerpointapeseHraitio Ta
MIPHU3HAYMTH OJHOTO CITikepa (3a OaykaHHSIM — IBOX) JIJIS IPE3CHTAITT TIPOEKTY.

IIpoyec nposedens OUCKYCIiliHO20 KyOy

Komanau Oynyte BucTymatu mo yepsi. JJis BU3HAYEHHS Y€proBOCTI BUCTYIY MOXHA
«KHUHYTH MOHETKY».

Jlst mpe3eHTarltii mpoekTy KokHa rpyma orpumye no 20 xB. [1o 3aBepiieHHi npe3eHTartii
crocTepirayi Ta KOMaHIa CYNpPOTHBHHMKAa MalooTh 10 15 XB. yacy Ha YTOYHIOBQJIBHI 1
«KaBep3HI» 3anmuTaHHs. [licas mpboro JaeThCs Yac Ha BUCTYN 1HINIM KOMaH/I 1, BIAMOBIJIHO,
Yyac Ha yTOYHIOBAJIbHI 3alIUTaHHS.

Jlami BigOyBaeThCs caMa JHMCKYCis, MiJ 9ac SKOi KOXKEH yYaCHHUK MOXE BHCIOBUTH
BJIACHY AYMKY ILIOJI0 MPEICTaBIEHOI KOMaHJaMH cTpaTerii. A y4acHUKH KOMaHIU MOXYTh
MOTOJKYBaTHCA a00 HE TOTO/PKYBATHUCS 13 3ayBaXCHHSAMH 1 BIJCTOIOBATH NPEACTaBICHY
MTO3MIIIIO B €KOJIOTIUHIN Ta KOPEKTHIM MaHepi. Ha mpoBenenns auckycii gaerbest 30 XB.

Ha Busnauenns nepemoxiiiB — 10 10xB.

Ha BucnoBieHHS 3BOPOTHOTO 3B’ 13Ky YUaCHHUKIB TUCKYCIHHOTO KiIy0y — 10 10xB.

3aranpHUI Yyac MPOBEACHHS 3aX01y — 2TO]I.

Takox moTpiOHO 3a3majneriap MOoTypOyBaTHCS TPO CYIAIBCbKY Kouseriro 13 2-30c¢i0
(MOXJIMBO, YYMTENIB — Kpallle THX, sKi HE BUKJIAJAIOTh MPEAMETH y LUX Y4YHIB, MO0 IXHI
pimeHus Oy 00’ ektuBHUMH). Cyyii MarOTh y3TOJUTH MiX COOOI0 KPHTEpil OLIHIOBAHHS.
Hanpuknan:

® Xapu3MaTHYHICTh BUcTyny — 1006artis;

® 100pe MiAroTOBJICHA Mpe3eHTallis (SKa BiIMOBIIAE BCIM cTaHAapTaM) — 50altis;

® AHAIITHYHICTH HociimkeHHs — 1006atis;
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@ [IPOIyMaHICTh, YIiTKICTh Ta IMOCIIAOBHICTh IMPEACTAaBICHOI KOHIemii (ctparerii) —
10 6amnis;

e 0araToMaHITHICTh HAMPSMIB Ta 1IeH MpeCTaBICHOI cTpaTerii — 50altis,

® BIIYYHICTh 3alUTaHb — 50aiB;

®YITKICTH 1 IJIMOMHA BIAMOBIIl HA 3amuTaHHs — 50aiB TOIIO.

IncrpymenTapiii: HOyTOyKk a0o0 KOMIT'IOTEp 3 JOCTYIIOM JO IHTEpHETY, Nporpama
Power Pointipoektop, auHaMiku ab0 KOJOHKH (3a moTpeOu). 11 KOKHOT i3 KOMaHI MOKHA
3pOOUTH KOJIBOPOBI 3HAYKHU — SIK 3HAKU NIEBHOI HAJIC)KHOCTI.

bnox 1. /lomawinsa po6oma nao npockmom

Jlo modatky IUCKYCIMfHOro KiIyO0y YYacHUKM KOMAaHJ MaloTh MHIATOTYBAaTH MPOEKTH
BiJIMTOBIHO 0 BU3HAYEHOTO TUJIAHY:

1. IIpoanamizyBatu iH(poOpMaIlito, MO0 € y BUIBHOMY JOCTYHi IIOJ0 BXXE HASBHUX
3axoiB 3 KibepOe3neku nepkaBHOrO piBHsA. JlJis 1bOTO MOKHA BHKOPHUCTOBYBATH JIMIIE
odiiiiHI pecypcu Iep>KaBHUX CTPYKTYP.

2. BusBuTH «c1a0Ki» CTOPOHM YMHHOI JIepXKaBHOI CTpaTerii Ta MPeJCTaBUTH peajbHi
BUMAJKK TOPYIICHHS Jep)kKaBHOI KiOepOesmekn (MOXXHA BHKOPHCTOBYBATH MaTepiajiu
nepeBipeHnx, aBToputetHux 3MI).

3. Takox TOTPIOHO OKpPEMO BUAUIUTA HOMEHYiliHi PUIUKA IS JepKaBHOI
KibepOe3neKwu.

4. Ha ocHoBi HasBHOI iH(opMalii po3poOUTH CTpaTeriyHW IUIaH JAep>KaBHOL
KibepOe3neku (0 Jep:kaBa Mae YAOCKOHAIWTH, SKi 3aXOJU MPOBECTH, sKi CTpaTeriduHi
HAMpsSMH PO3BUBATH TOIIO). YYAaCHUKH MOXYTh TAKOXX HAJaTH KOHKPETHI pPEKOMEHMAIlil
(Hanpukiam, ynpoBaauTH B mKoyiax ypok «KiGepOe3mneka» st CTapIIOKIACHHKIB).

3a pe3ynbTaTaMy TOUIYKY, aHaNi3y Ta y3arajJbHEHHs iHQopmalii mOoTpiOHO CTBOPUTH
npesenTariiro B Power Point.

OO0O0B’ I3KOB1 €7IEMEHTH Mpe3eHTaLli:

1. TuTyapHMIA apKyll 3 Ha3BOIO IPOEKTY 1 Ha3BOIO KOMaHIW (mepepaxyBaTH ii
YYaCHUKIB).

2. Jlo KOXHOTO 13 YOTHUPHOX TOCTABJIICHHX 3aBJaHb MOXKE OyTH HE OLIbIIEC SIK TpH
ClIafIu.

3. TlepenmoctanHiM crnaiiom Mae OyTH «/[aKyro 3a yBary!» — sk 3HaK TOBaru Jo
CITyXayiB.

4. OcranHiil cnaig — iHdoOpMaIlis PO 1HIUBITYAIBHIN BHECOK YYACHUKIB MIPOEKTY 3a
npuHiunoM: [1Ib — sky came 3a poOOTy BHMKOHAB YYacHUK Yy LIbOMY IMPOEKTI (HAIPUKIA,
IIykaB iHGOpMaIIifo I OJHOTO 3aBIaHHs 1 OpaB y4acTh y hopMyBaHHi craiinis 2-3).

[pesenranis Power Pointie mMae MiCTHTH KOHTPAcCTHI CTWJII O(QOPMIICHHS, a TaKOXK
mpudTH Menire Hixk 10T, (10 HE3pydHO 3 MOy CpuiMaHHs iH(GopMarrii).

SKmo iTAM CKJIaJHO CAaMOCTIHO BHKOHATH 3aBJaHHS, KEPIBHUKOM MPOEKTY MOKHA
MPU3HAYUTH OJHOTO 13 MIKUIBHUX YYUTENIB, 0 SIKOTO MOYXHA 3BEPHYTHCS IO JIOMIOMOTY 1 3a
KOHCYJIbTAIlISIMHU.

bnok 2. Ilposedennsn ouckyciitnozo Kiyoy

3BepHeHHsT Mojaeparopa: Cboeooui mu 3ibpanucs mym, wob ob2osopumu 6axciuse u
akmyanvhe NUManHs Kibepbesnexu Hawoi kpainu. s yb02o 08i KOMAHOU Y4ACHUKIE HAULO20
OUCKYCItIHO20 KYOY 6YO0Yymb NPeoCmasisamu Cb0200Hi NPOEKMU BACHO20 8UPOOHUYMBA WOOO
Konyenuyii 6ocnnoi kibepbesnexu Yrpainu. [lpusimaiimo ix onneckamu.
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Koorcnin komanoi ons eucmyny oaemuocs 0o 20 xs. (Cnosioarocs, sawii cnikepu edoma
nideomyeanucs i po3ymitoms, wo nepedupamu yac ne MoxicHal).

I na0aui 1 yuacnuku komanou ononewma! Bam 3aboponsemvcs nio uac eucmyny
NPOMOBYSL PO3MOGNAMU, NePeuinmy8amucs, OUCKYmyeamu abo AKUMOCb [HUWUM YUHOM
3asaxcamu uomy 2osopumu! 3a ye 6yOoyms 3HimMamucs 6aiu 3 KOMaHou, a 2na0avi, wo He
00MPUMYTOMbC MU 8 3411, 0YOYymb CUOIMU HA «AHEOHOMY CIMLILYID» OH Yy MOMY KYymK)!

Iicasn sucmyny nepuwioi komanou Oyoe uac Ha YMOUHIOBANbHI | «KABEP3HI» 3ANUMAHHS —
0o 15xs.

Ilicnsa yvoeo s Haoam uac 0ns eucmyny iHwil KOMaHOi i, BIONOBIOHO, HA YIMOYHIOBANbHI
3anUManHs..

Jlani 6iobysamumemvbcsi OUCKYCisi, NI YAC SAKOI KOJCEH YYACHUK NPOYEC) 3MONCEe
BUCTOBUMU BNIACHY OYMKY OO0 NpedCcmasieHoi Komanoamu cmpamezii abo HA8imb 1ACHY
nPoNno3uYilo, AKWO maxa 3’ A6UMbCS.

ITiobueamu niocymku HaAuwio20 OUCKYCIillHO20 KIyOy 0y0ymb CneyiaibHo 3anpouleti
cyO00i.

Mopneparop mpencraBisie CyaaiB 1 Hamae iM dYac Al BCTYITHOTO CJIOBa, J€ BOHU
03BYYYIOTh KpUTEPii OIIHIOBAHHS CHOTOAHIIITHBOTO TUCKYCIHHOTO KITyO0y.

3HOBY Moziepatop: A wob Ham ycim 6y10 yikago opamu yuacms y OUCKYCIAX, 3a KOJCHE
gnyune sanumanisi (OCKIbKU 3aNUMAHHS He 3a MeMoio OUCKYCII 8paxosyeamucst He 6y0ymbv)
ensoaui ompumyroms 1 6an. 3a yixasi enachi npono3uyii wjo0o oepxcasHoi cmpamezii 60HU
Mmoocymv ompumamu 2 6anu. Hanpukinyi oebamie s Ha0am clogo 21i0avam, sKi Maromo
oanu, wWob 80HU BUCIOBUNU GIACHI CUMNAMIT | NOXCEPMBYBANU HAKONUYEH] Oanu HA KOPUCTb
miei’ Komanou, sAKa, Ha ixHio OYMKy, npeocmasuia Haukpawy cmpameeito. I is0aui makooic
Maroms NOSACHUMU, YOMY BOHU 68AXNCAIOMb, WO YA cmpameis HauKkpawad, iHakue o6anu 6
CKapOHUYKY KOMAHOU 3apaxosani e 0yoyms. Yce uecno! Banu 06yoymv ompumani He 3a
ocobucmi cumnamii, a 3a Kpymicms npoekmy!

Omorce, 2comosi nouunamu?

3anpowyto 0o crosa nepuiozo cnixkepa!

MopepaTop Ma€e yBaKHO CTSKUTH 3a JUCKYCI€l0, MMiIKa3yBaTH MPaBHJa Ta KOPUTYBATH
(axmo 1e Oyme MOTPiIOHO) MOBEMIHKY YYacHUKIB je0aTiB. Y #Horo o0OB'SI3KM BXOIHTH
CTEXUTH 3a YaCOM 1 BECTH OOJIIK IJISIIayiB, K1 CTABWIIX 3alIMTaHHS Ta BUCJIOBJIIOBAIN BJIACHI
MPOIO3UIIii, Ta IXHIX OaiB.

[Ticns muckycii 1 )KepTBYBaHHs OalliB MOAEPATOP HAJAE CYANAM S-XBUIMHHY TMEPEPBY
IS TiipaxyHKy OaniB Ta oOroBopeHHs. Jlani cynai 03By4yrOTh CBil BEPIUKT.

Ha 3aBepmienHst muckycii MojaepaTop Mae€ MIIOUTH MIACYMKHA IHUCKYCIHHOTO KIIyOy 1
moA0aTH Mpo 3BOPOTHHIM 3B’ 130K BiJ] yYACHUKIB.
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IMPAKTUKYM Ne 3

IIpaBuia cimeiinoi kioepOe3nexun
Memoouxa «Tomemnuit Kibepircax»

Indopwmariiiina O6e3neka 1 kibepOe3neka B CydaCHOMY CYCIUIBCTBI CTOATh HA OJHOMY
piBHI 3 (i3MUHOI0 OE3MEKOr0 1 MOXKYTh OyTH BiJHECEHI JI0 mepelniky 0a30BuUX MOTped, amke
BOHH CTOCYIOTBCSI 3aXHCTy JKUTTEBO BXIMBHUX IHTEPECIB JIOAWHU, a MIOAO0 YKPaiHCHKOTO
Keiicy 1 OB TI00aTbHO — CYCIIBCTBA, IepKaBH 3araioM. HempaBauBa, HeMOBHA, HEBYACHA
iHpopMallis MOXKe 3aBJaTH IIKOJAW 1 HABITh 3arpOXKYBAaTH JKUTTIO B YMOBaX BOEHHOTO Yacy.
Oco06mrBO Bpa3nuBI B IIbOMY KOHTEKCTI JITH, OCKUIBKM BOHH HE 3aBXKIH 3HAIOTh, SIKY
iHpopMalliI0 MOXKHA BUKJIAIaTH B MEPEXKi, a IKy — He BapTo. YacoM BOHM TaKOX HE MOXKYTb
MPaBUJILHO 3pearyBaTH Ha Matepianu / iHpopmaliiiiHi MOBIJOMIIEHHS, 1[0 HAJAXOIATh 10 HUX 3
Mmepexi. Lle moxke BigOyBaTucs 3 pi3HUX NMPUYMH: YacOM — uepe3 Opak >KUTTEBOTO JOCBIAY,
4acoM II€ MOXe OyTH TOB’ 13aHO 3 BPA3JIUBICTIO IUTSIYO1 ICUXIKH.

Jlesiki 0aThKM, HAMarar4uch yOE3MEeunTH CBOIX MiTEH BiJl IHTEPHET-3arpo3, OJIOKYIOTh
iM TOCTyI 10 Mepeki, 0OMEXKYIOTh TOAMHU TepeOyBaHHS a00 YIiTKO PErIaMEHTYIOTh, SKUMHU
J0JaTKaMy YU caiTaMH JITH MOXXYTb KopHcTyBaTHucs. Ha Hamry nymKky, 3BHUaiiHi 3a00poHH 1
TOTATHHUN KOHTPOJIh HE MOXYTh OYTH DPIIICHHSIM Tri00aabHOI MPOOJIEMH, TITBKH PO3BUTOK
KPUTUYHOTO MHCJICHHS 1 ()OPMYBaHHS IMO3UIII CBIJOMOTO CIOKMUBAHHS B IHTEpHET-MEpexi
MOXYTb C(OPMYBATH y MITEH MPaBWIbHY, MEIlarpaMOTHY IO3HIII0 Ta MATOTYBAaTH iX 0
B3a€MO/IIT 3 MOXJIMBUMH KibOep3arpo3amu.

Tomy HaWTINIIOK 11€€0 € BUPOONCHHS npasun cimelnoi kibepbesneku. Ko
MOIITYKATH B iHTEPHETi, TO MOYKHA 3HANTHU JOCUTH Oarato 3pasKiB TOTO, SIKUMH MalOTh OyTH
Taki CIMCiHI mpaBwja, aje 3AeOUIBIIOr0 BOHH CTOCYIOTHCS BHKJIIOYHO iTed (10 IiTAM
MOXHa, a 10 HE MOXKHA; K iM KOPHCTYBATHCS KOMI FOTepaMu/IuiaHIIeTaMu/TeneoHaMu; y
SIKi TOJUHM 1 T. iH.). AJle aBTOpH IIUX Topaj 3a0yBalOTh OHY MPOCTY Pid: AKIIO IIe CiMEHi
MpaBWJIa, BOHU MAIOTh CTOCYBATHCS BCIX WICHIB CiM'1 6e3 BUHATKY. TOOTO HE TUIBKH AiTEH, a
i mopocnux. Yci MawTh piBHI npaBa. Il[o60 He NPUMYCTUTHUCS TaKoi TOMHIKH, MH
MPOMOHYEMO CKOPUCTATHUCS TSl pO3pOOIICHHS IPAaBUJI HABEACHOIO HUYKYE METOAUKOIO.

OCHOBHOI0 METOIO ITHOTO MPAKTUKYMY € (DOpMyBaHHS CIMEHHHUX MpaBUJI KibepOe3neku
Ta IrOpuTMiB Aii ans BCiX wieHiB ciM'i (a00 TPyHOBOro KOJICKTHBY) y HEOE3IMEYHUX
CUTYaIlisX.

3aBaaHHA.

1. VY3aranbHWUTH 3HAHHS WICHIB CiM'1 IIPO 3arpo3u, MOB’ sI3aH1 3 0COOMCTOI0 OE3MEKOI0
Ta OE3MEeKOI0 IHMIMX, 3 BHUTOKOM NEpCOHANbHOI iH(opMalii, 3 AepkaBHOIO O€3MeKoro i
(hI3UYHUM 37T0POB’ SIM.

2. HamamoBaTi TOTeMHOT0 Ki0epiaka il onmucaTi HOro 0COOIUBOCTI.

3. CdopmyBaru npaBuiIa CiMeitHOI KibepOe3mneku (40ro He MOXKHA POOUTH).

4. JIomOBHMUTH CIMEHHI MpaBuUjia aIrOPUTMOM [ill y pa3i 31TKHEHHS 3 KiOep3104nHIIEM
(MO’kHA BUKOPHCTATH HAaBEAEHI B TEKCTI a0 BIIaCHI).

IncrpymenTapiii: apkyuri ¢popmary A4, pydkH, KOJIbOPOBi OJMIBIIi.

TpuBaJjicTs:

bnok 1. O6roBopenns inTepHeT-3arpo3. OpienToBHui yac — 10 40xB.

brok 2. MantoBanHs ToTeMHOT TBapuHU KibepoOesneku. OpieHToBHUIMA yac — 10 30 XB.

bnok 3. ®opmyBanHs npaBui ciMeliHoi kibepOesneku — 10 20XB.

3a3HauMMO, IO M0 METOAWKY MOXXHAa TaKOXX BHUKOPHCTOBYBATH Oisi pobomu 3
VUHIBCOKUM abO mMPYOO8UM KONEKMUBOM, OCKUJIBKM KOJEKTHBH MAalOTh JIOCUTh 0araro
CHIJTBHUX XapaKTEPUCTHK 13 CIM’ €10.
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bnok 1. O6z060pennsn inmepnem-3azpos

Ilepen TuM sk posmouaTtd GOPMYBaHHS Ta OOTOBOPEHHS CIMEHHHUX TIPaBHII
Ki0epOe3neKku, MOTPiOHO YTOUYHHUTHU 3arpo3H, 3 IKUMH KOXEH 13 WICHIB CiM' 1 MOXKE 31TKHYTHCS
B IHTEPHETI SIK y MUPHUMH, TaK 1 Yy BOEHHUH Yac.

Jlnst Takoro OOTOBOPEHHS TPOMOHYEMO CKOPUCTATUCS TexHIKo «{I'aTh TumiB
kibep3arpo3». [loTpiOHO B3siTH apkymn nanepy dopmatry A4 1 po3aiIUTH HOTO 3 OJTHOTO OOKY
Ha YOTHPH PiBHI KBajpaTH. Jlami B KOXKEH 13 KBaJpaTiB BIUCATH Mi/13ar0J0BOK IIEBHOTO THUITY
Kibep3arpo3, a caMme. «CTOCYIOThCS OCOOHMCTOi O€3IMEKH», <CTOCYIOThCS OE€3MEeKH IHIINX>,
«CTOCYIOTbCS 3arpo3d BHUTOKY IMEPCOHAJIBHOI 1H(OpPMAIII», <«CTOCYIOTbCS JEp’KaBHOI
Oesrieku». Y mporieci 0OroBOpEHHS KOXKEH KBajapaT Mae OyTH 3allOBHEHHM. Y KOXEH 13

KBaJpaTiB NOTPiOHO BIUCATH IIOHaWMEHIIIEe BiciM Kibep3arpo3. Hanpuknan:

CTocyoThCsi 0cO0MCTOI Oe3MeKH:

CrocyoThest 0e3nekH iHIuX:

® oO3HailomyeHHS 3 MOpHOrpadiYHUMU
MaTepiajlaMd, HECHOPMATHBHOKO JIEKCHKOIO,
iHpopMali€io PacuCTChKOrO,
JIFOMHOHEHABUCHHUI[LKOTO abo
CEKTaHTCHKOTO 3MICTY;

® CIHIJIKYBaHHs 3 HEOE3MEYHHMH JIIOJIbMH
(3004eHIIMH, IaXpasMu, Tpudepamu);

e (dopmyBaHHs  3ajexHOCTI  (irpoBoi,
KOMII' FOTEPHOT, IHTEPHET-3aJIC)KHOCTI);

® 3arpo3a OTPUMAHHS HEIOCTOBIPHOI YH
HEenpaBaUBOI 1H(OpMAILii;

® 3aTyYCHHS JI0 BHUKOHAHHS
MPOTHUIPABHUX il (XaKepCTBO, MOPYIICHHS
paB Ta CBOOOI IHIIKX JIFOEH);

® 3arpo3a 3aJy4eHHS MO0 CYIIUIATbHUX
irop, 4eneHKiB ab0 CHITBHOT (HAMPUKIIAL,
«CHHIH KUT») TOIIO

e Marepiaiu, 30epiraHHs 1 BUKOPUCTAHHS
SIKUX MOXE CTaTH MPHYMHOIO MOCSTaHHS Ha
Oesmeky  IHMMX JIoJAeH  (HampuKiaz,
iHpopMallis TPO CTBOPEHHS BUOYXIiBKH);

® BYNHCHHS MPOTHNPABHUX [Mid, 110
TATHYTH 32 COOOI0 BIJIMOBIIAJLHICTD 3T1HO
3 YMHHUM 3aKOHOJIABCTBOM;

® CBiJIOME 1 HECBIJIOME BBEACHHS B OMaHY
IHIIUX

® TpPOJIIHI — COIliaJIbHa MPOBOKAIliS abo
3HYIIAHHS mig qac MEpPEKEBOTO
CHIJIKYBaHHS,

e KiOepOymiHr — CBiZlOME IbKYBaHHS Ta
MIPUHUKEHHS, TIEPETYCiM OJHOJITKIB, TOIIO.

CrocyoThcsl 3arpo3u BUTOKY
NMepCcoHAIbHOI iHGopmamii:

CrocyoThes 1epxaBHOI 0€e3MeKn:

® PO3TOJIONICHHS TIePCOHAIIBHOT 1
KoHQieHiitHOT  iHopMarii  (mpi3BuINa,
iMeHa, KOHTAKTH, CEKPETHI JIaHi KPEeIUTHUX
KapTOK, HOMepH TeleOHiB);

® [epeIaBaHHs iHpopMmaii po
O0aHKIBChKI KapTKu ab0 paxyHKH TpeTiM
ocobawm;

e HecOe3meka 3aBaHTAXKEHHS MporpaMm  3i
IIKIUTUBUMHE (DYHKIISIMH;

e 3arposa 3apaxenHs [IK Bipycamu pizHOL
KaTeropii Tomo.

® 1yOsikaiis B COIIAILHUX Mepexax
dotorpadiii abo ocobucroi iHPopMaIlrii
YKpaiHCBKUX BIMCHKOBHUX;

e 1yOsikaiis abo MOmMpeHHs 1HpopMaIii
npo 00'eKTH KPUTUYHOI 1H(PaACTPYKTypH
MICT, BIHCBKOBI 00 €KTH, TIepecyBaHHS
YKpaiHChKOT BiICBKOBOT TEXHIKH TOILIO;

e 1yOsikaiis abo MOmMpeHHs 1HpopMaIii
Ipo pakeTHi yaapw, TOuYHI azapecu abo
reojiokamii BHOYXiB y MiCTax UM Celax
TOILO.

[Ticng Toro sk yci yoTupH KBajapaTtu OyAyTh 3aloBHEHI, MOTPiOHO Oyae 3rajaru, 1o
poboTa 3 TEXHIKOIO Ta B IHTEPHET-MEPEXKI IMOB’sA3aHa TAaKOX 13 3arpo3amu Jyisi (Hi3UIHOTO
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3M0poB’si. BinTak y3saTH OKpeMuid apKyll mamepy 1 MOCepeuHI HaIUCaTH <CTOCYIOThCS
¢b13u9HOTO 310pOB’ ». | Tak camMo 3a3HAYUTH MIOHAWMEHIIIE BICIM IMYHKTIB, KOJU MPOBEICHHS
Yyacy B IHTEPHETI MOXE 3aBIaTH MIKOAW (Di3MUHOMY 370pOB’ 10 (HAmpHKIaa, OO0 B IUI€Yax,
CIIMHI, CIHUIISIX; 3HIXKCHHS TOCTPOTH 30pY; MPOOJIEMH 3 KPOB' SHUM THCKOM TOLIIO).

bnok 2. Manweanns momemHnoi meapunu Kioepoenexu

[Ticna Toro sk poboTa Hall CIIMCKAMU 3aBEPUIMTHCS, MOTPIOHO MEPEeHTH 10 KpeaTHuBHOT
YaCTHMHU 1 HaMaJlOBaTH TOTEMHY TBApHMHY CIMEWHOI KibepOe3mekn — kaka. 3 JaBHIX YaciB
BBAXKAIOTh, W0 TOTEMHI TBAapUHU — L [OKPOBUTCII 1 3aXMCHHKHM, SKI HajaloTh CIUIIH,
00epiraroTh Ta 3aXUIIAIOTh BiJl YCIIAKUX HerapasiiB. [aku — HiuHi XMKaKH, i BOHH CITPaBKHi
MUCIHBII Ha MIKiAHWKIB. J[0 iXHBOrO palioHy BXOASTh MHIII, 3Mii, CIMMAaK{, PaBIUKH,
YepB'SIKHM, TYCiHb Ta 1HINI KOMax®. | Xoda Ha MepIUi MOTJIAA KaKu 3/1aI0ThCS MUJIUMU 1
HEMOBOPOTKUMH, alle HACIIPaB/li BOHU Ge3KalnbHi i CIpUTHI MuUCIUBLI. IXxHiil rocTpuii cayx i
YyJIOBUW HIOX JTaI0Th 3MOTY JIOBUTH MPYJIKUX MHIIIEH, a 0COOTUBOCTI OpraHi3My — He 0OSTUCS
HaBiTh OTPYHHHUX 3Mili. [kaku BeayTh moTaifHuii, Hiunmii crocié skutTs. Bonu He MOOIATH
MpuBepTaTH N0 cebe yBary, TOMY ITiJl 4ac IMOJIFOBAaHHs MEPECyBAIOTHCS Maibke OE3ITyMHO 1
ixHs 310019 YaCTO O OCTAaHHBOT XBUJIMHU HABITH HE T1J03PIOE PO HEOE3MEKY.

[ixaBuM € ToOM (haKT, mo HisKi PpyKTH, OBOUI 1 Kaill 1’KakoBi B 1Ky He miaxoasaTs. He
MOJKHA JJaBaTH M 1 MOJIOKO: KOJIFOYi XUKAKH 13 32I0BOJICHHSIM HOTO M'IOTh, IPOTE BOHO MOXKE
CTaTH MPUIHUHOKO 3aru0esi TBapuHU. SIKII0 IS HKAYeHSAT MOJIOKO — 1€ IPaKTUYHO €TMHA 1XKa,
TO 3 BIKOM IXHIM OpraHi3M InepecTtae 3acBOIOBATH Led MpoaykT. Ilicias BXXHMBaHHS MOJIOKA Y
bkaka MOXYTh TOYaTHUCS CEPHO3HI MpobiieMu 3 TpaBieHHsM. Halikparoro ke sl 1ux
TBapuH € M'sco. Came TOMy BOHM HEIEPEBEpIICHI MUCIUBII Ta iealbHI TOTEMHI TBapUHU
JUTsI ciMeitHOT Ki0epOe3neKkH.

Jnst Toro moO CTBOPUTH CBOro KiOepikaka, MOTpiOHO B3sATH apkym ¢opmaty A4 i
HaMaJIlOBaTH CITOYATKy 3arOTOBKY IS TKaka 3a cxeMoro (puc. 2).

N\ o\ oL\ o5

KPOK 1 KPOK 2 KPOK 3 KPOK 4

Puc 2. TIpouec mantoBaHHs Kibepikaka

3BepHITh yBary, mo y kibepikaka mMae OyTH OOBTMH Hic, 100 BHHIOXYBaTH CBOIO
310014, MAJIBHI 04i, III00 PO3TIEAITH KiOEP3IOUMHINB, MIBHJKI JIAMKH, 00 1X HA3IOTHATH, 1
MilHI 3y0Ou, mo0 X MmoKycaTH. A TOCTPUX TOJOYOK Ha CIHHI, MO0 3aXHIIaTUCs, Mae OyTu
piBHO 15.

[Ticna Toro sk MayllOBaHHS 3aBEPILEHO, CTBOPEHUN MAaIIOHOK MOTPIOHO OOTOBOPHTH.
MoskHa OTPOCUTH PO3Ka3aTH MPO TBAPUHKY, ii xapakTtep. JlaTu iif im’ s1. Po3mantoBaru. A mie
MOLIIKABUTHUCS, BiJl IKUX KiOep3arpo3 kibepikak 3axuIiae Haiikpaiie 1 ki KiOep3mounHIi A7
HBOro HadicMauHimi (i 9omy?). A TakoX MOMIPKYBaTH, y KU KOHKPETHO CIIOCIO Kibepixak
Oyze 3axuIlaTd Bally pPOAMHY BiA KiOep3nmouwHLiB. MoXHA HaBiTh MPUAYMATH CIMEHHHIMA
JIO3YHT a0o0 >KapT 1o IIe.
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Bnok 3. @opmyeanns npasun cimeiinoi Kivepoeznexu

3aKiHUMBIIM TBOPUY POOOTY, CiM’ sl Ma€ 1€ pa3 NEeperissHyTH cBOi cnucku «I1' T TUMiB
Kibep3arpo3» i CiJbHO CTBOPUTH CIMEIHI TTpaBuUIIa, K yOE€3MeYUTUCS B1Jl KOJKHOI 3 ONMUCAaHUX
HUMH Kibep3arpos. ¥ ToTeMHOro Kidepixkauka 15101040k, KOJKHa 3 HUX Mae OyTH miAnucaHa
OJIHMM TIPaBUJIOM CiMEHHO1 KiOepOe3neKku, a e 3HauuTh, 10 Ha KOKEH BHUJ KibepHeOe3nek
Mae OyTH He OUIbIIe HDK TPU CIMEHHHUX TMpaBwia (HE3aJeKHO BiJl TOTO, CKIJIbKH B IEH
KBaJgpaT BH BIHCAIM MyHKTiB). ToMmy mpaBmia moTpibHO moOupaTtu ayke perenbHo! I
nam’ sitaiite: 3 (OPMYJIIOBAaHHSIM TpaBWIa MAa€ TOTOAMTUCS KOXKEH WICH Balloi pPOJUHHU.
Tako y KOXKHOTO ii ujeHa € mpaBo BeTO (3a00pOHHU) Ha Ti MyHKTH, SKi BiH/BOHA BBaKa€
HEeJOUUTPHUMH 200 TaKUMH, 10 HE BiAMOBINAIOTH HOro/il iHTepecam.

[IpaBuna cimeitHOT KiOepOe3nekn 3a3BUYail MICTATH Ti YM Ti IMEPECTOPOrd abo
3a00poHH, TOOTO Y020 podumu He moxcna. Hanpuknan:

1. He nmoBimomisiiTe HIKOMY CBOIX MapoOiB.

2. He napmaBaiiTe ocobucty iH(popMallito momror ado B yarax 0e3 rocrpoi Ha Te
nmoTpeou.

3. He nimitbes cBoiMu ¢GoTo 3 He3HaHOMIIMHU. TakoX HE HaJACWIalWTe CBOI IHTUMHI
(oromewni, HamiBoroJieHi) ¢poto/Bimeo ko aHiit 0c00i (HaBITh OIM3BKUM IPY35M).

4. He moBimomisiite iHpOpMAaIilo NMpo KPEAWTHI KapTKu OaThKiB (HOMEp KapTKH,
TEPMiH il i TAEMHHUH KOJ).

5. He Bukinagaiite GpoTo KBUTKIB, Ha SIKUX BUIHO mTpux-Koa 9y QR«o.

6. He ckauyiiTe 1 HE BCTAHOBIIOWTE HEB1OMI MPOTPaMU 3a TOCHJIAHHSIMH, HABITh SKIIIO
iX Hamamm npysi.

7. He mnepernsnaiite iHdopmariiro 3a HEBIIOMHUMH TOCHIAHHAMHU (Ipy3i, SIKI HUMH
JUISTHCS, MOKYTh HE T1I03pIOBATH Npo 3arpo3y). He BiakpuBaiiTe IMCTU-CIIaM, BOHU MOXYTh
MICTHUTH BIPYCH.

8. He pearyiitTe Ha HEMPUCTOIHI 1 rpy0i KOMEHTapi, aipecoBaHi BaM.

9. He cuaith 6151 ekpaHa KoM F0Tepa OUTbIIe HiXK TPpU TOJIUH Ha J00Y.

Cimeitni mpaBmiia KiOepOe3nmekn — 1€ Hacamriepes mpodigakTuyHi 3axoau. BoHu
MOKJIMKaHI yOe3NeYnTH YIEHIB POJMHHU BiJ 3ITKHEHHS 3 KiOpE3JOUYMHHMM CBIiTOM. Ale,
HE3BaXKalouu Hi Ha 110, OyIb-XTO MOKE MOTPANKUTH B TeHeTa Kibep3mounHIliB. ToMy cimeiiHi
mpaBwia MaroTh Oytu AomoBHeHI. OTXxe, MICHs TOro, SK yCi TOJOYKM Ha CIUHIN DKayka
OyIyTh 3alOBHEHI TUM, IO POOUTH HE MOKHA, OTPIOHO JOMHMCATH KUIbKA MPaBUJI MPO TE,
w0 pooumu nompiono. 11i TONOBHEHHS MOKJIMKAHI JOTOMOITH JIIOJMHI HE PO3TyOUTHCS B
CUTYyaIlil, KOJIM BOHA PanTOM 3ITKHYJIACs 3 KIOEP3T0UYNHHICTIO.

Sk e 3podutn? HaitnpocTimmuii ciocid —11e 3MOoJIeN0BaTH CUTYAITIIO.

Kinpka Takux mpukiagis.

1. VsBu, o0 v cTaB(-J1a) )KEPTBOIO KiOepOymiHrYy. XTOCh HOYMHAE PO3CHIIATH MIAPKI i
KOJIaXI1 13 TBOEIO YYaCTIO, Ha CTOPIHKAX TBOIX COIliaJIbHUX MEPEK MOYNHAIOTH MTUCATH BCUISKI
rpy6orri Ta 06pasu, a 0COOMCTUMU MOBITOMIICHHSIMU IUTIOTh MOTPO3H. SIK TH Oyaen misiTi B
i cuTyartii?

2. Tu nos3naiiomuBcs(-yacs) 3 ApyroMm B iHTEepHETI. Bu mepemucyerecss miB pOKY,
JOBIPSETE OJHE OJHOMY, alie J>KMBETE B pPI3HUX KYTOYKaX 3€MHOI Kyii. 3yCTpiTHCS
HAWONMKYMM YacoM HisIK He Bwiine. | oT TBili npyr mo mepemucmi HaaicmaB ToOi CBOi
npuBatHi Gororpadii i 3anuTaB TBOET TyMKH (HAIIPHKIIAJ, XOU€ BiANPAaBUTH II¢ (POTO CBOEMY
XJIOMIII0 a00 MiBYMHI). A MOTIM, K 3HAK JOBIPU MK BaMH, HaIHIIOB 3allUT HAJICIATH TBOI
doro inTEMHOTO XapakTepy. | TyT Moke OyTH apryMeHTarlisi, mo TH Bke O6auus(-1a) GoTo
CBOT'O Jipyra i B TOMy HEMa€ Hi4Oro CTPAIIHOIO, II0 IIe HOPMAIbHO JAJS JPY3iB — AUTUTHCS
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COKPOBEHHUM, IO SKIIO TH IOTO HE 3pOOHII, TO TH BXE€ 1 HE ApYr, Tomo. SIK y Takii
CUTYyaIliii T ce0e ToBeer?

3. Tu maemr 3matu pedepar. Tema ckiagHa, MaTepian 3HAUTH HEMPOCTO, a TYT HA Ol
MOTpAaIuB YK€ TOTOBUH, ajie 3a rpomri. To0i1 JIIHBKK BUTpAaYaTH 4ac Ha MOIIYK, 1 TH BUPIMIYENT
npuadatu 1eit. OckiTbKH BiIacHOT OaHKIBCHKOI KapTKH B TeO¢ HeMae, TH BHPINIHMB(-Ja)
CKOpHUCTaTUCs 0aTbKiBChbKOI0. CalT MONMpOCHB BBECTH BCIO HEOOXiAHY iH(poOpMaliio s
OTUIaTH, a MICHSI I[LOTO HISIKOTO MiJTBEP/UKEHHSI HE MPUUIILIO, 1 pedepar ToOl Ha MOMTY HE
«BIaB», aje TYT BIACHUKY OAaHKIBCHKOI KapTKH Ha Tene(OH IModYand MPUTOJUTH CMC-
MTOBIIOMJICHHS TIPO CITMCAHHS MEBHUX CyM 3 0aHKIBCHKOTO paxyHKYy. lllo motpiObHO pobutn B
TaKiil cuTyamii?»

4. VY mepenucii 13 TBOiM apyrom 3 Pocii 3adenmim Temy BiliHH, 1 Mmodayiacs majiaka
nepenayika. TeGe MOMpoOCUIM HABECTH KOHKPETHI JOKa3W, HANPHKIAJ BJIACHOPYY CTBOPEHI
dboto abo Bimeo HIOWTO <«®BUOpaIHBOrO OOMOapmyBaHHs TBoro micta». 106 He aech 3
IHTEepHETY, a o0 Tu cam cTBopuB(-1a) 1 HamicnaB(-na). TBoi aii?

Takox MOXHA 3amMcaTH aJTOPUTM i y pi3HUX cUTyalisx. CTBOPIOIOYH aJTOPUTMH,
3BEpTaiiTe yBary Ha Taki MOMEHTH:

O BU3HAYUTHU IIOHAMMEHIIe TPhOX Hopociux (crapiie 18 pokiB) mpy3iB, 10 SIKHUX
MOJKHA 3BEPHYTHCS I10 JOIIOMOTY B pa3i 3iTKHEHHS 3 Kibep3arpo3amu (Takox Iie
MOXe OYTH XTOCH 13 POJIMHH, YUUTEINI, IIKIJIbHI ICUXOJIOTH TOIIO);

O TMOBIJIOMIIATH MPO CHUTYyaIlil B IHTEPHETI, SIKi Bac HEMOKOATH (IOrpo3u, (hainu
NEBHOTO 3MICTy, MPOMO3HILIi), WieHaM poauHu / ydurensMm /[ MKITbHOMY
TICHXOJIOTY;,

O BCTaHOBJIIOIOYHM MEPEBIPEHI MPOrpamMu, MOTPiIOHO KOHTpoMoBarty, o0 Ha IIK He
nonanucs HebakxaHi IPOrpamH;

0 y pasi igeHTtu(ikamii kiOGep3mM0YMHIIB NOTPIOHO POOUTH CKPUHIIOTH a0O0
BiJI€O3aMuCH JJIA JT0Ka30BOi 0a3u W ojpa3y MOBIIOMUTH NMPO TaKl BHUMAAKU B
Ki0epIoiito uepe3 iHTepHeT-TopTall;

O TOTO/KYIOUHWCh Ha TEpIIy 3YCTpid 3 I1HTEPHET-APY3sIMH, OOOB'SI3KOBO
npu3Hayaiite i1 B JIIOJHOMY MiICIi 1 TONPOCITH KOTOCh 13 JIOPOCIHX
CYIPOBOJI)KYBATH Bac Ha BijacTaHi (mam’ sitaite mpo ocooucty 6e3mnexy!);

O y pa3i mpoxaHHs HaAaTH iH(OPMALi0 PO reojokalito, Goro ado BiAeoA0Ka3N
JWMCIOKaIii BIHCHK, paKeTHHUX yaapiB, crerudidaux micub y micti (00’ €KTiB
KPUTUYHOI iHPPACTPYKTYPH — 3aBOIB, TEIUIOCIEKTPOCTAHIIIN; BEIMKUX LIOMIHT-
MOJIiB 200 CymepMapKeTiB — TOOTO MICI[b 3 BEJIMKHM CKYITYEHHSM JIFOJIEH)
3aBX/IM BIAMOBIaiTE BIIMOBOIO, TTOCHJIAIOUHCH HA JIEP)KaBHY O€3TEKy.

Takox y ciMeifHOMY KOJIi MOYKHA 3alO4YaTKyBaTH TPAAMLIiI0 0OroBOpeHHs iH(popmarlii
PO PI3HOTO POAYy KIOEP3JIOYMHU 1 TPUAYMATH BapiaHTH PillleHb ab0 TOBEAIHKOBOIO
pearyBaHHs 7151 )KEPTB KiOep3ITOUMHIIIB.

KiGepi>kaka Ta anropuTMu diii MOXXHA PO3MICTUTH Ha BHUAHOMY MicIli, OO0 y pasi
noTpeOM BOHHM 3aBXAM Oynau mepen ouynma. Takok MOXHA BIPOBAJAUTH MPAKTUKY iX
MMOBTOPEHHS, 00 I1i aJITOPUTMHU 1 TIpaBUjIa pearyBaHHS 3HaB «Ha3yOOK» KOXKEH 4WJIeH CIM'1.
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INPAKTUKYM 4

Po3ginuysannsa eiikie

Jlnst Toro mo0 y aitedl BUpOOMIIMCS HABUYKU KPUTHYHOTO cIpuiiMaHHA iH(popmaii Ta
BMIHHSI poO3Mi3HaBaTH (HEUKOBI HOBHHH, iX MOTPIOHO MPHUBYATH IMiJIJaBaTH CyMHIBaM YCIO
iHpopMallito, IKYy BOHH OTPUMYIOTb 3 IHTEPHETY.

OcHOBHA MeTa IIbOTO NPAKTUKYMY — O3HAaHOMHUTH [ITEH 31 CXEMOKO CTBOPEHHS
(eiikoBHX MOBIIOMIICHb 1 HOBHH IIiJl Yac BIHHU Ta HABUMTH iX PO3Mi3HABATH Ae3iH(POpMALIiI0
3a KIIIOYOBUMH OKAa3HUKAMH.

3aBaaHHA.

1. IIpoanamizyBaTu BiIacH1 3HaHHS MO0 (EHKIB B IHTEPHETI.

2. CTBOpUTH 3a HAJaHOI CXEMOIO KiTbKa (PEHKOBHX HOBUH JUIS TMEPEBIPKU 3HAHb
OJIHOKJIACHHKIB. .

3. IlepeBiputu Bi1acHi HABUYKHU pO3Mi3HABaHHS (PEHKOBUX HOBHH.

4. BinpednekcyBaTu BJIACHI BpaKEHHS Ticias poOOTH Haa TeMowo (eikoBuX-
MOB1IOMJICHb 1 HOBHH.

IncrpymenTapiii: HoyTOyK/KOMIT IOTep/TUTaHIIET 13  JOCTYIIOM JIO  IHTEPHETY,
posnpykiBku doxatky Ne 3, pyuku i apkymri popmary A4 (3a morpedu).

TpuBaJicTs 6JI0KIB pi3Ha.

bnok 1.CtBopenHst (pelikoBUX HOBHH i moBigoMieHb. OpieHToBHMIA Yac — 60XB.

brok 2. Po3nizHaBanus (deiikiB. OpieHTOBHUI yac — 60xXB.

bnok 3. Il{o pobutu 3 deiikamu? — 60xB.

bnok 1. Cmeopennsa ¢heiitkosux nosun i nogioomiens

3BEpHEHHS MOJiepaTopa:

Yu 3nacme 6u, wo maxe ¢heik?

Tax, ¢hetix — ye nooamns ¢haxmie y cnomeopeHomy 6ucisindi abo NoOaHHs 3A8I00OMO
Henpasousoi inghopmayii.

Xmo i3 6ac nonadaecs Ha eiikosi HOBUHU YU NOGIOOMAeHHA? Poskadxceme?

A uu 3Haeme 8u, yum 8iOPI3HAIOMbCA PEUK08i HOBUHU, IHPOPMAYITIHI BKUOU, OAHCUHCA |
MAHINYASAMUBHI NOBIOOMIEHHSA?

Indopmaniiini Bkuau — e (elkoBi UM MaHIMyJIATHBHI MOBIJOMIICHHS B KOHTEKCTI
PE30HAHCHOI TEMH 3 YITKOK METOI0 BUKIMKATH B CYCHIJIBCTBI OOYPEHHS, 3aBJAaTH IIIKOIU
pemnyTariii TyT-i-3apa3, MATPUMYBATH 1HTEPEC CYCIUIBCTBA 0 SKOICh KOHKPETHOI TeMH abo
BiJIBOJIIKAaTH yBary CycliJIbCTBa BiJl 4YOTOCb.

JI’KkMHCOK Ha3WBarOTh 3aMOBHI Mmatepiasm y 3MI, 3amackoBaHi Mg >KypHaJliCTCHKI.
Hampukman, sKkmo KepiBHHUK OTaxodepMH Xode MpOMiapuTH CBili Oi3HEC 1 BOJHOYAC
3iICyBaTH PEMyTaIlilo KOHKYPEHTIB, BiH 3aMOBIISIE JDKHHCY, JI€ <OKYPHATICTH IMUIIYTh CTATTIO
npo npoOiaeMu B raiy3i NTaXxiBHULTBA, KPUTHUKYIOTh OJHI NTAIINHI TOCIONAPCTBA 1 XBaJATh
1HIITl, @ KOHKPETHO — I'OCIIOapCTBO 3aMOBHUKA MaTepiaiB.

MaHiny19THBHI MOBiIOMJIEHHS — 1€ CIIOCIO CTBOPEHHS Y MIMPOKOi ayIUTOPii MEBHOTO
HaCTPOIO 3 OJHOYACHUM IepefaBaHHAM il iHpopmariii. ToOTO Taki MOBIIOMIICHHS 3aBXKIU
CHpSIMOBaHi Ha Te, 00 BUKJINKATH Y JIFOJAUHU €MOIIii, Half9acTillie THiB.

3BICHO, I1€ BCE MPHUKJIAAN HEAKICHOT KYpPHATICTUKH, KYPHAIICTHKHA 0€3 JOTPUMaHHS
CTaHJIaPTiB.

VYei i kareropii MarOTh 0araTto CIUIBHOTO, aje HAWTOJIOBHINIE — II€ HENpaBIuBa
iH(OopMallisg i HaMaraHHs BIUTUHYTH Ha CBIIOMICTb JItOICH.
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Mopepartop: Ponb cnpasicHix 0emowie iHgomeOditiHoeo npocmopy eparoms Oomu i
mpoai. Yu 3naeme 8u, Xmo 6oHu maxi?

Boru — 11e cTopiHkM HepeaTbHHX 0Ci0, Kpalle 4d Tipiie 3aMacKOBaHI MiJl «peaTbHUX
JoAeW», SKI MOIUPIOIOTH (eliku, myOdiKyloTh o00pa3nuBi, HeaaeKBaTHI, HENpPaBIHBI
KOMEHTapi, 00 BUKPUBUTH YSBIECHHS MPO IPOMAJCHKY TYMKY, CIPOBOKYBaTH BOPOXKHEUY,
OypXJMBY AHWCKYCiIO, SKa Ja€ 3MOTy alirOpUTMaM COIIaJbHUX MEPEkK <«IigHIMaTH» U
MOKa3yBaTH TaKi MOBIJOMJICHHS IIMPIIiK ayauTopii. Yi3HATH, X0U 1 HE 3aBXKIU, 00Ta MOXKHA
3a OpakoMm iH(opmauii i peanbHUX (POTO, BUMAIKOBUM HAOOPOM «Ipy3iB» uu (OJIOBEPIB,
OJTHOTHUITHOIO MaHIMYJISITUBHOO 1H(GOPMAIIiI0 Ha CTOPIHIII.

botu Takoxx MOXyTh 00’ enHyBatucs B 6oTodepmu, abo (habpuku (anbIIMBUX HOBHH.
Taki ¢abpuku NpaIroTh HA KOHKPETHUX KITIEHTIB-3aMOBHHUKIB, Ha4YaCTIIe TOJITHKIB, a00
HaBiTh Ha 1HO3EeMHI JepkaB, Hanpukiaa Ha Pociiicbky ®enepamito. Taki 6oTodepmu €
MOTYKHOIO 30po€to B iHPOpMaIliifHii BiliHI 800 KOHKYPEHTHOMY MPOTHUCTOSHHI.

Tpoai — 11e cTOpiHKH peadbHUX JIOJACH, SKUM IUIATITh 33 JECTPYKTUBHY poOOTYy B
Mejia, mepeBakHo B comianbHux Mepexax (Cemepun, 2020).

Monepatop: Yu cmukanucs u koau-He6yob 3 bomamu 4y mposiMu y CBOEMY HCUmMmi?
Mooiceme nooinumucs icmopiamu?

AHx eu eadaeme, axa ochosHa mema bomie i mponie? Hasiwo 63aeani cmeoprorwomscs
¢hetixosi nosioomnenus i HOBUHU?

Monooyi! Ilpasunvuo! /s moeo wo6 enausamu na ceioomicms mac (ooeir).

Ha wnamy nymky, mnepm HiDK pO3BiHUYBAaTH (elku, MTOTpiIOHO HABUMTHCS iX
po3mizHaBaTu. Y IOMY HaM JIONMOMOXYTh Marepianu «[lo Toi Oik HOBHH» HE3aJIeKHOI
iHpopmaniiiHoi KammaHii 3 MeAlarpaMOTHOCTI, (PaKTYEKIHTy Ta PO3BUTKY KPUTHUYHOTO
MUCJIEHHS, Ky OyJIO BIIPOBAHPKEHO [HCTUTYTOM pO3BUTKY perioHanbHOI npecu 1 ceprast 2018
poky (Io Toit 6ik HOBUH).

3BEpHEHHS MOJiepaTopa:

byos nacka, noousimocs na Jlooamox 3.1.1Je cxema, 3a Ko cmeoproiomvcs getiku.

Omoice, wo mu 6auumo”?

1. Ilpusepnenns ysaeu («6axciuso!», «mepminoeo!» mowo)

2. [lepconiirxayis (meni, bpamy, cycioosi mo2o mama i m. im.)

3. Cnoci6 ompumanus ingpopmayii (poskazanu, manucaiu, nepeoaiu, po3noiiu i
m. in.).

4. [mo3is nadiunocmi dxcepena ingopmayii (asmopumemua ocoda, opeanizayis mowo)

5. [Tesna 0is (nonpocus)

6. Axyenmyeanns eaxciueocmi ingpopmayii (HIKOMy He Kazamu;, HACMIIbKU BANCIUBA
iHghopmayis, wo i maroms 3namu 6cil)

7. Buxio na «mpasoy» (6io nac npuxosysanu, aie Hacnpaeoi'...)

8. 3aoanns neobxionozo eexkmopa «npasou» (yce doobpe, yce no2ano)

9. Yacosa nepcnekmusa, wjob nadamu suawyuwocmi (Ckopo, nezabapom, 3 OHsA HA OeHb
mouyo)

10. Bucnosox (wo, éracne, mac cmamucs)

Haue mniuozo maxoeo cxknaoumoeo, Ha nepuwiuii nozisio yce oysce npocmo... To wo,
cnpobyemo cmeopumu ¢hetiku?

Poszouiimecs, 6yov nacka, na napu. 3apaz mu KOHCHINl KOMAHOI NPUCBOIMO MAEMHULL
nopsoKkosuil Homep, wob nomim oyno yixagiwe. Homep ceoe€i komanou Hikomy He Kadicimo!
1]e sasicnuso!

Bioxpusaiime ¢opo i ciyxavime 3a60anns.

Bam nompiono nanucamu xinvka (3-5) piznux HosuHHuX NOGIOOMIEHb OJis1 6YOb-5KOT
coyianvroi mepedci. Lle mooice 6ymu Twitter, Facebook, Instagramowo. AJIE' /si i3 yux 3-
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5 wuosunm maromes Oymu ¢hetikosumu. Bam nompibno ix Hanucamu, CRUPAIOYUCL HA
npeocmaseneny 6 Jfooamky 3.1 cxemy. Ane nocmagumo odMmedceHHA: 8auli NOBIOOMIEHHS He
nosunni oymu oyosice 0oseumu — nonad 250 crie ([LJo6 Oiznamucs Kinbkicmo ciig, RompioHO
eudinumu eaws mexkcm, HamucHymu Ha <InHcmpymenmu» > Cmamucmuky i HOOUSUMUCH
Kinbkicmo ciis. Lo ingpopmayito ModxcHa makoxc nobayumu 8 HUMNCHbOM) Ni8OMY KYMOUKY
Word). @eiixosi nosunni nosioomnenns moxcyms ne 1006iocomkoso sionosioamu kanonam,
8U Modiceme GUABUMU NesHy Mmeopuicmb ni0 uac ix cmeopenHs. Bawi koneeu 0yoymoe
geadysamu, SKi i3 HOBUH Npagouei, a AKki — elikosi. Bu modxceme Kkopucmysamucs
inmepuemom, wo6 nidwyxamu mam idei i HAMXHEHHA Ol HOBUH, A MAKOMC pI3HI
LIIOCMpamu6Hi mamepianu.

Ha suxonanns yiei pooomu y éac 30x6. 3a 5 x6. 00 3asepuienHs yboco 4acy s nooam
6am cucHai.

Ilicna 3asepwienns pooomu Hadiwims yci c80i mamepianu MeHi HA eleKMPOHHY
ckpuHbky (yUUTENb Ma€ 3a3HAYMTH CBOI EJICKTPOHHY anapecy, Kyau IiTH HaIIILIIOTh
po6otu). Word<paiin 3 sawumu Ho6uHaMU MAE HABUBAMUCS BIONOBIOHO 00 HOMEPA BauLOl
Komanou. Y mini nmucma 0606’ a3xo60 3asnaume I1IB 060x unenie eauioi KOManou, a maKoic
OKpeMuM psiOKoM — 8aul NOPAOKOBULL HOMeED, Wob nomim eauty pobomy MONCHA OVIO 1e2KO
i0oenmucpixysamu.

Touanu!

SIKmo AiTH HEe BCTUTHYTH <GPOOUTH» CBOI HOBHHH TiJ Yac 3aHATTS, MOXKHA JATH iM
3MOTy 3aKIHYUTH POOOTY SIK JJOMAIITHE 3aBAaHHS.

bnok 2. Po3niznasannsa geiixie

3BEpHEHHS MOJiepaTopa:

Bu eci eiice dobpe snaeme, wo Oezingopmayisn i ¢hetiku — ye 308CiM He iCpAlUKU.
Pociiicoka @eodepayis eede 6itiny npomu Ykpainu e mintbku 3a 00nomMo2o0 mamkis i epadis,
a U uepe3 wooenne bomobapoysanus getikosumu Hogunamu. /s woeo? [Jo6 moou bosnucs,
ymikanu, 30asanucs. Lle 36pos ncuxonoziunozo mucky. Lle me, wjo modwce nociamu 3Hegipy 6
cepysix. Tooe nompibno niodoasamu cymuigy 0y0b-KY IHoOpMayiio, AKa HAOX0OUMb He 3
oiyitinux doxcepen. Hasimo sKkujo mama 0OHOKIACHUKA KISIHEMbCA, WO OI3HANACS NPO UOCh
Hanpsmy 8i0 OpY’CUHU Npe3UdeHmd.

Ilepesipka ¢paxmis, xail i 6uena0ae MapyoHor, aie 8aiCIuUa i 0ae 3M0x#CY He NPOCmo
CMUMYTI08AMU KPUMUYHICMb MUCIEHHS, a U yOe3neuye 8ac 6i0 nepemeopeHHs HA €080Ya»,
SAKUL Q0BIPSIE YCbOMY, WO OAUUmMb No menesizopy abo Yumae 6 iHmepHemi.

Konu mu ompumyemo saxecv meodiline NoiOOMAEHHA. YUMAEMO OOnUC y @elcoyyi,
iHcmazpami wu meimepi, ousumocs sikecb kopomke 6ioeo 6 TIKTOK abo uepeosuii croocem
menesiziHUX HOBUH, Deanimi-uloy, CIyXAEMO NOOKACM MmMOowjo — HOMPIOHO nepesipumu
ompumany ingopmayiro, neped mum K 6e302180H0 008ipamu i nepedasamu yio iHghopmayiio
N0 KOMYHIKAYIIHOMY JIGHYIOXHCKY OAll — C80IM OpY3AMU, 3HAUOMUM YU POOUUAM. 3peumoro,
MpoXU 3ycunb — I haxmuexine ysiiide y 36U4KY, CYMMEBO NOKPAWUBUIU AKICIb 8AULO20
HCUMMAL.

Cvo0200ni mMu 3 e6amu Oyoemo 64umucs posnisHasamu @euku 6 HOBUHHUX
nogioomnenHsx. Biokpuiime, 6yow nacka, J{looamox 3.2 <k 3n06umu ¢hetik?». [lepeenanomo
BIOMAK YBANCHO, 34 AKUMU O3HAKAMU MU MOAHCEMO i0eHmuU@iKysamu getikogi mamepianu.

Ha npomy erarti moTpiOHO MpOYMTATH BroJ0C YCi O3HAKH i OOTOBOPHTH iX 3 JITHMH. \

A menep cnpobyemo niocymyeamu. AHKi 3anumanHa 6u macme nocmasumu cooi O
moeo, wob nouamu ananizysamu mediamexcm? [lJoo nepesipumu — ¢hetix ye uu ve Qeux?
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Hanpuxnao: Xmo aemop yiei cmammi? 36i0ku ompumano ingpopmayiro 0isi HOBUHHOT
cmammi? Yu oompumyemvcs asmop HCYpHANICMCbKUX CMAHOApmis Y suxiadi mamepiany?
Yu oocmosipny ingopmayito npedcmasneno 6 cmammi (paxmu, pomo, 8ideo mowso). ..

Kpim npocTux 3anuTanb, MU IPOIIOHYEMO BUUTEIIO PO3IIISIHYTH Pa3oM 3 JITbMH OiIbII
CKJIaJIHI CXEMH aHaJi3y KOKHOTO MMYHKTY 3 PO3MUCYBaHHIM JI0IATKOBUX 3allUTaHb.

Hanpukmnan:

1. Yn e xonkperHud aBTOop y mie€i HoBMHU? (Ockinbku OiLnbHIICTh (HEHKOBUX
MOBiToMIICHB Oe3iMeHHi.) SKi e MaTepiajy i iMEHEM IIbOr0 aBTopa OMmy0IIiKoBaHO? K00
MOKe OyTH aBTOPChKAa MOTHBAITis ?

2. Yn aBroputerHe (Te, IO BapTye€ AOBIPH) JDKEPEIO ONPHUIIOAHUIO HOBHHY?
[Tam’ sTaiite, mo HeodiiitHi Kepena € HeHaJIHHUM MMOCTavYalIbHIUKOM 1H(OpMAIlii, OCKUTEKH
BOHH MOXKYTh 1 HalfuacTilie € KOMepIliadi30BaHUMH. XTO HaJaB 1HPOPMAIIIO YA CIOHYKaB
Mejlia OTPIIIIOJHUTH MaTepian? 3BiIKKM Mejlia caMOCTIHHO B3sy10 iHpopManio? Un agekBaTHO
BUTJIsIaE caT Menia? [lam’ sitaiiTe, 110 BU MOXKETE€ HATPAIIUTH HA CIICHMIAIIBHO CTBOPEHI IS
PO3MOBCIOKEHHST (PEHKOBUX HOBHMH CalTH, SKI MAacKyIOTbCS MiJl OpUTIHAJBHI 1 JOCTOBIpHI
JoKepena, KOMIIIYW iXHIW Au3aiiH. A 3aBOsSKM KJIiKOeWTaM, CKaHIAJIbHUM BHUTAIKaM,
CTOpiHKaM-00TaM Ta IHIIMM HEYECHHM METOJIaM HaOHWpaloTh JOCUTH BEIUKY ayIUTOPIIO.
BiapizauTy Taki caliTh MOKHa 3a IMBHOIO 1 JJOBrOIO HA3BOKO B MMOJI ajpecH. Takok MOXKHA
MOLIIKABUTHUCS, SIK JIOBTO IIe MEHT uu Meziarpyna (pyHKIIOHYE, SIKi MaTepianu MyOIiKye, Ui €
peanbHUMH KOHTAKTHI JaHl pepakuii? He 3a0yBaiiTe, 110 BCi Me/ia MarOTh BJIACHHUKIB, a BCi
BIIACHUKHU MeJia — CBOI ifeonoriuni BnogoOaHHs, (iHAHCOBI, 0i3HECOBI, MONITUYHI IIUTI ©
iHTepecu. lle He MPOCTO BIUIMBAE, @ YaCTO TOBHICTIO BU3HAYAE XapaKTEp 1 3MICT KOHTCHTY
KOHKPETHHUX MOBIJIOMJICHb KOXKHOTO Me/Tia.

3. Uu BIiANOBIZAIOTH Il MaTepiaiM >KYpHAIICTCHKUM cTaHaaptam? Hampukman, um
BiJOOpaxkae 3aroJIoBOK CyThb MOBiJoMJIeHHA. OCKUIbKM OUMBIIICTh (PEHKOBUX HOBHH MArOTh
MaHIMYJIATUBHUM 3arojioBOK, SIKMM HE BIANOBIAA€ 3MICTYy TOBIAOMIICHHS. MOXIHUBO,
3aroJIOBOK € KIIKOeHTOM (Oyap-SKMMHU crioco0aMM CIIOHYKa€ TIEPeHTH Ha caiiT) abo MiCTUTH
coBa-tpurepu («YBaral!», «llok!», «HeiimosipHo!», «Ckangan!», «Cencarisa!», «Bu He
noBipuTe!»), CKaH 1A, CCHCAIII0, IPOBOKYE Yy YMTAYIB HAAMIpP €MOIIil, MiCTUTh MPSAMI OI[IHKH,
3aKJIUMKA 70 arpecii, opdorpadiuHi MOMHMIKH, HaNMHCAaHWK KarcjIoKoM abo 3 KYIOIo
HEJIOPEYHUX BEJIUKUX JITEp, 3 BHUKOPHCTAHHSIM CMalIiB (€MOJKi), HArpoMapKEHHSIM
PO3IIJI0OBUX 3HAKIB (3HAKIB OKJIMKY YH 3allMTAHHS), HEKOPEKTHO MEPEKIAJAeHUI 3 pOCIiiChKOT
yu inmoi MmoBu Toro (Cemepun, 2020).

Sxa mara omnpuaogHEHHS MaTepiany? MOXIJIMBO, MaTepialid, sSKi B COIllaTbHUX
Mepekax BUIAIOTh 3a «Tapsdy HOBUHY», OyiH omyOsIikoBaH1 OiibIie poky Tomy. Un Hemae B
TEKCTiI TpyOuX MOMMIOK? MOXXIUBO, TEKCT CXOKMU Ha aBTOMATUYHUHN Tepekiaf i3 iHmoi
MoBU? UM ICHYIOTHh Ha3BaHi JIFOJM, OpraHi3aiii i Yu € BOHU THMH, KMM iX Ha3zBaHo? Ymu
Ha3BaHI B TEKCTI MOIMEHHO EKCIEepPTH, Ha SKHX MOCHUIAeThCs aBTOp?. UM ICHYIOTH Taki
€KCIIEPTH B PEATbHOMY XKHUTTI?

Uu crmpaBai came Il IMTaTa JOCIIBHO HANEXHTh came i MoauHi? Yu KOpPEeKTHO
nepekyiazeHi 3 IHmuX MoB nmutatu? Yu B3arani Oyna Taka nurara? Uu He BUPBAHO IUTATY 3
KOHTEKCTY?

Uu Hemae B TOBIIOMJICHHI JIIHKIB Ha CTOPOHHI pecypcH, 1 1o Ie 3a pecypcu? Y
MaTepiani 13 COIIOJIOTIYHUMHU JaHUMU a00 JaHWUMH SKHXOCh JOCHIIKeHb Mae OyTu
3a3HAaY€HO. 3aMOBHHMKIB, OpraHi3ailito, siKa MPOBOIUTH IOCIIKEHHS, JaTH TPOBEICHHS W
4iTKy reorpadito, BUOipKy, MOXMOKY, NeTalbHI pe3yJabTaTH, JIHKA Ha BCl cCaiT 1 Ha cami
daiinmu 3 gocmimkeHHAM. OOOB’ SI3KOBO CIIiJ TEPEBIPSITH, SIK JOBTO IPAIFOE COIIOJOTIYHA
KOMIIaHis, 3 KAM IIOB’si3aHa, SKi JKkepena (iHAaHCYBAaHHS i€l COIIOJOTIYHOI KOMIIaHii, 4u
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BOHA 3’ IBUJIACS JIMIIIE IT1]T Yac BUOOPUOi KaMmaHii, a TAKOX YM TOYHO HABEACHO COIOJIOTIUHI
JaHi 3 peaibHOTO JOCIHipKeHHs. Byab-saki maninymsuii HenpunyctuMi (Cemepun, 2020).

4. Yu apryMeHTOBAHOIO € JyMmMKa aBTopa marepianiB? KoxkHa mymka, siKy BHKJIaaae
aBTOp CTaTTi, Mae OyTH JOBEIEHOIO 1 MiJTBEPIKEHOI OCTOBIPHUMH CYIKEHHSMHU 1
¢dakxramu. Hempunyctumo, SKIIo aBTopH:

® CITUPAIOTHCS JIUIIIE HA YUICh CYJKCHHS, TYMKH (IPUITYIICHHS), a HE Ha (aKTH,

® BUKOPHCTOBYIOTh OY/Ib-IKYy HETIepeBipeny iH(opmaIliro;

@ aeIoITh J0 €MOIlil, HAMararoThCs €MOI[IHHO PO3XUTATH 1 HAKPYTUTH aJpecaTiB
CBOT'O IIOBITOMJIEHHS,

® CYTTEBO CHPOINYIOTH iH(opMaliito, npodiiemy Ta ii pimeHHs;

® HaBIIIYIOTh APIUKH («COPOCATa», CIOPOX000TH);

e poOyATh MpsiMi Oe3MiACTaBHI TBEP/PKEHHS, SKI 0a3ylOTbCcAd HAa €MOISX 1 MOYYTTIX
(BakmmHaA pOOUTH HAIIKMX JITEH ayTHCTaMH);

® CITIOHYKAIOTh JI0 arpecii Ta BOPOKOCTI;

@ APTYyMEHTYIOTh JyMKH 3a0000HaMH,

® [IOCHJIAIOThCS HAa KOHCIIPOJIOTIYHI TEOpil 1 «CTpammiKu» (Teopii 3MOBH 1 TaEMHOTO
CBITOBOTO ypsiAy, aHTUBAKIIMHATOPChKA MassyHs Ha KmtanT «bimur [edTc 3HUIIye JIOICTBO
BaKIMHAMK», Bipa B MACOHIB, KiHEI[b CBITY 1 T. 1H.);

® BUKOPUCTOBYIOTh CTEPEOTHIIM, CEKCHCTChKI InTaMnu (MPU3HAYCHHS OJKIHKA —
HApPOJKYBATH);

© Oe3IiCTaBHO y3araibHIOIThH (YCi €Bpel 0OMaHIOIOTh);

© BUKOPUCTOBYIOTh MOBY HEHAaBUCTi/BOpOKHEUI,

®DI3KO JUIATh CYCIIJIBCTBO HAa MPOTHICKHI Ipymud (MM — BOHHM, IOTaHi — XOpOII,
KXOXIIH» — ¢QYCCKUED);

® aKTHBHO IIYKaiOTh (pajlie MpOMOHYI0Th) 00pa3 CIiILHOTO BOPOTa, YiTKO BKa3YHOUH
6e3 (akriB, amenOOYM 0 €MOLIH, y3arajJbHEHb. TakuM <«BOPOTrOM» MOXe OyTH oco0a,
rpymna, KpaiHa: <«OaHAepiBII», <OUITEHTC», <@MEpPUKAHII», <«€i», MACOHU», <€BpEi»,
«PO3KOJBLHUKHU» Ta 1H. Oe3rmy3/i kateropii (muB. 3a ciuckom Buile) (Cemepun, 2020).

5. Uu nmocrtoBipHU# UTIOCTpaTHBHHN Martepian? Uu BiAmoBimae I UTIOCTparlis i
iHpopmanii? o peansHo 300paxeno Ha iHdorpadini abo cxemi? Uu BiANOBIAAIOTH 3MiCTy
nudpu 1 HaBeneHl mani? fke mxepeno iumrocTparii? Uu 3a3HaueHO aBTOpa 1LTIOCTPATHBHHX
marepianiB (poro, Bigeo, iHdorpadiku Tomio)? Ilam'sraiite, mo dorodeliku MoxHA
PO3Mi3HATH, BCTAHOBMBLIM ISl LILOTO CleliaNbHuii miarin. Ix Hacnpasai 6arato. Hanpukoiang,
no6pe npamtoe wiarin «Who stole my picturesfg ykpaincekomy BapiaHTi — «XTO BKpaB MOi
306paxkeHHs?»). Floro Ge3cyMHIBHHMIA ILTIOC Y TOMY, 1O BiH yMi€ urykaTu He Titsku B Google,
a i y Sunmekci, Tineye abo y Bcix Tprox BogHouac. [0 BakIHMBO, OCKIIBKH POCISTHH
3/1eOUTBIIOT0 KOPUCTYIOThCS SIHIEKCOM /IS MOIIYKY Ta MOIIUPEHHs 1HpOopMaIlii.

Jlami BuuTenh MOXE 3ampornoHyBath AiTsAM mepertu a0 Jlomatka 3.3 «Kirrodosi
NUTAHHS JUISL aHAJi3y MeNIaMEeCEeH/DKIB» 1 IIe pa3 <dIPOWTUCS HUIAXOM» PO3BIHUYBaHHS
GbelKiB s 3aKpiIUICHAS MaTepiaiy.

[Ticnsa 3akpiluieHHS TEOPETUYHOI YACTMHU TOTPIOHO TMeperTH A0 MpaKTHYHOI,
BUKOPHUCTOBYIOUM TOHM MaTepiall, KW CTBOPHJIM MiTH. Take TECTyBaHHS OTPHUMAHUX 3HAHb
MO>KHa TIPOBECTH B OHJIalH-(popmati abo B oduaiiH-popmarax. YUUTEIh Ma€ 3aporOHyBaTH
JUTSM BiIp13HUTH (EHKOB1 HOBHHH B1J] CIIPABXKHIX.

SIkmo 1e owiaiH-poOpMar, MU TMPOIMOHYEMO CTBOPUTH Tyri-GpopMmy, e AiTaM Oyne
3alpPOMOHOBAHO 3a3HAYMTH CBOE IMPI3BHUINE, BCI PO3MIIICHI MOBIZOMIIEHHS (3BiCHO, ITij
HOMEpaMH IXHIiX k€ KOMaH], 4epe3 (YHKIIII0 PO3/iIiB) i JiBa BapiaHTH BIANOBiNEH «Bipro/He
Bipro» ab0 «paBaa/eiK».

Take >x came BUNPOOYBaHHS MOKHA MPOBECTH B oduaitH-popmaTi, po3apyKyBaBLIH
HOBUHHI TTOBIIOMJICHHS 1 PO3JABIIH JITSAM apKyIIi JIJIs OIIHIOBAaHHS, y SKUX OyJie 3a3HAY€HO
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HOMEp KOMaHAM, KUIBKICTh HOBHMH, II0 BOHM CIIPOAYKYBajd, 1, BIAMOBIIHO, BapiaHTH
OLIIHIOBaHHS — <«Bipro/He Bipro» abo «ipaBaa/denk».

Ha 3aBepmienss po6oT moTpiOHO ONMPUITFOAHUTH 1i PE3YIbTATH — MiAPAaXyBaTH, CKIJTbKA
(elKOBUX HOBWH MITH 3HAUMILIN, a CKUTbKA — Hi. | mpoaHami3yBaTH Ti HOBUHH, SIKi JIITH HE
3MOTJIM PO3Mi3HATH K (EHKOBI: 10 caMe B HUX CTBOPIOBAJIO 11103110 mpaBauBocTi? [{o came
BBOJIIJIO B OMaHYy?

bnok 3. II]o pooumu 3 peiikamu?

3BEpHEHHS MoJiepaTopa:

Mu 3 eamu edce b6azamo 2oeopunu npo etiku, iXHi 03HaKu, AK 3pO3yMimu, wo mu
Hampanue Ha ek, K iX MOJ}CHA nepesipumu.... Ane J#cooHo20 pazy Mu He 2060puiu NPo me,
wo pooumu nomim. Hy, om nampanunu eu na ¢etix... i wo oani? llJo mpeba pooumu?

Yuurens Aae AiTSIM 3MOTY BUCJIOBUTH CBO1 JYMKH 3 IIbOT'O TIPUBO/TY.

Omoxce, akujo 6u sHauwu getik, 0cooauBo 0ecv y COYianvHil mepedxci abo 8 KOMYCb
nabniky, nonpocime asmopie nyonikayii abo Mmodepamopieé SudaIumu HedOCMOGIPHY
iHhopmayiro; 0608 A3k060 apaymenmylime c80i no3uyiro, moodceme O0amu NOCULAHHA HA
iHghopmayiro, wo cnpocmogye yeii donuc. Modceme 3arumumu NOCULAHHA HA CNPOCNYBAHHS
NpAMO 8 KOMEHmAapsAx nio nyonikayielo 3 NpoxamHsAmM He nowuprosamu oonuc. Ilpocime
asmopalmooepamopa YHeMONCIUBUMU NOWUPEHHS OORUCY, d We 000amu 00 U020 ONUCY, WO
inpopmayin getixosa.

Axwo 6u euseuru nomenyitinul @etix (03HaKu mu 3 eamu 002080pOGATN), Ale We He
Mmaeme 0okaszie 0ns tioeo cnpocmysanns (nam’smatime, wo Ol CAPOCMYBAHHS (DelKi6
MOJICHA ~ CKOpucmamucs,  oQIyitiHuMu  pecypcamu  0eplIccCmpykmyp), mo 6u Modiceme
nonpocumu  OONOMo2y 6 O0O0H020 3 VKPAIHCbKUX pecypcis, AKI Mawomv cnpasy i3
Ccnpocmy8aHHaM (helikia. 3 Oeskumu i3 HUX U 8ice 3HAUOMI, A 3 AKUMUCH We Hi

o [Jenmp npomuoii oesinghopmayii npu PHFO Ykpainu pexomenoye mosuti ¢haxmuex-
oom I[IEPEBIPKA

® DeiicOyk-cninbHoma «llo moii OiK HOBUH

® /[emexmop Media

e Stopfake.org

® Kusmuii payionanicm — naykoso-nonyaspuutl éroe y YouTubewpo pyiinysanns migis,
i3 npiopumemom Ha HAYKOBUX Memooax

oLikbes. Icmopuunuii  gpowm — iniyiamuea YKpaiHCbKuUX YYeHUX, CHPOCMOBYE
icmopuuni mighu, 30Kkpema mighu pociticbkoi nponacanou npo icmopiro Yxpainu.

® Hosunu ncegdonayku 6 Ykpaini — @elicOyk-cmopinka 3 YimKUMU npasuiamu i
Mooepayicto, 3 002080PeHHAM NOBIOOMIEHb NPO NAA2iam, NCe8OOHAYKY, IMIMayilo HAyKu U
cynymui a8uwa 8 Yxpaini

o [Jlomunku ma _garvcupixayii 8 HAYKOBUX OOCHIONHCEHHAX — calim, Oe NYOIiKyIomb
gidomocmi npo naaziam, ¢hanrvcugikayii i nomunku 6 oucepmayinax i HAyKo8ux Cmammsix
VKpaincbkux yueHux. Moowcna cmedcumu 3a OisnbHicmio aumuniaciamuoi  iHiyiamueu
«/lucepeeiim».

Takooic mosicna kopucmysamucs 6omom_https://t.me/perevir_botHaocunaiime ¢ 6om
nioospiny inghopmayiro (inghy) —6om nepesipums it, 3anece 6 6azy i ckasice, etk ye wu Hi.

Bu moorceme nadcunamu nioospiny inghopmayito Ha oOuH i3 yux pecypcis 0 nepesipku.

Axwo asmop helikosoi HosUHU He peacye Ha aull NPOXAHHA CHNPOCHLY8AMU
iHGhopmayilo, 6u Mmodceme NOCKAPHCUMUCSA HA 1020 OORUC uYepe3 CAYyHcOy NiOmpumKu
coyianvroi mepeoici. Lle 0obpe die ons Facebooku Instagram.
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Axwo ¢eiikosa inghopmayis b6yna nowupena a0OUHO 6 cmopic, mo nuwime i 6
ocoducmi noGi0OMAeHHsI 3 NPOXAHHAM 3poOUmMuU e O0O0He CMOpIC 3 YMOYHEHHAM, WO
nowupena nero inopmayis 6yna ¢eiikom (UAB3aemo/lis, 2022)

Le 3po3ymino? Jjobpe.

A menep inwa yikasuuka. Yci mu aro0u, moxc yci Modcemo pooumu nOMUIKu. .. Ys18ime
co0i cumyayiro, KOau U wocb HedOOUBUIUCs i nowupunu gelikogy Hosuny. Ll[o eu 6ydeme
pooumu?

Yuutens Ma€ HagaTH JIITSM 3MOTY BUCIIOBUTH CBOI MPUTTYIIICHHS.

Hacnpaeoi ancopumm 0iti y makux 6unaoxkax 3anexicums 6i0 moeo, CKilbKUu J1roel
nobauuno i nowmupuio geikosy ingopmayiio.

® kw0 eu nowupunu ¢hetix, aie matixce 00pasy OiZHAIUCH, WO THHOpMayis Henpasousa
i Hixmo He écmue ii nobauyumu yYu NOWUPUMU, MOdCeme NPOCMO BUOATUMU CMOPIC YU
nyonixayiro.

o kw0 eawt Oonuc i3 eukom NOWUPUNU [HWE 00U, GUKIIOUIMb MONCIUBICTND
nowuprosamu yeu oonuc. Hani 6 onuci 0o nyoaikayii Hanuwimo, wo iHpopmayis €
getixosoro. Onybnikytime cmopic npo me, wo 6aui 0onuc 0ys eikosum i He sapmo 0aui
nowuprosamu yro ingpopmayiro. Yepes Kinbka 200un modiceme suoaiumu 0ONUC.

o kw0 6u nowupuiu @etikogy iHgopmayio 6 cmopic, mo 0008'3K060 nicis Hei
3anuwims Cmopic 31 CHPpOCMYBAHHAM.

e /Ipocmo mosuKu, Oe3 NosicHeHb sudaramu ¢helikosy ingopmayiro He 8apmo, adxice
00U Modcymo i oani it nowuprosamu 3 inuux kananie (UAB3aemo/list, 2022)

o JI100am nompibHo noscHumu, wo ye gelx, i poxazamu, Yomy came ye Qetix.

BAKIIUBO TAM ATATH, wo ingopmayitina gilina — ye we 00urn GpoHm, Ha sKomy
bopemuvcs Kodcen 3 Hac. Bopoe wacmo edaemvcsi 00 MaHinynr08anHa ma iHopmayiiHo-
ncuxono2iyHux onepayiil 8 inghonpocmopi. I skuyo nawi 8oinu hizuuno 60poHAmMb HAC HA NOJI
0010, MO MU 3 8aAMU MOHCEMO B80106aMU 8 IHHONPOCMOpI, CHPOCMOBYIOUU HENpasousy
iHopmayiro.

JUnist 3aKpiIyIeHHsT MaTepiany NoTpiOHO 3aIpONOHYBAaTH JITSIM JIOMAIIHE 3aB/JaHHS, CYTh
SIKOTO TIOJIATAE B TIONIYKY (DEMKOBOT HOBUHM 1 1i pO3BIHUYBaHHI.

VYuuTenp Mae po30UTH JiTel HAa KOMaHIM MO 5-6 oci0d y rpymi i 3ampomoHyBaTH iM
03HAWOMUTHUCS 3 MarepialaMu pecypciB, siKi PO3BIHUYIOTh (elku. Jlami BiH mpocuTh AiTei
3HalTH 1H(pOpMaIlilo, SKa BUKJIMKAE B HUX MilO3PY LIOAO MPaBAMBOCTI, 1 KPOK 32 KPOKOM,
BHUKOPHCTOBYIOUM 3100yTi 3HaHHS, pO3BIHYaTH (Qeiik, a Tmicas TMpe3eHTyBaTH IIe
«pO3MIHYBaHHS» MEPE]T YCIM KIIACOM.
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MMPAKTUKYM 5

Keiicu xibep3nouunis ykpaincokoi cy0oeoi cucmemu

VYkpaiHCcbKa cy/10Ba MpaKTHKa y CIIPaBax Mpo KiOep3JI0YMHU TyKe pi3HOMAaHITHA, IPOTe
MOXHa CKa3aTH, IO B pa3l IOPUANYHO T'PaMOTHOTO MiAXOAYy W JOCTAaTHBOI JOKa30BOi Oasu
OUTBIIICTE 13 CIpaB, IO HAAXOIATH 10 Cyay, BurpamHi. OcHOBHa mpoGiemMa B TOMY, IIO
YJacTKa JIFOJCH, SKi 3BEpTAIOThCS JI0 MPABOOXOPOHHUX OPraHiB 1 Cyay 3 TaKUMHU TO30BaMH,
HEBEJIMKa, MpOTe JUHaMiKa 3aXHCTy CBOIiX MpaB 1 MaTepiaibHUX 1HTEpeciB 3pocTae, sK 1
MpaBoOBa KyJIbTypa rPOMa/IsiH.

Hwxue mpeacraBieHO KiJibKa CyIOBHX KeEWCIB, sKi MOYKHa NpOaHali3yBaTH pa3oM 3
JTTBMH 321714 TT1JIBUIICHHS PIBHS IXHBOI FOPUIUYHOT TPAMOTHOCTI.

[lepen TuM SIK TPUCTYHHUTHU A0 poOOTH, MPOMOHYEMO II€ pa3 MEPEriasHYTH 3 JITbMHU
PO3i IBOTO TICHXOJOTIYHOrO TpakTukymy <«tOpuamuni acmektu KiGepoesmeku». Cin
MOMPOCUTH JAIT€H MpOYMTATH Ha3Bu craTed KpuMiHaibHOrOo Kojaekcy Brosioc. Skmo im
OyIyTh HE3pO3yMii SKICh (DOPMYITIOBAHHS UM aCIEKTH CTaTel KOJEKCy, Tpeba MmepeKoHaT ix
HE COPOMMTHCS 1 TOCTABUTH YTOYHIOBAJIbHI 3aIIUTaHHS.

[Ticns momaTkoOBUX poO3’'sICHEHB, AKIIO Oyae MOTpiOHO, AITEH MOXKHA PO3AUIATH Ha
rpynu abo AaTh KO)KHOMY YYaCHHKY 1HAMBITyajbHE 3aBJaHHS Ha aHali3 HaBEeJICHHX HIDKYE
KeHCiB. Y Keicax MpelCcTaBIeHO CYTh CIIPaBH, JOJATKOBY 1H(GOpPMAIIiI0 Ta OCHOBHE 3aBIaHHS
KO>KHOTO Kelicy, a caMe: JOKYMEHTH 1 BU3SHAUCHHS, 32 SIKOI0 CTATTEI0 KPUMIHAIBHOTO KOJIEKCY
MOHa Oys10 6 BUCYHYTH OOBUHYBAauCHHS.

OcHOBHA MeTa TMPAKTUKyMy — O3HAWOMJICHHS [iTe€d 3 IOPUAUYHUM KOMIIOHEHTOM
KiOepOe3neKky MIIAXOM MPAKTUYHOTO OMNpAIIOBAHHS pPEAThbHUX KEWCIB CYAO0BOi CHUCTEMHU
VYkpainu. 3aBOsSkd [bOMY JITH HaBUYaThCS CIIBBITHOCHTH CTATTi YKpPAiHCHKUX 3aKOHIB i3
peabHO BYMHEHUMH Ki1OEP3JI0UYMHAMH 1 3p03YyMiIOTh, SIKI HACIIKU Ta BapiaHTH MOKapaHHS 3a
pi3HI BUIM IPaBONOPYILIEHb MOKYTh OUiKYBaTH KiOEp3JI0UMHIIIB.

IncTpymenTapiii: po3apykoBaHi KapTKH 13 CyJOBUMH KelcaMu, apKylni nanepy A4 s
HOTATOK, PYYKH.

TpuBajictsb. OpieHTOBHA TPUBAIICTH 3aHATTSA — 10 60 XB.

Keiic Ne 1
Komynapcokuii pationnuii cyo m. 3anopixcacs, 2020pik

Cytp cnpaBu: OOBUMHYBaYeHMH, BHKOPUCTOBYIOUM KOMIIIOTEpHY TEXHIKY, 3J1amMaB
0ocoOuCTU KaOIHET MOTEPIIOTO W OTpUMaB JOCTYI JO HOTo OOJIKOBOTO 3aIlUCy y BiIOMIii
onwnaitH-rpi «WNorld of Tanks» Ilicns mporo oOBHHYBa4YeHWI TpoJaB OOJIIKOBHHA 3armc
HEBCTAHOBJICHIM 0001 uepe3 IHTEpHET.

OOBHMHYBaueHH TMOBHICTIO BU3HAB CBOIO BUHY Yy BYHMHEHHI I1HKPUMiHOBAaHOTO
KpUMiHaJIBHOTO NpaBomnopymieHHs. Cya Npu3HauYMB MOKapaHHs y BUTIISAL mTpady B po3Mipi
600 HeonoJaTKOBAaHUX MIHIMYMIB JOXO/IiB TPOMA/ISIH.

3anutanusa. Illo came Oyno IHKpPUMIHOBAHO KiOEp3JMOYMHIIO? 3a SIKOIO CTaTTEro
KpumiHaabHOTro KOJIeKCYy MOTJIM 3BUHYBAaYyBaTH IIbOT0 KiOEp3IOYMHIIA?

Iocepeno:

https://verdictum.ligazakon.net/document/88168838

Keiic Ne 2
Lllesuenkiscoruii pationnuii cyo m. Kuesa, 202 1pix
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Cytp cnpau: OOBHHYBaYCHUH CHCTEMAaTHYHO NepeOyBaB 3a aIpecor0 pO3TallyBaHHS
OJHOTO 3 O(ICHUX MPUMIIICHb MPUBATHOI Kommanii «U», mix emnaBcs g0 mepexi Wi-Fi,
SIKOI0 KOPUCTYBAJIHUCS CIIBPOOITHUKM KOMIMaHIi, Ta HaJaBaB BIIJAJICHHN TOCTYI JI0 CBOTO
KoMmm'Iorepa TperiMm ocobam. Lli Tperi ocoOu, BIiANOBIAHO, OTpUMANU JAOCTYH [0
KOPIOPATUBHOI MOIITH OAHOTO 13 CIIBPOOITHUKIB KOMITaHIi Ta 3/1IHCHIOBAIN JINCTYBAHHS BiJl
fioro iMeHi 3 KiieHTamMH KowmmaHii. OOBHHYyBauyBaHMW OTpUMaB BiJ] TPETiX OCi0 3a CBOIO
norniomory 2 tuc. nomnapis CIIIA.

Cyn BuU3HAB OOBHHYBAYEHOIO BHHHUM Ta TMPU3HAYUB HOMY TOKapaHHS y BUTISIL
3 (Tppox) pOKiB 1M030aBJICHHS BOJI i3 3a00POHOI0 iSJIBHOCTI, IOB'SI3aHOI0 3 POOOTOIO
KOMIT'FOTePHHUX MEpeX TEPMIHOM Ha ofuH pik. [[pu3Hauaroun mokapaHHs, CyJ B3sB JI0 yBaru
0o0CTaBWHM, sKi MMOM'SAKIIMIIA TIOKapaHHsS, a came. IUpe KasATTsd OOBHHYBAYE€HOTO Ta HOTO
aKTUBHE CIIPUSHHS B PO3KPUTTI 3JI0YUHY, BUKPUTTI 370YMHHUX JiH 1IHIIHUX OCiO.

3anutanusa: Illo came Oyno IHKpUMIHOBAHO KiOEp3JTOYMHIO? 3a SIKOIO CTaTTero
KpumiHambHOTrO KOJIEKCYy MOTJIM 3BUHYBAaYyBaTH IIbOT0 KiOEp3IOUMHIIA?

Iorcepeno:
https://verdictum.ligazakon.net/document/101090L&1? source=biz.ligazakon.net&utm_m
edium=news&utm_content=bizpress01& ga=2.288910@263036.1659350146-
2134283300.1642600568

Keiic Ne 3
3nam' ancvkutl micokpationnui cyo Kiposoepaocwvkoi oonacmi, 202 1pix

Cytp cnopaBu: OOBUHYBaue€HUN CKOPHUCTABCSA OTOJIONIEHHSM I[0JI0 OJaroiiHOro
30MpaHHs KOLITIB Ha JIKyBaHHS XBOPOI TUTHHU (TaM OyJno 3a3HA4e€HO HOMEpP MOOLIBHOTO
TeneOHy MOTEPITiIOoi i HoMep 11 OaHKIBCHKOI KapTKH), 3aTeneOHyBaB KePTBi, IPEACTaBUBCS
CIIBPOOITHUKOM JIep)KaBHOI aiMiHICTpamii Ta BUBiIaB ocobOucty iHdopmaliro (Homepu
TeneoHiB OM3BKUX 1 pOANYIB) HAUeOTO IS MiATBEPIKCHHS IiarHo3y.

VY mopaneiioMy 3a JIOMIOMOTOI0 OTpUMaHOi iH(popMarii 37J0BMHUCHHMK 3BEPHYBCS M0
oreparopa MOOLTHHOTO 3B'A3KY 1 MEPEBUITYCTUB CIM-KapTy, SKa HajeXayia MoTepIiIi 1 Oya
¢inancoBUM HOMepoM OaHKy. 3a JOMOMOror0 HoMepa TeiaedoHy Ta MOOUTBHOTO IONATKY
maxpaid OTpMMaB JOCTYIl JO Tpolmied Ha OaHKIBChKOMY paxyHKy, BIZOyJOCsS BiATak
3aBOJIOJIIHHS UY>KHMH KOIITAMHM Ta iX JIeraizaiis.

Cyn Bu3HaB OOBMHYBAU€HOTO BHHHHM Yy CKOEHHI KpUMIHAJIBHHUX IMPABOMOPYLIEHb. |
NPU3HAYUB TIOKapaHHs Y BUTJsII 6 (m1ecTr) pokiB MO30aBICHHS BOJII 3 KOH(]ICKAIIEI0 BCHOTO
HaJIe)KHOTO oMy MaiiHa.

3anutanusa: Illo came Oyno IHKpPUMIHOBAHO KiOEp3JTOYMHIIO? 3a SIKOIO CTaTTElo
KpumiHaabHOTO KOJIEKCYy MOTJIM 3BUHYBAaYyBaTH IIbOT0 KiOEp3IOUMHIIA?

Iorcepeno:
https://verdictum.ligazakon.net/document/9696801m?s8ource=biz.ligazakon.net&utm_me
dium=news&utm_content=bizpress01

Keiic Ne 4
Ymancoruii micokpationnutl cyo Yepracworoi oonacmi, 2022pik

Cytp cnpaBu: OOBHHYBauyBaHHI PO3pOOHB HIKIAIUBE MpOrpamMHe 3a0e3NeyeHHs, 110
MepeXoIuTioBaJIo  1HGOPMAIIiI0O TPO JIOTIHK 1 Tapoji, sKi KOpPHCTyBadi 30epiraiu ais
aBTOMAaTMYHOIO JOCTYIy B Opay3epax Mepexi [HTepHeT, MeceHpkepax, ileHTH]IKamiiHuX
JAHUX BiJ TaMaHIIB KPUNTOBAIIOT Tommio. lle mporpamue 3a0e3mnedeHHs MpaloBajio Ha
Bi/IaJICHOMY KOMITIOTEPI B pEXKHMI TNPUXOBAHOTO AaBTO3aBAHTAXEHHS, MICTHIIOCS Yy
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CTBOPCHHMX TMPHUXOBaHWUX (haiiylax Ta Karajorax, TOOTO TMpaIfoBaIO MPUXOBAHO BIJ
KOpHCTYyBaya OIepaliifHol cCuCTeMH Ha HOTO KOMIT FOTepi.

09 xBiTHs 2021 poxy MDK OPOKYpOpOM Ta OOBHHYBAYCHHM YKJIAJACHO Yroay Mpo
BU3HAHHS BHHYBATOCTI. 3TiJHO 3 II€I0 YO0 MPOKYpOp Ta OOBUHYBAYCHHUH JIMIUINA 3r0u
mon0 (GopmMymtoBaHHSA MiAO3PH, YCIX ICTOTHUX JIS IIHOTO KPHUMIHAJIBHOTO TPOBAKEHHS
00CTaBHH Ta MpaBoBoi kBasi(ikawii Aiif 0OBUHYBaYEHOTO.

OOBuHYyBaueHuld 0€33acTepeXHO BH3HAB CBOKO BHHY y BYMHEHHI JIaHOTO
KpUMiHaIBHOTO TpaBomnopyiieHHs. Cya Mpu3HAYMB HOMY MOKapaHHsS y BUTISAI mTpady B
cymi 2000H€0mI01aTKOBYBAaHUX MIHIMYMIB JIOXOIIB TpOMaJIsiH, 1110 cTaHoBUTHh 34 000rpH.

3armurtanas: [{o came Oyno I1HKPUMIHOBaHO KiOep3lO4MHINIO? 3a SKOK CTAaTTEI0
KpuminanpbHOTO KOJEKCY MOTJIM 3BUHYBAaYyBaTH I[bOTO KiOEP3JIIOUMHIIA?

Iorcepeno:
https://verdictum.ligazakon.net/document/97253588?8ource=biz.ligazakon.net&utm_me
dium=news&utm_content=bizpress01

Keiic Ne 5
Kosmuesuii pationnuti cyo m. [uinponemposcoka, 2007pix

Cytp cpaBu. OOBMHYBadyBaHa, MPAIIOIOYH Y BIIIJICHH] OaHKY CIIEHialiCTOM BIJILTY
KpenuTyBaHHs (I3MYHUX 0Ci0 1 Marouu JOCTYI 70 0a3u AaHUX KIIE€HTIB Ta IXHIX paxyHKIB,
CKomioBaja iHdopmarlito, IO CTOCyBaJlacs paxyHKy OJHOTO 3 KIi€eHTIB OaHky. Hamami
BUKOPHCTOBYBAJIA 110 iHPOPMALIiIO JJIs TOTIOBHEHHS PaXyHKY CBOIO MOOITBHOTO Teiaedony i
CIUTaTH PaxyHKIB 3a KOMyHQJIbHI TIOCIYTH Yepe3 Mepexy [HTepHeT.

Cyn Bu3HaB OOBMHYBAaU€HY BUHHOIO Y CKOEHHI KPUMIHAJBHUX MPABONOPYILEHb.

3anutanusa. [llo came Oyno iHKpUMIHOBaHO KiOEp3JOYMHHUIN? 3a SKOK CTaTTEIO
KpumiHanbHOro KoJIeKCy MOTJIM OOBUHYBAaUYBaTH 110 KiOEP3IOUMHHHIIIO?

Iocepeno:
https://www.viaduk.net/clients/vsu/vsu.nsf/(docutsgtAFB1E90622E4446FC2257B7C004
99C02

ITo 3akiH4eHHI poOOTH HaI KeWcaMH MOKHA TaKOXK 3allUTaTH y AITEH, PO SKi T'ydHi
cynoBi a00 KpUMiHaJIbHI CIIPaBH, MOB’ s[3aHi 13 KiOEp3TI0YNHAMHU, BOHU 3HAIOTh. TaK0X BapTo
Ji3HATHCS IXHIO JYMKY MO0 TMOKapaHb 3a Kibep3nmouwmHW. MOXKIMBO, BOHH BBa)KAIOTh iX
HAATO M SIKUMHU a00, HaBIaKW, HAATO >KOPCTOKMMHU. A sKi BUIM IMOKapaHb BOHU O cami
3ampoOINOHYBAJIM NIl PI3HUX BHUAIB KiOep3mounHiB? Yomy? Hexali apryMeHTyIOTh CBOIO
nyMKy. HaromocutH, 1mo Mipa mokapaHHs Ma€ OyTH HE MPOCTO BIAMOBIIJIIO CYyCHIHCTBA Ha
37MOYMHHI Jif, — BOHA TaKOXX Ma€ MPUMYCHTH 3JIOYMHI PO3KAsATHCA Y BUYHMHEHOMY 1
MEPEOCMUCIIUTH CBOE XHUTTS, 1100 BiH OLIBINE HIKOJIM HE BAABABCS JI0 3JIOYMHHOTO CIIOCO0Y
BUPIILICHHS BIACHUX MPOOJIEM.

67



Bigmosinai

Keiic Ne 1

Hii oOBuHyBaueHoro Oymu kBamipikoBani 3a 4. 1 cr. 361 KK VYkpainn
Hecankyionosane — empyuanus 6  poboomy  eNeKmpOHHO-00YUCTIOBANLHUX — MAULUH
(komn'tomepie), aemomamuzosanux — cucmem, KOMN'IOMEPHUX  MEPENC YU  MEPediC
eNIeKMpPo36' 3Ky, Wo Npu3eeio 00 BUMOKy, empamu, niopooKu, O10KYeauHsa iHgopmayii,
CNOmMEOpeHHs npoyecy 0opooKu iHpopmayii abo 00 nopyuieHHs 8CMAHOBIEH020 NOPAOKY ii
mapuwpymuzayii.

Kapaetbcst mrpadom Bil MIECTUCOT 10 TUCSYl HEOTIOIATKOBYBAHMX MIHIMYMIB JIOXOJIiB
rpoMajisiH a00 0OMEXEHHSIM BOJIi Ha CTPOK BiJl JBOX JI0 I'ATH POKiB, a00 1M030aBIeHHIM BOJIi
Ha CTPOK 10 TPbOX POKIB, 3 MO30aBJICHHSAM IpaBa 00iiMaTH MEBHI MOCAJAM YU 3aiMaTHCA
MIEBHOIO JISUTBHICTIO HAa CTPOK JI0 IBOX POKiB a00 6e3 Takoro.

Keiic Ne2

Jii oOBuHyBaueHoro Oymu kBamigikoBani 3a 4. 1 cr. 361 KK Vkpainu
Hecanxyionosane  empyuanns 6  pobomy  eleKmMpPOHHO-OOUUCTIOBANbHUX — MAUUH
(komn'tomepie), aemomamuzosanux — cucmem, KOMH'IOMEPHUX  MEPedC YU  MepPediC
eIeKMPO36's3KY, WO Npusseio 00 BUmMoKy, empamu, niOpooOKu, OI0KYeaHHs iHGopmayil,
cnomeopeHus npoyecy oopooxu iHgopmayii abo 00 NOpYyueHHs 6CMAHOBIEH020 NOPAOKY ii
mapwpymusayii.

Kapaetbcest mrpadom BiJl MIECTUCOT 10 TUCSYl HEOMOAATKOBYBAHUX MIHIMYMIB JIOXOMIB
rpoMajisiH a00 0OMEXEHHSIM BOJII HA CTPOK BiJ IBOX J0 M'SITH POKiB, a00 M030aBICHHSIM BOJII
Ha CTPOK JI0 TPHOX POKIB, 3 MO030aBJICHHSM IpaBa O0iMAaTH MEBHI MOCATU YM 3aiiMaTHCs
MIEBHOIO JTISUTHHICTIO HA CTPOK JI0 BOX POKiB a00 0€3 Takoro.

Ti cami nii, BUMHEHI MOBTOPHO a0 3a MOIMEPEIHHOI0 3MOBOIO TPYIOI0 OCi0, ab0 SKIIO
BOHH 3ar0/isUTA 3HAYHY IIKOY, — KaparoThCs 030aBJIEHHSIM BOJII HAa CTPOK JIO I1'SITH POKIB.

Bapto 3a3HauuTH, MO CyTh CHOpaBH HAcHpapai Oyna TOB's3aHa 3 MPOMHUCIOBUM
mmnuryHcTBoM. Llei Bumamok Tako UTIOCTpye HEOOX1THICTh 3aXUCTY i Yac i €THAHHS 10
Wi-Fi, ockinbku HezaxumieHi Wi-Fi-mepexi MokyTh OyTH criocoOOM BHTOKY MEPCOHATBHUX
JaHUX.

Keiic Ne 3

Cyn Bu3HaB oOBuHyBaueHOro BMHHUM 3a cT. 190 (waxpaiicmeo) i crt. 361.2
(recanxyionosani 36ym abo po3noecrodicenns inpopmayii 3 obmedxceHum 00Cmynom), Cr.
209 (necanizayis matina, 00epHcaro20 3N0YUHHUM UIAXOM).

Keiic Ne 4

Jii o6BuHyBavueHoro Oymu kBamiikoBani 3a 4. 1 ct. 361-1KK Ykpainu sik cmeopenus 3
Memoio0  PO3N0BCIO0NCEHH ma 30ym WKIONUBUX NPOSPAMHUX 3AC00i8, NPUSHAYEHUX Ol
HeCaHKYIOHOBAHO20 ~ 6MPYYAHHA 8  pOOOMY  eleKMPOHHO-0OUUCTIOBATbHUX — MAUIUH
(komn'tomepig), asmomamuzo8anux cucmem, KOMN'1OMEPHUX MEPEIC.

KaparoTscst mrpadom Big mM'ATUCOT A0 THUCSAY1 HEOMOJATKOBYBAHUX MIHIMYMIB JIOXO/IIB
rpoMajisH ab0 BHIPABHUMHU POOOTAaMHU Ha CTPOK JI0 IBOX POKiB, a00 m030aBIEHHSM BOJIi Ha
TOW CaMHUH CTPOK.

Keiic Ne 5

Jii o6BuHYBayeHoro Oyinu kBamidikoBani 3a 4. 2 ct. 362KK Vkpainu necankyionosane
nepexonienusi abo KoniloauHs ingopmayii, Axa o006pobAOEMbCA 8  eNeKMPOHHO-
obuuctosanbHux mawunax (Komn'romepax), a8moMamu308aHux CUCmemax, KOMN' iomepHux
Mepedxcax abo 30epicacmvbcsi HA HOCIAX MAaKoi iHgopmayii, AKWO Ye npusseno 00 ii 8UMOKY,
BUUHEHI 0C00010, KA MAE NPABO OOCMYN)Y 00 Maxoi inpopmayii.

Kaparotbess 1mo30aBiIeHHAM BOJII HAa CTPOK 1O TPHhOX POKIB 3 MO30aBJICHHSM IpaBa
oOiifMaTH TeBHI TMocaau abo 3alMaTHCS TEBHOKO [ISJBHICTIO Ha TOW CaMHil CTPOK.

68



Cnmncoxk BUKOPHUCTAHOI JiTepaTypu

babenko, O. 0., & Moxkusak, A. C. (2018). TeopeTnunuii aHaymi3 JTOCIIIHKEHHS
TICUXOJIOTTYHOTO TIOPTPETY Kibep3nouuHus. Teopis i npakmuka cyuacuoi ncuxonoeii, 2, 89—
93. http://www.tpsp-journal.kpu.zp.ua/archive/2_204B.pdf

bapanoBa, O. A (2014).IIpo TaymadeHHs Ta BHU3HAYEHHS TOHATTS <«KiOepOes3meka».
IIpasosa ingpopmamuxa, 2(42), 54—62. http://ippi.org.ua/sites/defaulgéill 4boavpk.pdf

bukos, B. 0., Bypos, O. 10., & JlementieBcrka, H. II. (2019). KiGepOe3neka B
M(pOBOMY HABYATLHOMY CEepeNOBHILI. [Hpopmayitini mexnonoeii i 3acoou naguanns, T. 70,
Ne2, 313-331.

Bbyninr (upkyBaHHsS) y4dacHWKa ocBiTHboro mponecy. Crarrts 173-4 (2018).Koxpekc
Vkpaiuu npo aaminictpatuBHi npasomnopymients (Crarri 1-21224).Bioomocmi Bepxosnoi
Paou  Vkpaincoxoi  PCP  (BBP), 1984, gnomarok g0 Ne 51, cr. 1122,
https://zakon.rada.gov.ua/laws/show/80731-10#Text abo
https://rada.info/upload/users_files/41765931/c2¥GkafdelaOecee465171657c94.docx

byrysos, B. M., & Tirynina, K. B. (2007).CyuacHi 3arpo3u: KOMI' FOTEPHUN TEPOPHU3M.
Bopomvba 3 opeanizoseanoio 3nouunnicmio i kopynyicio (meopis i npakmuxa) . HayK.-TIPaKT.
KypHa, 17, 316-324. http://irbis-nbuv.gov.ua/cgi-
bin/irbis_nbuv/cgiirbis_64.exe?C21COM=2&I121DBN=UJRR21DBN=UJRN&IMAGE_F
ILE_DOWNLOAD=1&Image_file_name=PDF/boz_2007_17_ 30.p

B Vkpaini Oyno cTBOpeHO cremianbHUN Yar-00T, y SKOMY TPOMAISHH 3MOXYTh
MOBIIOMJIATH PO BOPOXi Bikickka, TexHiky Ta JIPI' (2022, 26miotoro). B Vipludopm.
https://web.archive.org/web/20220601115230/httwsui. ukrinform.ua/rubric-ato/3413790-
v-ukraini-zavivsa-catbot-kudi-mozna-povidomlati-prorozu-tehniku-ta-diversantiv-sbu.html

I'azizoBa, F0. (2022, 17mucromana). KiGep3nounnnicts B Ykpaini. Epa mmdposux
TEXHOJIOTIH — epa HOBHX 310unHiB. fOpucm i 3axon (TOB "JII'A 3AKOH"), Ne 45,
https://uz.ligazakon.ua/ua/magazine_article/EAOBH60

I'op6enko, B. 1. (202%). Kibepsiitnu Ta kibepbesneka B cydacHomy cBiTi [PowerPoint
slides]. SlideShare. https://moodle.znu.edu.ua/mesdlrce/view.php?id=209751

I'op6enko, B. 1. (2021b). Kypc "Kibepsiiinu Ta kibepOesneka B Cy4acHOMY CBiTi"
[Lecture notes]. Cucrema  enekTpoHHOro  3a0e3medyeHHs  HaByanHs  3HY.
https://moodle.znu.edu.ua/course/view.php?id=6844

J3rorm3iok, B. b., & JIzrorn3iok, b. B. (2013).11osBa i po3BUTOK KiOEpP3ITOUMHHOCTI.
Hepoicasne OYOisHUYMEO, 1, 1-12. http://irbis-nbuv.gov.ua/cgi-
bin/irbis_nbuv/cgiirbis_64.exe?C21COM=2&I121DBN=UJRR21DBN=UJRN&IMAGE_F
ILE_DOWNLOAD=1&Image_file_name=PDF/DeBu_2013 1 3.pd

Kyparnbos, B. I1., Pomanmok, b. B., & Kosanenko, B. B. (2003).Tepopusm: cyuacnuii
cman ma MixcHapoOonuii 0oceio bopomvdOu. Kui: HarionanpHa akajemis BHYTPIIIHIX CIIpaB
Ykpainu.

Indopmartiiina Oe3meka YKpaiHI[iB (2022). Defense Ua.
https://www.defenseua.com/cybersafe

KiGeprmomimisi BUKpHIa KUSHHHA Ha MIATPUMIN <«pyckoro wmipa» (2022, 24tpaBHs).
JlemaprameHT KiOepromiii HarionanbHoi TOJIIi{ VYkpainu.
https://web.archive.org/web/20220524121915/httpgikrpolice.gov.ua/news/kiberpolicziya-
vykryla-kyyanyna-na-pidtrymczi-ruskogo-mira-4052/

Ki6epmomimis 3akmkana 30 mikaapoganx VPN-cepBiciB NpUNUHATH criBpaiio 3 PO
(2022, 01 Oepes3ns). [Memaprament kiOepmoninii HamionaneHoi mominii  YkpaiHw.
https://web.archive.org/web/20220619230541/httpgikrpolice.gov.ua/news/kiberpolicziya-
zaklykala--mizhnarodnyx-vpn-servisiv-prypynyty-spraczyu-z-rf-621/

69



MinicrepctBo ob6oporn Yikpainu (2018, 07 tpasus). KibepOesmeka K BakInBa
CKJIaJoBa Bci€ei cucreMu 3axucTy aepxasu. Odimiiiauii BeOcaiit MiHicTepcTBa 000pOHU
VYkpainmu. https://www.mil.gov.ua/ukbs/kiberbezpeka-yak-Vamdiskladova-vsiei-sistemi-
zahistu-derzhavi.htmi

Haitnponosa, JI. A. (2019). [iaenocmuxa 6ynincy i kibepbyniney. MeToauuHi
pexomennaiii. Kuis: [HcTuTyT coniansHoi Ta monituaHoi ncuxosnorii HAITH Ykpainu

Haiinponosa, JI. A. (2021, BksitHs). [{udposi pu3ukyd B yMOBax JUCTAHIIIHHOI OCBITH
B 4Yacu MmaHleMii. Bichux Hayionanvhoi axademii nedaeoziunux Hayk Ykpainu, T. 3, Nel.
DOI:https://doi.org/10.37472/2707-305X-2021-3-1-3 Haiinponona, JI. A., daren, H. JI.,
Bosnecencrka, O. JI., Uepenosceka, H. 1., O0yxoBa, H. O., Harmmaceka, FO. C., & inuk, H.
1. (2018).Meoiacpamomuicme ma ingpopmayitina 6esnexka: ingopmayitinuii 6ro1emens. Kuis:
Incturyr coLianbHOT Ta MOJIITHYHOT TICUXOJIOTIT HAIIH Vkpainu.
http://mediaosvita.org.ua/book/mediagramotnistafarimatsijna-bezpeka-2018/
https://visnyk.naps.gov.ua/index.php/journal/aeiteiew/137

Homoxonos, B. A., & Tpomuna, T. JI. (2013). Kubepnpecmynnocms. npobnremol
bopvOLL u NPOCHO3bL. bubruomexa KPUMUHATUCTA.
https://cripo.com.ua/processes/?p=164985/

[Mumumuyk, B. T'., & JI3p00anb, O. A. (2011).IToniTH4Hi Ta IepKaBHO-TPABOBI aCMIEKTH
npotuaii iHGOpMaIitHOMY TEpOpU3MYy B yMoBax Tiobamizaitii. Cmpameeiuni npiopumemu,
4 (21), 12-17.

I1o moui 6ix nosun (N.d.)._https://behindthenews.ua/

[Tpo ocHoBHI 3acagu 3a0esneueHHs KiOepOesmekn Ykpainu (2017).3akoH YkpaiHw.
Bioomocmi Bepxosnoi Paou (BBP), Ne 45, cr. 403,
https://zakon.rada.gov.ua/laws/show/2163-19#Text

CemepuH, X. (2020, 2rpyans). Mediacpamomuicmes «Ha NANLYAXY: K SUNCUMU Y CEIMI
@etixie i desingpopmayii. Mos nayka. https://my.science.ua/mediagramotnist-na-paltsyast-
vyzhyty-u-sviti-fejkiv-i-dezinformatsiyi/

Tunonocis nezanizayii (6iomueanmst) 00xodis, ooepacanux 3nouunnum uiisixom (2013).
JlepxaBHa ciyx0a (iHaHCOBOrO MOHITOpUHTY VYKpainu. Hakaz 25.12.2013 Ne 157.
https://zakon.rada.gov.ua/rada/show/v0157827-13#Tex

Xakepchka araka (2022, 16 YEepBHS). Wikipedia
https://uk.wikipedia.org/wikiXakepcbka_aTaka

Yamtiacska, 0. C. (2020).@inemananiz y pob6omi ncuxonoea. KponuBaunbkuii: Imexc-
JIT/I.

Yynixina, C. JI., & YmepenkoBa, H. ®. (2022). [Ipesenyis i nocmeenyisn cyiyuois,
noé6’ sizanux i3 oynineom (kibepoynineom) y saxraoax oceimu . Ilpoepama Kypcy niosuujenms
Keanigixayii 01 NCUxono2is, coyianbHuUx nedazoeié KepieHUKie ma 3aCmynHUKi6 KepieHUKIG
3axnadie oceéimu. (HamionansHa akaaeMis MmeAarorivHuX HayK YKpainu, [HCTUTYT comiaabHOI
Ta IMOJIITUYHOT COLIAJIbHOT Ta OJIITUYHOT IICUXOJIOTT).
https://ispp.org.ua/2022/11/03/programa-kursu-mdliennya-kvalifikaciii-prevenciya-i-
postvenciya-suiicidiv-povyazanix-iz-bulingom-kibetingom-u-zakladax-osviti-s-I-
chunixina-n-f-umerenkova/

SIK TOBOIUTHCS B COILIATBHUX MEpekax Iij Yac BifHM: 110 He BapTo pobutn (2022,
17 6epesus). Hosuit kanan. Hosunu. https://novy.tv/ua/news/2022/03/17/yak-povodytysya
soczialnyh-merezhah-pid-chas-vijny-shho-ne-vartoytgy/

70



TOJIATKHA



Jonatok 1
Cnucok noreHUiiHUX Ki0eppu3uKiB

=

KiGepOyJ1iHr — IbKyBaHHS 3 BUKOPUCTAHHSIM IU(PPOBUX TEXHOJIOTIM.

2. KibGep6oiikoT — KOmM >KEpPTBY BUAAISIOTH 31 CHHCKIB ApyxkOM / OJOKyHOTH Yy
COIIAIBHUX MEpeXaxX Ta BCUIAKO ITHOPYIOTh.

3. TpoJiHr - comianbHa MPOBOKaIlisl, a00 3HYIIAHHS B MEPEKEBOMY CIUIKYBaHHI.

4. IloxTpouaiHr — myOmikaiiss Macd MepcoHI(DIKOBAHUX Ta arpeCMBHUX IOCTIB 3
HaMipoM CIIPOBOKYBATH THiB, po34apyBaHHs a00 NPUHMKEHHS Y )KEPTBU TPOJIIHTY.

5. CaeMiHr — nigOyproBaHHs 103€piB 0 HACHJILCTBA, arpecii, HETEPIUMOTO CTaBJICHHS

JI0 1HIIUX y COIIaIbHUX MEPEkKax.

He6e3neuni kidepueneH ki — Ti, 10 MAMTOBXYIOTh A0 3aMOMISTHHS COO1 ITKO/IH.

deiikyBaHHS - CTBOPCHHSI 1 MOMUPEHHS HEMPaBAUBO1 iH(OpMaIrii.

Hag's3yBanns HenoTpiOHOI iHpopMmarii

ChifikyBaHHSI 3 He3HAWOMMMM JIIOABMM 3 HEOKaHUMH HACIIIKaMH, HaIPUKIIA]T

HeOe3neyHi 3ycTpivi 3 HUMH B PeajIbHOCTI.

10.KiGepcTaakiHr — BHUKOPUCTAaHHS I1HTEPHETY IJIs TepeciigyBaHHsS a0o JoMmaraHb
JIIOAMHU.

11.PeTHHTr — KONM KiOEP3JIOYMHEIH 3aBOJIOJIBAE JOCTYIIOM JI0 UY>KOTO aKayHTa 1 Bele
MIEPENUCKY BiJl IMEHI KOPUCTYBaya aKayHTa.

12. BukpajeHHsl TepPCOHAJBHUX JaHUX, 3JaM aKayHTa Uil PETUHr-OTPUMaHHS
KOoH(}iaeHiitHOi iHpopMalLlii KopucTyBaya

13. KiGepmaxpaiicTB0 — 3J0YMHH, 5K CKOIOIOTH B IHTEPHET-MEPEXi, MaHIMyIIOIYH
JOBIPOIO 3 METOK OTPUMaHHs TpoIlIed (HampuKiIaj, MPOJaK HEICHYIOUUX IOCHYT,
HaB' I3yBaHHS MOKYIOK, BAMAHIOBAHHS TPOIIICH).

14.Ker¢pimmur — oOMaH KOPUCTYBadiB IiJ 4aC OCOOMCTOTO CIHIJIKYBaHHS MUISIXOM
BUKOPHUCTaHHS  (ajdbIIMBUX  akayHTiB  abo  QampmmBux  ocobucrocrei
(imeHTUYHOCTEH).

15.Yutunar — oOMmaH, TOB'si3aHMM 3 OJIOKYBaHHSIM BXIJHUX TOYOK Y MAacOBHX
0araTOKOpUCTYBAIbKUX OHJIAH-Irpax.

16. Ilomupenns ocodoucroi indopmanii (Goto, Bimeo, 3amucu) 6€3 3roau BIaCHHUKA.

17.Konu 6e3 3romu y4acHHKa po6Jasitb MeMH a0o BipycHi Bizeo 3 HuMm ((pinbMyBaHHS
peanbHUX MO/IiH a00 MOCTAHOBOK) Ta MOIIUPIOIOTH iX.

18. BuknaneHHs B Mepexy «Bi()OTOIIOIICHUX >, CKOJIAXKOBAaHUX a00 HeBaaiIux (oto 6e3
3TOJM YYaCHUKIB.

19. CemkeTMHT — mepecuinanHsi ocobuctux ¢ororpadiii abo MoBiIOMICHb IHTHMHOTO
3MICTY 3a JIOTIOMOTOI0 CMapT()OHIB, €IEKTPOHHOT MOIITH, COLIATIBHUX MEPEX TOIIIO.
20.0OTpuMaHHs TOBIIOMJICHb Yy COILIAJbHUX MEpekax 3 HeOaXaHMMU oOpazamu, sKi

CYIPOBOIKYIOTH CEKCYalIbHY MOBEIIHKY (Hampukiam, pororpadiii reHiTamiii).
21.KiOeprpyMiHr — CTBOpEHHS [OBIpJIMBHUX CTOCYHKIB 3 HENOBHOJITHIMH Y
BIpTYaJIbHOMY CEPEIOBHIII 3a/JI1 OTPUMAHHS IHTUMHUX (POTO, M00 y MOJaIbIIOMY
BUMaraTH rpoiii abo 3 METOI0 MPUMYCY J0 CEKCYaJIbHOTO 3B'SI3KY.
22.Cnyginr — curyallis, KOJud OJHA JIIOJAWHA a00 Mporpama YCIHIITHO MAaCKYHOTHCS T
iHmy nuiaxoM (danscudikamii faHUX, M0 Ja€ 3MOTY OTPUMAaTH HE3aKOHHI IepeBary.
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Jlomatok 2
KapTku 1is1 1uckyciifHOro Kiayoy

KopoTtke nosicHeHHst

Ha3sBa ki0eppu3uky (a 3B0pOTi)

€ nymKka, mo TIOCTiiiHa B3aemojis 3
poboraMu YW TIpOorpaMamMH Ha OCHOBI
IITYYHOTO 1HTENEKTy MOXe 301IHIOBaTH
eMOIIIHHY chepy JIFOTUHH.
Ockinbku pobotu i LI He neMOHCTPYIOTH
BEIUKOI  pI3HOMAHITHOCTI  eMoIii  Ta
NOYYTTIB 1 HE BUMAararoTh I[bOTO TaKOX Yy
BIJINOBI1/JIb, Y KOPUCTYBAYiB €MOIIIHUH T10-
TEHIIlaJI TiJ Yac B3aeMOJIl 3 MalluHAMU
MOXKE 3BYXKYBATHCS JI0 HEOOXIIHOTO MiHi-
myMy. Takox mij gac B3aeMofii 3 pobora-
MU 3HHKA€E TaKUil KOMIIOHEHT, SIK EMIIaTis.

30iJHEeHHS eMOLiITHOT cepH TOIUHA

Jltoqm MaroTh CXWIBHICTh HAiBHO JTOBIPATH
iH(opMartii, IKy OTPUMYIOTh 3 IHTEPHETY Ta
COLIaIbHUX  MEpeX, 1 HE  3aBXKIU
MePEBIPAIOTH 11 JKEpeo.

Hannumiok 1oBipy 10 HOBITHIX Meia

lamxeTn, TonaTku, po3yMHa TEXHIKA TOIIO
MIIIHO YBIWIUIM B JIOJCHKE JKUTTA. bes
Cy4acHOi TEeXHIKU JOIN CTalOTh
0e3MopagHIMH, HE YSBISIFOTH CBOE JKUTTS
6e3 cMapT(hoHa UM JEnToA.

MoxyTh HaBiTh BiguyBaTh (I3UIHHI
JUCKOM(DOPT, KOIM HE MaloTh MiJ PYKOIO
MOOUTBHOTO TenedoHa.

[Icuxosoriyga 3aJIe)KHICTh JIFOIEH
B1J{ TEXHIKH

CriemiasibHi  TOaTKH, $KI JalOTh 3MOTY
KOPUTYBAaTH 30BHIIIHINA BUTIISA JIIOJEH Ha
¢doTO, SAKI BHKIAJAIOTHCA B COIIAIbHUX
Mepexax, CTBOPIOIOTH 3aBUIICHI
OUIKYBaHHS IIOJ0 30BHIIIHBOTO BHTJISIY
nmapTHepa,  BUKIWKAIOTh Y  JIIOJUHU
MparHeHHs  <«BIAMOBIAATH»  CYCHUTBHUM
KaHOHAM KpacH, IO YacTO MPHU3BOIMUTH JIO
CYTTEBOTO 3HIDKEHHS BIIACHOI CaMOOIIHKU
B pa3i «HEBIJIMOBITHOCTI».

BukpuBrieHHs ySABIEHHS PO JIOJCHKY
Kpacy

3 PpO3BUTKOM TEXHOJIOTIH JIIOAM MEHIIE
pyxaloThcs,  0arato  CHIATh  TEpex
eKkpaHamu. binbmicTe Gi3MuHUX A1l 32 HUX
BUKOHYIOTh pOOOTH 200 pO3yMHa TEXHIKA.

3arpo3a 310poB’ 10 1 OJIOKyBaHHS
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Ha3sBa ki0eppu3uky

KopoTtke nosicHeHHst
(na 3BOpOTI)

[Hdopmartiiine nepeBaHTaKEHHS

Barato kopucTyBadiB MeziacepeoBHIIA HE
3/1aTHI HaJaIITyBaTH HOTO Mif cebe, 1 ToMy
4yepe3 HHUX 3a JICHb MPOXOJIUTh HE OJHA
COTHS 1H(OpPMALIMHUX TOBIAOMIIEHb, TOX
BOHU «TOHYTH» B IHPOPMALIHHOMY MTOTOLII.

3HMKEHHS KOTHITUBHUX (YHKLIN Jr01ei

CTpiMKUH PO3BUTOK TEXHOJOTIA 1 iX
JOCTYIHICTD JUI KOPUCTYBAdiB HE MOTJIH
HE BIUIMHYTHM Ha KOTHITUBHI 3110HOCTI
aroned (MHUCICHHSI, am siTh, yBary, YsBY
TOIIO).

Kiboprizarist 10CBKOTO TiNa

[ToxpareHHs JIFOICHKOTO TLIA 3a
JIOIIOMOTOK0 HOBITHIX TEXHOJIOTIN 3aIs
KOM(OPTHOTO  KHUTTS, HAOYTTS HOBUX
3110HOCTEN a00 BTIJIEHHS BIYHOI'O XKUTTSL.

PyiiHyBaHHS cOLiaJbHUX CTOCYHKIB
1 BigasieHHs JIOIEH OTHE Bl OQHOTO

[MocunioeTbess  TEHACHINSA [0  MEBHOI
IHTPOBEPTOBAHOCTI OCOOMCTOCTI B TEXHO-
re’ny epy. Konu mosm 61111 koMmpopTHO
3aiiMaTH CBIA BUIBHHUM 4Yac B3a€EMOIICIO 3
rajpkeramu/podoTaMu/ 1ojaTkaMu i
mporpaMaMd  Ha ~ OCHOBI  INTYYHOTO
IHTENEeKTy, HXK KOMYHIKyBaTH Oe3nocepen-
HBO 1 IPOBOJIUTH YacC 3 1HIIMMH JIFObMH.

HanmipHa goBipa 10 rapkeTiB Ta mporpam
Ha OCHOBI HITYYHOTO IHTENEKTY

Besnepeuna mgoBipa 0 TEXHOJIOTIH, IO
0a3yeThCsl Ha 1TI031T  «IOCKOHAIOCTI» 1
«Oe3yMOBHOI HAJIMHOCTI» TPUCTPOIO abo
IporpamMHu MOPIBHSHO 3 JIIOJUHOIO, SKa
MOYK€ TIOMHJISITHCSI.

[TepeopienTallist eMOIIIHOT MTPUXUIBHOCTI

OO0’ €KTOM TNPUXWIBHOCTI JIIOJUHH MOXKeE
cTtaBaTd cMapTdoOH, IJIAHIIET, poOoT abo
IHIII «pO3YyMHI» pedi, 1 BOHH OyIyTh
IIHYBaTUCS OLIBIIE, HIXK JIFOJIH.

CrioTBOpeHHS yABIIEHb IIPO CEKCyaIbHE
KUTTS

HoctynHa mopHOTpadist B yCiX MOMXKIHUBHX
ii ~ Qgopmax CcIOTBOPIOE YSBICHHS MPO
CeKCyaJbHI CTOCYHKH, OCKUIBKH HE BCE, IO
NOKa3yloTh y TaKWUX Bifeo, 30iraerbcs 3
peanbHicTIO. lle MoXe mTPU3BOAUTH [0
¢opMyBaHHS ~ HEaJeKBaTHUX 1 HaBiTh
HEOE3MeYHUX MaTEPHIB MOBETIHKA

KopucryBau meBHoi cormepexi BUOIPKOBO
JEMOHCTPYE ayAUTOPii MOMEHTH 31 CBOTO
BUTQJIAHOTO SICKPABOTO 1 I[IKABOTO JKHUTT,
CTBOpIOIOUM o0pa3 cebe sK YCIIIIHOI,
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deHoMeH «()aTbIIMBOTO KUTTS,
«1JTr0311 OJ1arOToIyIdsi»

| 6aratoi i 6Ge3MekKHO IACTUBOI IIOJMHH.
. llompaBma, meit oOpa3 1 moka3zaHe B
COLMEpexax IKHUTITA He BiJOOpaxkaroTh
peajbHICTh TOBHOIO MIpOIO 1 € JIMIIe
TapHOI0 MiAPOOKOI0 MOMEHTIB, ()aKTiB,
TOYOK 30DY.

KibepznounHHicTh

Po3BuTOK TEXHONOTII Beae 10 GopMyBaHHS
3IOYNHHOCTI ~ «HOBOTO  TOKOJIHHS» 3
BUKOPUCTAHHSM  TPHUHIUIOBO  HOBHX
3ac001B Ta BUOKPEMJICHHS HOBUX (hOPM.

PyiinyBanns penyranii

BukpanenHss ocoOucToi, HaBITh IHTUMHOI,
iHdopmamii roxel, ii TOmMUpEHHS Ta
ONIPWJIFOAHCHHS 3 METOIO JIUCKPEIUTYBATH
0co0y.

ButicHenns mroei 3 poOovnx MicIb
1 3amiHa ix poboTamu

PoGotn, 1m0 TpampOTE HAa  OCHOBI
HITYYHOTO 1HTEJICKTY, MOXYTh BHKOHYBaTH
NEeBHI BUAW OIEpaulid Kpame 3a JojeH.
Tox 3 EKOHOMIYHOTO TOTJISIAY iX BUTITHIIIE
BUKOPHUCTOBYBATH JIJIsl pOOOTH, HIXK JTFO/ICH.

Indopmariiini BiitHH

Bumknanenns indopmaiiii y cnociod, sSKuit
dopMye B CyCHIbCTBI YU Tpymi JroAen
noTpiOHYy opranizatopoBi iHbopmaIliiHol
npornaraHad TPOMAaAChKy  AyMKy. Sk
HACIiZOK, BiOYBa€ThCA  YCBITOMIICHHS
JIOABMU  OKpeMHUX (akTiB 4M MOAid Yy
NOTpiIOHOMY IS MaHINyJsATOpa CBITII,
X04a paHille B TPaKTyBaHHI LUX (akTiB
OyJu CyIepeyHOCTI.

3arposa Jr0ChKOMY KHUTTIO 3 OOKY
pOOOTIB 1 MITYYHOTO IHTEIEKTY

€ Teopist, m0 paHO YW Mi3HO podoTtH /
MITYYHUH 1HTEJCKT TOBCTAaHYTh MPOTH
mrocTBa. HacmpaBi MOBCTaHHS MITYYHOTO
IHTEeNeKTy 1, TuUM Oinbiie, poOOTiB Yy
HaWOMMKYI  TIEPCIIEKTUBI JIIOJACTBY HE
3arpoxye. IlpobmemMu TOYHYTBCS —TOMI,
KoJu 3'aBUThCA AG| — mITydHu# 1HTEIEKT 31
3IaTHICTIO JI0 CAMOYCBIJJOMJICHHS.

Binemricrs i rpoMajisiH KpaiHu
aHaATI3YEThCSA, 1, 3aJEKHO BIJI XapakTepy
iXHIX YYMHKIB Ta Jilf, IM IPUCYIKYIOTHCS
a00 B HUX BiAHIMArOTHCS Oanu. Yum OuIbIne
0aiiB Ha 0COOMCTOMY PaxyHKY, TUM Kparle.
Yum menmie O6aiB, TUM TipIIe CTaHOBHIIE,
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Indopmarriiina TuKTaTYpa AeprKaBu

ax 10 PI3HOMAaHITHUX IIOKapaHb
(binancoBuit  mrpad, 3abopoHa  Ha
npunOaHHs aBia- a00 3aJII3HUYHUX KBHUTKIB,
BUKJIIOYCHHS JUTHHH 3 IPUBATHOI MIKOJIH /
JUTSYOr0 CajaKa, HEMOXKJIMBICTh 3HAWTH
BHCOKOOIUIauyBaHy poOOTy 1  HaBiTh
TPAHCIALIE B TPOMAACBKUX  MICIISIX
dororpadiii <«HU3BKOPEHTHHTOBUX»). [lis
TpOMaJIsiH 3 BUCOKUM  PEUTHHIOM
nepeadadeHi 3a0XOYEHHS — JIOCTyH J0
Kpalmux BakaHCil, ¢iHaHCcOBI mpemii 1
niaerd. JlepkaBa CTEXHUTH 3a BCIMa JISIMH
TPOMAJSIH 33  JIONOMOTOI  CYYacHHX

TexHosiorii.  OmepaTtopu  MOOLITBEHOTO
3B'SI3KY, CHUCTEMHU OHJIAMH-TIJIATEXKIB,
TOPTOBEJIbHI MalJaHYnKH, MICIIEB1

comiambHI MeEpeXi — yci BOHU HaJaloTh
BJIA1 TaH1 MPO A1l CBOIX KOPUCTYBAUIB.

Hudposa HEepiBHICTH

3HayHA YaCTHHA JIIOJICTBA HE Ma€ JOCTYIY
0 MEpeXi 1 BTpadae  MOXKIHUBICTh
CHUIKYBaHHSI, OTPUMaHHS 3HaHb, MEIUYHOT
JIOTIOMOTH 1 GarathoX iHIMX (DYHKIIIH, SKi
nepeliiy, MOBHICTIO ab0 YacTKOBO, Y
Mepexy. ToOTo € Jroau, SKi 3HAIOTh, SK
KOPUCTYBATHUCS IHTEPHETOM, CMapT(HOHOM,
MOOUILHUMH HOJAaTKaMH, 1 i1 HUX Ie
3BUYAMHI 1 IPOCTI HABUYKH, a € JIOAH, SIKI
HE MalTh BJIACHOTO MOOITBHOTO TenedoHa
1 HEe 3HAIOTh, fK  KOPUCTYBATHCH
cmapthonom. Came TOMy M€ HAMPHUKIHII
XX cr. OOH o¢iuiiiHo BU3HaNa MOSBY B
Hallii peaJbHOCTI TMPUHIIMIIOBO HOBOTO
KPUTEPII0 CyCHUIbHOT JUCKpuUMiHamii —
1u(pOBOi HEPIBHOCT!.

Cumynskpuzalis MOTITHYHUX Cy0’ €KTIB

3 pO3BUTKOM HOBITHIX TEXHOJIOTIH IOJIi-
TUKU OyIyTh MPOXOAMTH IMEBHY EBOJIOLIIO
Bil pealbHHX JIIOACH OO0 BHUKIIOYHO
BipTyanbHUX (Y BUIVIAI IPOrpaM Ha OCHOBI

111).
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HonaTok 3
Pob6oTa 3 ¢eiitkamu

3.1. Anroput™m ¢eiikiB y MeceHIKepax

=
= ~r
S AJNNMTOPUTM ®EUKIB 3 MECEHDKEPIB*
’5 YBATA! TepminoBo! Bcim npusiT! LLlaHoBHiI 6aTbKK!
=
@ MeHi YONoBiKy cycigy Ha poborTi
Nnoga3BOHUB po3ka3saB Hanucas

3Hanomun, 6paT, cecTpa, Kym

DEINK
HE MPONAE 3 MmiHicTepcTBa 3 CBY 3 Kuraro/Itanii 3BiATH
| nonpocuBs
HiKomy po3kKasaTtun
He KasaTun BCim

o Hacnpaegi

BCe Kpaile BCe ripwe BCe He Tak
% . _ I ckopo
| MPUKPINATY PO3MUTWIA
CKpiHWoOT
“ NpUMKpInTY Yneck poTo B MW BCi BCe ﬁyne
macui abo Ha doHi
BifCbKOBMX HOMBONG AoGpe

' popath aygio 3 Wymamn

Aneopumm getixie 3 mecenxncepis. «llo moii OiK HOBUH
Ilorcepeno:
https://www.facebook.com/behindtheukrainenews/sha®45587652932042/122327776849
6354/
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3.2.5Ik 310BUTH elK?

o LA PEUK 7

ek — Ue noganHs DaKTIB y CNOTBOPEHOMY BUrNAI
abo noaaHHsA CBifgOMO HenpaeaMBOl iHdhopmMallil.

O3HAKM, AKI MOXY Tb BKA3AT/ HA ®EVK:

LKEPEJIA EKCTEPTW

@ BincyTHicTb fxxepen iHdopmauil @ [pelCcTaBHUKW CTPYKTYP, AKKX

@ AHOHIMHI fkepena He iCHye B peanbHOCTi

@ IHchopmalia, B34Ta I3 COUMEPEX, ® EKC“eDT"f e3 BrazyBaHHA
3 aKkayHTiB, AKi He BepudikoBaHi IHCTUTYLII, AKY NPEACTaBNAIOTL

@ JliHK Ha nigo3pini abo ManosigoMmi @ AHOHIMHI ekcrnepTH (“BYeHi BBaxXatoTb...")
Lxepena @ [ToniTUYHO 3aaHraxoBaHi excnepTh

EMOUIT NOAAHHA AKTIB

@ [lymka ym oLiHKa NogaeThea aK dakT @® CouionorivuHi naHi bea ekasaHHn

@ 3aronoBoK He Bignosiaae HOBKHI abo BubipKkw, 3aMoBHMKa, reorpadpi, i T.4
€ HaaMipy eMOL|iAHIM @® Oproboke nogaHHA hakTig, OLIHOK |

@ KypHanicT BXvBage Cnosa, Wo KOMEHTapIB, y3aranbHeHHA
BUKIUKAKOTh N03UTUBHI/HeraTueHi emouii, @ BMKPUBAEHE NOAAHHA HOBMHN.

@ HaBiluyBaHHsA APAVKIB, NOWMPEHHA peanbHi hakTW NofakTh 3 HENPaBAoH
CTepeoTunie. @ HepocTosipHi hoTo/BiAE0, NOAAHOTL

K NiATBEPOXKEHHS iHdhopMaLlii.

MIAFOTOBAESHO B PAMKOX NPOEKTY (POIBHTOK BIANOBIAGABHMX IHTEPHET-3M, 'I qA hg I'I'I ()“ 00 | =
wo peaaisyerecs MO wiHeTHTYyT macoso! iHdeopmauin 30 niatpmmkmn 'VI HCTUTYT MacoBOl

MinicTepCTEa JOKOPAOHHKX CNPas Yecskol PecnyBaiki. iH¢OpMFI uir

Ingpoepagpixa «Ax 3n0eumu peiik?». [ncmumym macogoi ingpopmayii.
Hocepeno: https://imi.org.ua/advices/yak-vyznachyty-ta-glgvfejk-i2388
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3.3.Ki1r04oBi nuTaHHs U1 aHAJI3y MeiaMeceTKiB

KIMKOYOBI MATAHHA ONA AHANIZY MEAIAMECEXKIB

caieisisEs e s e e e s s ABTOPCTBO WU AY[JUTOPIA

ABTOPCTBO  EKOHOMIKA'

%5 8
L]
ot
: .
=
B 13 KO METOIO iX BYNO :
® XTO CTEOPUE CIBORERG?Z B XTO 3ANNATUB .
MOBIAOMIIEHHA? ® [10 4Oro BOHU 3A Ul NOBIAOMNEHHSA? :
MIAWTOBXYIOTE MEHE? .
B SKA UINbOBA AYAUTOPIS? %
.
N . L ]
- — e, o 1 .
.-- 7= 4 ¥ KUIH _'-oc'.
: . phui
:
.
= . =
° B XTO OTPUMAE KOPUCTb BIf B L0 51 MOXY 3POBUTH ¥ BIONOBIAb
: NOBIOOMAEHHA? HA LEW MECEDX?
% B KOMY BOHO MOXE 3ABATU LLKOAU? B 5K LIE MOBIAOMIEHHS BIUIMBAE HA
: B 4M UE NOBIJOMIIEHHA KOPVICHF OnA MEHE MOI MOYYTTA?
s ABO HOHIBHWX HA MEHE BIDNEWS @ K MO EMOLII BNIUBAIOTE HA MO
. B LLO OMOBIBAY XOUE, ABM 51 3AMAM'SITABINA? IHTEPTPETALIIIO MECEIKA?
5
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.
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. B NP0 LL(O LIE NOBIAOMNEHHS 3MYILYE )
: MEHE OYMATH? AKI TEXHIKA BUKOPUCTAHO i/ YOMY?
:
: ® uo MqKHA MIBHATWUCS 3 LIbOrO MECEDKA? B AR ORI HOHA TERE AT RN
: ® K IAEI, UIHHOCTI, IHOOPMALIS ABO MECEK?
. nornsaan € OYEBMAHUMU?
. B PO WO BAXKITMBE HE BYJTO CKA3AHO?
L]
L]
5
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®eoae esea,
L]
5
W SIKA MOST IHTEPMPETALIS | LIO 51 MOXY -
W K PI3HI TIOOM MOXYTh MO-PI3HOMY AI3HATUCA MPO CEBE I3 BNACHOI PEAKLIII .
3PO3YMITH MEGEDKI? YU IHTEPMPETALYI? L
:
2
.
.

ssssss,

KOHTEKCT

KON NOBIAOMINEHHA BYNO CTBOPEHO?

KOI! | SIK AOrO BYNO NOLWWPEHO CEPEQ
FPOMALCBEKOCTI?

RTTERTRTSRCRRRRPIRRR  PENPE3EHTALIS U PEANBHICTD

sseacsccessscescsssessen’

HALMHICTE

LIE ®AKT, NOMNA Y WOCH IHWE?

HACKINBKU LIE MOBIGOMIEHHSA 3ACTYTOBYE
HA [OBIPY (I 3BIOKM LIE BIOMO)?

AKUMU € [PDKEPENA IHOOPMALIN, INEW YK
MPUNYLWEHBL?

werenc: HALIGHANbHA ACOLIALIRA OCBITH 3 MERArPAMOTHOCT! (NAMLE),
«KII04OB! NPUHLINY OCBITY 3 MEMIATPAMOTHOSTI (kBITEHE 2007)
HTTPS /INAMLE. NET/PUBLIGATIONS/GORE-PRINGIPLES/, apanTauia Cinm LWeise | @eika Poroy.

MEOIAPANBEP

Media
Sapiens I

A=T=KTOP

TPOMAACLNA GPIANIIAMIR

Knrouosi numanns ons ananizy meoivinux nosioomnens. NAMLE
Icepeno: https://bit.ly/3eL FGhP
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BupoOHUYO-TpaKTUUYHE BUJAHHS

Onis HAIIJITHCBKA

KIBEPKYJBTYPA TA KIBEPBE3IIEKA
B YMOBAX BIMHU:
INMCUXOJOTIYHUMA MPAKTUKYM

[IlpakTUYHUN MOCIOHUK

JlitepatypHe penaryBauus 1. A. Kyzvmenko

Anpeca [ncturyry: 04070,m. KuiB, Byn. AHapiiBcbka, 15

E-mail: info@ispp.org.ua

Caiit: https://ispp.org.ua
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